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Preface

About this document

This guide provides instructions to deploy a virtual machine on the Amazon Web Services
(AWS) cloud and configure it to be an iSCSI target. We will use the Linux package “targetcli”
to create and manage block devices on the virtual machine. The objective is to leverage
volumes from the iSCSI target virtual machine running on AWS as quorum volumes for
Global-active device (GAD).

This guide does not include instructions for establishing a VPN connection to AWS. Refer to
the AWS documentation, such as AWS Site-to-Site VPN.

Document conventions

This document uses the following typographic convention:

Convention Description

Bold e |[ndicates text in a window, including window titles, menus,
menu options, buttons, fields, and labels. Example: Click OK.

e |[ndicates emphasized words in list items.

Italic Indicates a document title or emphasized words in text.

Monospace Indicates text that is displayed on screen or entered by the user.

Example: pairdisplay -g oradb

Intended audience

This document is intended for Hitachi Vantara and Global-Active Device users with interest in
hosting their quorum on the cloud.

Referenced documents

« Hitachi’s Global-Active Device User Guide
« Linux SCSI Target: Targetcli

Accessing product downloads

Product software, drivers, and firmware downloads are available on Hitachi Vantara Support
Connect: https://support.hitachivantara.com/.
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https://docs.aws.amazon.com/vpn/latest/s2svpn/SetUpVPNConnections.html
https://knowledge.hitachivantara.com/Documents/Management_Software/SVOS/8.1/Global-Active_Device/Overview_of_global-active_device
http://linux-iscsi.org/wiki/Targetcli
https://support.hitachivantara.com/

Log in and select Product Downloads to access the most current downloads, including
updates that may have been made after the release of the product.

Comments

Please send us your comments on this document to doc.comments@hitachivantara.com.
Include the document title and number, including the revision level (for example, -07), and
refer to specific sections and paragraphs whenever possible. All comments become the
property of Hitachi Vantara.

Getting Help

Hitachi Vantara Support Connect is the destination for technical support of products and
solutions sold by Hitachi Vantara. To contact technical support, log on to Hitachi Vantara
Support Connect for contact information: https://support.hitachivantara.com/en_us/contact-
us.html.

Hitachi Vantara Community is a global online community for customers, partners,
independent software vendors, employees, and prospects. It is the destination to get
answers, discover insights, and make connections. Join the conversation today! Go to
community.hitachivantara.com, register, and complete your profile.
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Executive Summary

Global-active device cloud quorum is a virtual machine image provided by Hitachi Vantara through
the cloud marketplace. Its purpose is to simplify and enhance Global-active device (GAD) by
replacing an on-premise quorum with an automatically configured, easy-to-use cloud quorum. In
addition to being easier and faster to deploy, a cloud quorum also makes GAD more resilient against
outages: Quorums hosted at the same location as their storage systems create a single point of
failure. For on-premise deployments, this is avoided by hosting the quorum disk at a separate
datacenter, but with global-active device cloud quorum, you can achieve the same result without the
associated overhead. This guide provides instructions on how to set up and use global-active device
cloud quorum on Amazon Web Services.
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Configuration and Specifications

Figure 1 provides a high-level illustration of the connectivity between on-premise Virtual
Storage Platform (VSP) storage systems and an iSCSI target virtual machine in AWS cloud.
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VM

VPN Gateway Internet
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targetcli

iscsi| &

Port

iSCS | =

Port

i

On-premise Arrays
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Figure 1: Test Environment

VPN Tunnel

During certification of this solution, we determined that the AWS VPN Gateway plays an
important role. You must use a sufficiently large gateway type to support quorum traffic.
Otherwise, the iSCSI paths between the storage systems and AWS virtual machine experience

frequent timeouts and disconnects.

AWS Virtual Machine

The following settings were used for the virtual machine image:

e Operating system: Amazon Linux 2
e Kernel: Linux Kernel 5.10
e Instance type: t2.micro

o CPU: 1 virtual CPU

o Memory: 1 GB

o Disks: Premium SSD 67 GB

e Targetcli version: 2.1.53

Global-Active Device Cloud Quorum in AWS
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Amazon Virtual Machine

Deployment

This section provides instructions for creating the virtual machine on AWS that will function as
the iISCSI target.

We assume that you are familiar with using an SSH public key for authentication, so we do not
cover this topic. For this testing, you must use a Region located within 40ms ping of your VSP
storage systems.

Our testing was performed in the western portion of the US connected to our lab in Denver, CO,
with a ping of ~30ms. In this testing, under Availability options, no infrastructure redundancy
was used.

1. In the page Step 2: Choose an Instance Type, select the following:
o Family: t2
e Type: t2.micro

Step 2: Choose an Instance Type
appropriate mix of resources for your applications. Learn more about instance types and how they can meet your computing needs.
Filter by: All instance families Current generation ~ Show/Hide Columns

Currently selected: t2. micro (- ECUSs, 1 wCPUs, 2.5 GHz, -, 1 GIB memory, EBS only)

Family - Type - vCPUs (i - Memory (GiB)
12 t2.nano 0.9
- ‘2 ’ '
2 t2.small 1 2
t2 t2.medium 2 4
tz t2_large 2 8
12 t2.xlarge 4 16
12 12 2xlarge 8 32
13 t3.nano 2 0.5
3 t3.micro .
t3 t3.small 2 2
13 t3.medium 2 E
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2. On the Configure Instance Details page enter the details and then select the Network from
the list.

For the initial configuration, we selected Enable from the Auto-assign Public IP list to
remotely access the virtual machine.

Step 3. Configure Instance Details

wumber of natances 1 Launch inin Ao Soaling P (0
Purchusing oplicm | Biecpaesi Gpoi enstances

Hbtwark  (§ T

Subnet 1 HIbed5as | ys-west-18 & Create ney w1
Auto-gusign Publc 1P () rushle 4 ‘_
Ml Tyie | U Suilieet 80100 (00 Aaivee E 1
DS HoMtheSE (|
= - - 3 [Pl [ 1 (=11 s
Platement grews | Addd inglance 1o plecemend group
Capacity Reservation || Open +
Deixuiny joi SireClory i N directory H c
AR pode () i 4 {: abe reewe. LA
Shartdarwty Do i =l 4
Stag - Hibeimate behawior (] Enable MDeTaton as an sodtionsd sion beharvor
Enable ieteminathon protectie | Protec! againi scckdental Beeminats
Monitoning 1 Erupbide 1 Fedabch deqasled NG
L 4

Terancy (i Fupnesd - FUN @ BN

Credn specificatiem |

3. Inthe Advanced tab, under User data, enter the following lines:

#!/bin/bash
/home/ec2-user/quorum_ setup/quorum_setup.sh

After these lines, add the IQNs of your GAD storage system ports separated by spaces.

v Advanced Details

Enclave (i) [CJEnable
Metadata accessible (i) Enabled <
Metadata version (i) V1 and V2 (token optional) *
Metadata token response hop limit (i) 1 L
User data (i) @® astext OAsfile Cinput is already base64 encoded
#!/bin/bash

/home/ec2-user/quorum_setup/quorum_setup.sh ign.1994-

ﬂ 04.jp.co.hitachirsd.r90.i.089c42.1g ign.1994-04.jp.co.hitachi:rsd.r90.i.089c42.3g
iqn.1994-04.jp.co.hitachirsd.ro0.i.089c4a.1e ign.1994-

04 jp.co.hitachirsd.r90.i.089c4a.2¢

3

Cancel Review and Launch Next: Add Storage
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4. If you do not have an existing key pair or do not want to use an existing key pair, click
Create a new key pair from the list, enter a name for the pair, and then click Download
Key Pair.

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely $SH into your instance. Amazon EC2 supports ED25519 and RSA key pair types.

MNote: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

| Create a new key pair
Key pair type

®pRsA OED25519
Key pair name
[key-for-documentatior|

Download Key Pair

Q You have to download the private key file (*.pem file) before you can continue. Store it
in a secure and accessible location. You will not be able to download the file again
after it's created.

B

You can find your VSP IQNs by using Storage Navigator as follows:

Ports/Host Groups/iSCSI Targets

Number of Ports

Target
Bidirectional

Total

Host Groups / iSCSI Targets Hosts Ports Login WWNs/iSCSI Names CHAP Users

Re Edit T10 P

(EXAE oFF |

Sor

Select All Pages || Column Settings |

IPv4

[] PortiD Type Mode fciﬂ“";t“"" WWN / ISCSI Narme
ort Mode IP Address

[l &PcLi-a | Fibre scsl - S0060EB008775400 -
L] Gclz-a | Fibre scsl - S0060EB00B775420 :
M #=c Disabled iqn.1994-04.jp.co.hitachi:rsd.reo 54.1¢ 7 90.177
m C : Disabled ign.1994-04.jp.co.hitachi:rsd.rg0.i.0 .33 192.168.0.14
L] @&@cu-c | Fbre scsl - S0060ES008775402 E
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Firewall Exemption

This section provides instructions for creating a firewall exemption on the AWS network so that
the TCP traffic on port 3260 can enter the VCP network. Note that port 3260 is the default port

used for iSCSI.

1. On the Instances page, select the virtual machine, click the Security tab, then select the

security group attached to the instance.

Name v

Instance ID Instancestate ¥ Instancetype ¥  Status check Alarm status Availability Zone ¥ Public IPvd DNS
| JonCQ2 i-03af59d0ea23ddac3 ® Rumning @@ t2Zmicro @ 2/2 checks passed  Noalarms =+ us-west-1a =
Instance: i-03af59d! dac3 (JonCQ2) b4
Details Security Networking Storage Status checks Monitoring Tags

¥ Security details
IAM Role Owner ID

- 981486659064

Security groups

sg-09aed0738f38a0a44 (launch-wizard-137) ‘

» Inbound rules

¥ Outbound rules

Launch time
Wed Nov 17 2021 11:44:46 GMT-0800 (Pacific Standard Time)

Select the Inbound rules tab and then click Edit inbound rules.

EC2 Security Groups sg-09aed0738f38a0ad4 - launch-wizard-137

sg-09aed0738f38a0a44 - launch-wizard-137

Details

Security group name

launch-wizard-137

Security group 1D
sg-09aed0738138a0a44

Owner
981486659064

Inbound rules count

1 Permission entry

Description

launch-wizard-137 created 2021-11-

17T11:44:40.685-08:00

Outbound rules count

1 Permission entry

VPCID
vpc-075201acbaecd 164c [4

Inbound rules Outbound rules Tags

@ You can now check network connectivity with Reachability Analyzer

| Run Reachability Analyzer ‘ X ‘

Inbound rules (1/1)

| Manage tags Edit inbound rules |
1 @

Q
Name v Security group rule... ¥ IP version v Type v Protocol Port range v Source v
| = sgr-0d8dfc80c7e4fded3 IPv4 SSH TCP 22 0.0.0.0/0

3. Click Add Rule.

Enter the following values and then click Add:

Global-Active Device Cloud Quorum in AWS
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Edit inbound rules

Inbound rules info

Security group rule ID Type Info Protocol Info Portrange Info  Source Info Description - optional  Inf

sgr-0d8dfc80c7edfded3 = v Custom ¥ Q [ petete |

tom TCP v 5260 wsom v Q SCS! traffic [ oetete |

Add rule

e Type: Custom TCP Rule
e Port range: 3260
e Source: Click Custom and then enter the subnet of the storage system iSCSI ports.
e Descriptions: iSCSI traffic
5. Click Save rules.
You do not need to add an outbound rule for TCP 3260.

Access Quorum VM

This section provides instructions for verifying that the quorum was set up properly and for
configuring the quorum after setup.

1. Use an SSH client (such as putty) to log into your quorum VM. Use the public IP and SSH key
assigned to your VM.

2. Login to the quorum. The default username is ec2-user.

3. Open the configuration script: /home/ec2-user/quorum setup/menu.sh

Global-Active Dewvice Cloud Quorum Menu
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4. Enter 7 to view the current configuration.

If the setup was successful, you will see volume0 and your array IQNs listed under the acls
directory.

From the configuration menu, you can also add and remove quorum volumes and IQNs, refresh the
portal, and enable Challenge Handshake Authentication Protocol (CHAP).

Global-Active Device Cloud Quorum in AWS Page 13



Global-Active Device Quorums

This section describes how to discover the volumes from the iISCSI target virtual machine and
turn them into GAD quorums. The procedure is the same as it is to virtualize a physical Fibre

Channel or iSCSI storage system.

Create iSCSI Paths

1. Log in to Storage Navigator.
2. On the left side, click External Storage, and then click the iSCSI Paths tab.

Explorer External Storage

$15-5100-2N &7, 30691) > External Storage

Number of External Storage Systems

Number of iSCSI Paths

External Storage Systems External Paths iSCSI Paths

| Devices

hs =
-|;kFI.Ib.|r ]|m | Salact All E{gu |.|-<.:o.li.|rnn S.ttlngs]
Local Rermote

arnal Storage

CHAP Us
= port 1D virtual Port 1D Usar IP Address
Name Number Name

3. Click Add iSCSI Paths.
Click Discover iSCSI Targets.

5. For each storage system iSCSI port that will connect to the AWS VM, complete the
following steps:

Discover iSCSI Targets

Enter the required information to discover the iSCSI paths. Click Add to add the discovery targets, and then click OK.

Local Port ID: CL2-H v | Discovery List
Local Virtual Port ID: . |Select All Pages| _

a. Enter the following:
e Local Port ID: iSCSI port
¢ Remote IP Address: private IP address of the AWS VM
¢ Remote TCP Port Number: 3260
b. Click Add.
6. After you finish adding all the required iSCSI ports to the discovery list, click OK.

Global-Active Device Cloud Quorum in AWS

Numnber of External Volumes

Local Remote
Remote IP Address: (2) IPv4 () IPvE
T [} TCP Port
Port ID Virtual Port 1D 1P Address
10.2,1.5 8 (EEHS ek Narmber
DI
Remote TCP Port Number: 3260 [l cui-a - 10.2.1.5 3260
(1-65535)

Humber of External Paths o] External Volume Capacity

TCP Port ISCSI Target Authentical

Method
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7. Back on the Add iSCSI Paths window, leave Authentication Method=None and Mutual
CHAP=isabIe and then click Add.

Add iSCSI Paths

1.Add iSCSI Paths

8. Click Finish and then click Apply.

The following screenshot shows the iSCSI paths after creation:
External Storage Systems External Paths  iSCSI Paths

Add aths Edit i Targets = Yaths t Seh
| A Filter M | select All Pages]lbolumn Settings | Options w IG” e} 1
Local Remote
Port 1D Virtual Port 1D CHAP User IP Addrass TCP Port iSCSI Target Authentication Mutual CHAP
MNarme Nurmber Marne Method
(| LJCL].-G - 10.2.1.5 3260 ign.2003-01.... Mone Disabled
(| Id:;,[_.,?_'lj, ' 10.2.1.5 3260 iqn.2003-01.... Mone Disabled

Global-Active Device Cloud Quorum in AWS Page 15

This wizard lets you add iSCS1 paths. To discover available iSCSI paths, Click Discover iSCSI Targets, Enter the i$CSI path settings, and then dick Add. Click Finish to confirm,
iSCSI Targets: Discover iSCSI Targets Selected iSCSI Paths
| Select All Pages
Local Remote
Local
= po 10 Virtual Port 1D 1P Address AR HL Lot B i
= e Number Name
Port ID Virtual Port ID 1P Address 5
Number
o
Add b
< >
Selected: 2 of 2
Authentication Method: | Mone el
Mutual CHAP: () Enable  (s) Disable
User Name:
Secrat: il 2 L
Remove selected: 0 of O




Discover External Volumes

1. Click the External Storage Systems tab and then click Add External Volumes.

External Storage

N

Numnber of External Volumaes

Nurmber of External Storage Systems
Number of External Paths v] External Volume Capacity
Number of iISCSI Paths

External Storage Systems External Path iSCSI Paths

5| Column scuimii

Nurmnber of External

Status
Path Groups

you virtuslize storage rasourcas by mapping external velumes to the local storage system.
Select axtarnal path groups to map paths betveen external and local systems, or click Craate External Path Group to add a naw group. Click Next to add external volumaes.

Add External Volumes:

(2 By New Extarnal Path Group:

| Creste Extamal Path Group

External Path Group 1

By Existing Extarnal Path Group:

3. Click Discover External Target Ports.

Create External Path Group

This wizard creates a group of paths between the external and local storage systems. To discover new external storage/paths, Click Discover External Target Port. Select an external storage system from the
drop-down list, and then select path(s) from the Available Extamal Paths list and dick Add. Optionally, dick Raise Priority or Lowar Priority to change the order of use for the paths.

Initial External Path Group 10: 0
(0-63231)
Extarnal Paths: | Discover Extarnal Targat Ports
Extarnal Storage System: -
Available External Paths Selected External Paths
aFiker | on [FTT3 | Select All Pages| optensw J[ie][€] 1 21 [
Extarnal External
Port ID Trpe Virtual Port 1D L] Pricrity Port 1D Type Virtual Port 1D
1P Address WWN / i5CSI 1P Address '
Add b
4 Remove
< » < ¥
Selected: 0 of 0 Raisa Priority || Lowar Pririty | Selected: 0 of O

Global-Active Device Cloud Quorum in AWS Page 16



4. Select the iSCSI ports that defined the iSCSI paths in the previous section and then click
Add.

Discover External Target Ports

This wizard lets you to select the ports that you want to scan for new external storage systems.
External Ports:

Available External Ports Selected External Ports
AFier | on [T | Select All Pages. Loptionsw J€][€] : 7t [3][3 Select All Pages
™ Port 1D Type ™ Port ID Type
L cL1-E Fibre
Ll cLa-e Fibre
! cLs-e Fibre
k| cL7-E Fibre ’ Addb ‘
o /
el cL2-F Fibre ‘ 4 Remove
| cLa-F Fibre
| cLe-F Fibre
L] cLe-F Fibre
]|

Selected: 2 of 10 Selected: 0 of 0O

5. Click OK.

If discovery is successful, LIO-ORG will be listed as an external storage system as follows:

Create External Path Group

This wizard crestes a group of paths betwaen the external and local storage systems. To discover new axternal storagefpaths, Click Discover External Target Port. Select an external storage systam from the
drop-down list, and than selact path(s) from the Available External Paths list and click Add, Optionally, dick Raise Pricrity o Lowar Pricrity to changs the order of use for the paths.

Initial External Path Group 1D 0
(0-63231)
External Paths: | Discover External Target Ports |
External Storage System: LIO-ORA [ (generic)/ | v
Available External Paths Selected External Paths
FE o= MO YT R v, N [seeatages I
Extarnal External
L PertiD Type Virtual Port 1D L] Priority Port 1D Type Virtual Port 1D
1P Address WWN J ISCST 1P Addrass
O ecu-e isest | - 10.2.1.3 iqn.2003-01, | AddP
| ez-n iscst - 10.2.1.5 iqn.2003-01. -
4 Remove
|
L~ » < J ¥
Selected: 0 of 2 |_Raise Pricrity || Lower Priority | Selected: 0 of O

Select the discovered external paths and click Add.
Click OK.

Back in the Add External Volumes screen, click Next.

Global-Active Device Cloud Quorum in AWS Page 17




The following screenshot shows the three external volumes that were discovered.

Add External Yolumes

2,Add External Volumes

This wizard lets you virtualize storage resources by mapping external volumes to the local storage systemn.
Select external path graups to map paths between external and local systers, or dlick Create External Path Group to add a new group. Click Next ta add external volumes,
External Volumes: 5
Discovered External Volumes
T e m LUN ID (Highest volume
AFilter || ON Select All Pages Options Device Name Device ID Drive Info
| EXIES FW o | EATEY T [EEEE U prione Proparis :
™ LUN ID (Highest | o i Name Capacity Volume Device ID
Priority) Properties
ol e [ooo[ow  Lemesr ]|
Selected: 3 of 3
Initial Parity Group 1Dt E 1 -1
(1-16384) (1-4096)
Data Direct Mapping () Enable  (s) Disable
Allow Sirnultaneous Crestion of LDEVs:  (s) Yes () Mo
Use External Storage System (a) Yes @ Ne Add p
Configuration:
LDEV Name: Prefix Initial Number
(Max. 32 characters total including max. 9-digit number,
or blank)
A Options =
Initial LDEV 1D+ LDKC cu DEV
0o i | FD v | : (00 v |
Interval
(o v | | view LDEV 1Ds |
Initial SSID: 0004 | viewssips |
(0004 -FFFE) () >
pe ernal volumea(s) v v | Change Settings || Remove || Mara Actions w Selected: 0 of 0

9. Select the discovered volumes and then click Add.
These external volumes correlate to the volumes created on your quorum VM. Testing was
done with three quorum volumes (the default volume count is one).

10. Click Finish and then click Apply.

The following screenshot shows the external volumes after they have been successfully
virtualized.

EPathGroupD Last Upd, 2402115 T 7

EPathG

Status Number of External Volumes 3

Vendor / Model / Serial Number LIO-ORG / (generic) / External Volume Capacity 39.00 GB
Numnber of External Paths 2 (Max Allowed: 8)

Mapped VYolumes External Paths

ternal LUN Pro More Ac Selected: 0

Options w | 1& | 1 I
Parity Top LDEV Number Volume

Status Top LDEV 1D Device Name Capacity Device 1D MP Unit ID
Group 1D Namne of LDEVs Properties

@ ELL @ Hormal 00:FD:00 volumen 13.00 GB | 0000 6001405019F... = MPU-010

i EPath: o @ EL-2 @ Hormal 00:FD:01 volurmel 13.00 GB 0001 600140554DE...  MPU-120

plication ez @ normal 00:FD:02 velumez 13.00 GB | 0002 6001405473, MPU-D10
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Define GAD Quorums

1. Expand Replication, click Remote Connections, and then click the Quorum Disks tab.

Explorer Remote Connections Last Updated

Remote Storage Systems: 1

Connections (To)

Systemn: 1
e LE
Connections (From)
Quorum Disks: o Systam: 0

cur 0

Connections (To) Connections (From) Quorum Disks

Aadd k

[[#Fier | on T2 [ Select All Pages | Column Sattings|

|_Options w I. e |

. Quorum Disk
Quorum Disk

ol [ 12

Remote Storage Systemn

LDEV ID LDEV Narme Status CLPR Capacity

General Tasks

2. Click Add Quorum Disks.

3. For each quorum that you are creating, complete the following steps:

Add Quorum Disks

This wizard lets you add quorum disks. Select LDEVs from the Available LDEVs list,select a remote storage system, and then dick Add, Glick Finish to confirm,
Querum Disk ID: | o0 v | Selected Quorum Disks
|| Add Querum Disk without LDEV ||Select All Pages| |_optians w ||

Available LDEVs Quoram Disk Querum Disk ;
| #Fiteer || on [T | optionsw |l1€ €] 1 1 [3][3) =| o LDEV ID LDEV Hame CLPR Capacity

LDEV ID LDEN CLPR Capacity
Name
Ol comm | Tocom | soowaa| ]
() 00:FD:0L 0:1CLPRO 13.00 GB
()| 00:FD:02 01CLPRO 13.00 GB
Add p
Total: 3
Rermaote Storage Systemn: Model / Serial Number
| VSP 5000 series / 30548 )

a. Enter the following:
e Quorum Disk ID: a value from the available list
e Available LDEVs: external volume to use as a quorum

e Remote Storage System: remote array to pair with this new quorum
b. Click Add.
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4. Click Finish and then click Apply.
The following screenshot shows the quorums after they have been successfully created.

Connections (To) Connections (From) Quorum Disks

rurn Disks 3 ar Edit Quorum Disks

A Q

|| AFilter [|M | Select All Pages|| Column Settings| | Options

Quorum Disk

Quorumn Disk Remote Storage Systern

152 LDEV ID LDEV Name Status CLPR Capacity
] @ oo 00:FD:00 @ normal 0:1CLPRO 13.00 GB  VSP 5000 series / 30548
L] @ o 00:FDi01 @ Normal 01CLPRO 12.00 GB  VSP 5000 series / 20548
Ll @ oz 00:FD:02 @ Normal 0:CLPRO 13.00 GB  VSP 5000 series / 20548
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Appendix A: Mutual CHAP Authentication

This section describes how to configure mutual (bidirectional) authentication with Challenge
Handshake Authentication Protocol (CHAP). Mutual CHAP authentication means that the on-
premise storage systems must authenticate with the AWS virtual machine and vice-versa. This
extra security prevents unintended access from other devices on the same network.

Enable on targetcli

Log in to global-active device cloud quorum VM.

2. Enable mutual CHAP authentication by entering the following commands:
/home/ec2-user/quorum setup/menu.sh

6

3. Follow the prompts to set credentials.
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Global—-Active Device Cloud Quorum Menu

=W N

(@]

-1

* O

<1 A9
Inc and others.

input

input

input Aut ) n Mutu

input Avu ication Mutual
ectio

mutual
- mutual t

Enable on iSCSI Ports

1. Log in to Storage Navigator.

2. From the left side of Storage Navigator, click Ports/Host Groups/iSCSI Targets, and then
click the Ports tab.
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3.

Select the iSCSI ports to configure with mutual CHAP authentication and click Edit Ports.
Host Groups / iSCSI Targets Hosts Ports Login WWNs/ISCSI Names CHAP Users

* I Parity Gre

Edit T10 PI Mode

| Select All Pages | Column s.u:'ng:]

IPvd
Type ISCAI ‘“:”"' WWN / iSCSI Name
gar Hoca IP Address iv
iSCSI Disabled iqn.1994-04.jp. co. hitachi:rsd.r90.i.08... 192.168.0.62
isCsI Disabled iqn.1994-04.jp.co. hitachi:rsd,r90.i.08... 192.168.0.14

172.23.93.97

B- Disabled iqn.1994-04.jp.co.hitachi:rsd.r90.i.08...

~ <
#g Remote Connectio ° 7| # cLi-a Disabled ign.1994-04.jp. o, hitachiirsd.r30.,08...
.. . .

172.23.93.96

4. Complete the following fields, click Finish, and then click Apply.

V]  CHAP User Name: ]
(Max., 223 characters)
(V] Sacrat: o o o o o ook R R

(12 - 32 characters)

Re-enter Secret: o e ol o oo o o o o o o 3

4 Back Next p Finish

e CHAP User Name: corresponds to the value for “auth userid” set in targetcli

e Secret: corresponds to the value for “auth password” set in targetcli

Create iSCSI Paths

1.

Log in to Storage Navigator.

2. From the left side of Storage Navigator, click External Storage, and then click the iSCSI

Paths tab.

Explorer External Storage

Number of External Storage Systems Nurnber of External Volumes

Humber of External Paths o] External Volume Capacity

Number of iSCSI Paths

External Storage Systems External Paths iSCSI Paths

| &Fileer || m- | Selact All Pages || Column Settings
Local Rermote

= HAP Us TCP P CSIT Auth !
*f# Replication Port ID Virtual Port ID SHAR. User 1P Address ort oSl large el
Name Number Name Method

3. Click Add iSCSI Paths.
4. Click Discover iSCSI Targets.
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5. For each storage system iSCSI port that will connect to the AWS VM, complete the

following steps:

Discover iSCSI Targets

Local Port ID: CL2-H

)

Local Virtual Port ID:

Remote [P Address: . IPU4

10.2.1.5

Py

3

Remote TCP Port Number: 3260

(1-65535)

a. Enter the following:
e Local Port ID: iSCSI port

il =ifless

Enter the required information to discover the iSCSI paths, Click Add to add the discovery targets, and then click OK.

Discovery List

| select All Pages|

Local Remote

| 7
Port 1D Virtusl Port 1D 1P Address FER pee
Hurnber
T T T T ST I
Ll cu-e - 10215 3260

¢ Remote IP Address: private IP address of the AWS VM

¢ Remote TCP Port Number: 3260

b. Click Add.

6. After adding all the required iSCSI ports to the discovery list, click OK.
7. Backin the Add iISCSI Paths window, complete the following steps:

Authentication Method:

Mutual CHAP:

User Name:

Secret:

| CHAP

. Enable Disable

|
(Max. 223 characters)

o e e e o o ok oo o oo o ok

(12 - 32 characters)

a. Enter the following:

e Authentication Method: CHAP

e Mutual CHAP: Enable

e User Name: corresponds to the value for “auth mutual_userid” set in targetcli

e Secret: corresponds to the value for “auth mutual_password” set in targetcli

b. Click Add.
8. Click Finish, and then click Apply.

Global-Active Device Cloud Quorum in AWS

Page 24




The following screenshot shows the iSCSI paths after creation:

External Storage Systems External Paths [SCSI Paths

(haa i5cet paths Lo

|_$f_i_|§!_r_.|_9_ﬂ_m | Select All Pages Column Settings | | Optionsw | 16| €| 1 11 >
Local Remote
< r C o iSC ¢ hentication < [
Port 1D virtual Port 1D CHAS Usa 1P Address NCE Pok SCSI Targat Authentication v 1 cHap HAP User
Narme Humber Name Method Name

Ll WPcLi-g - 10.2.1.5 3260 iqn.2003-01.... CHaAP Enabled
Ll WP cLz-H - 10.2.1.5 3260 iqn.2003-01.... CHap Enabled

The remaining steps to discover external volumes and define GAD quorums are the same as
without mutual CHAP authentication.

Global-Active Device Cloud Quorum in AWS Page 25



Hitachi Vantara

Corporate Headquarters 2535 Augustine Drive
Santa Clara, CA 95054 USA www.HitachiVantara.com community.HitachiVantara.com

Regional Contact Information
Americas: +1 866 374 5822 or info@hitachivantara.com
Europe, Middle East and Africa: +44 (0) 1753 618000 or info.emea@hitachivantara.com

Asia Pacific: +852 3189 7900 or info.marketing.apac@hitachivantara.com

0000


https://www.hitachivantara.com/
https://community.hitachivantara.com/welcome
mailto:info@hitachivantara.com
mailto:info.emea@hitachivantara.com
mailto:hds.marketing.apac@hitachivantara.com

	Table of Contents
	Preface
	About this document
	Document conventions
	Intended audience
	Referenced documents
	Accessing product downloads
	Comments
	Getting Help

	Executive Summary
	Configuration and Specifications
	VPN Tunnel
	AWS Virtual Machine

	Amazon Virtual Machine
	Deployment
	Firewall Exemption
	Access Quorum VM

	Global-Active Device Quorums
	Create iSCSI Paths
	Discover External Volumes
	Define GAD Quorums

	Appendix A: Mutual CHAP Authentication
	Enable on targetcli
	Enable on iSCSI Ports
	Create iSCSI Paths




