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Preface

About this guide

If you have HDI remote servers that are centrally managed by Remote Site Management (RSM)
of HCP Anywhere, the HDI release 6.1.1 allows you to convert some or all of HDI servers to be
managed locally at branch offices. This guide provides step-by-step procedures for converting
HDI remote servers from RSM-managed to locally-managed.

Who should use this guide

This guide is intended for Hitachi Data Systems representatives and authorized service partners
who are performing management conversion for HDI remote servers. Hitachi Data Systems does
not recommend customers to perform the conversion without guidance from trained personnel.

Related information and publications

e Hitachi Data Ingestor Single Node Administrator’s Guide, MK-90HDI039

e Hitachi Data Ingestor CLI Administrator’s Guide, MK-90HDI034

e HDI Remote Server Administrator Guide (Locally Managed HDI RS), MK-90HDI054

e HDI Remote Server Administrator Guide (Centrally Managed HDI RS), MK-90HDI053
e HCP Anywhere Administrator Help, MK-HCPAWO0O0O

e HCP Administrator Help, MK-95HCPHO001

Getting help

The Hitachi Data Systems Support Connect is the destination for technical support of products
and solutions sold by Hitachi Data Systems. To contact technical support, log on to Hitachi Data
Systems Support Connect for contact information: https://support.hds.com/en us/contact-
us.html.

Hitachi Data Systems Community is a global online community for HDS customers, partners,
independent software vendors, employees, and prospects. It is the destination to get answers,
discover insights, and make connections. Join the conversation today! Go to
https://community.hds.com, register, and complete your profile.
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Comments

Please send us your comments on this document: doc.comments@hds.com. Include the

document title, number, and revision, and refer to specific section(s) and paragraph(s)
whenever possible.
Thank you! (All comments become the property of Hitachi Data Systems Corporation.)
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Introduction

HDI 6.1.0 or earlier requires centralized management of HDI remote servers through Remote
Site Management (RSM) of Hitachi Content Platform Anywhere (HCP Anywhere). The HDI
version 6.1.1 adds support for local management of HDI remote servers, giving more
configuration options to fit customers’ unique business environments. When managed locally,
HDI offers features that are not available to users when HDI is managed by RSM. You can
convert all HDI remote servers or just select remote servers.

Centrally managed remote servers refer to HDI remote servers that are managed centrally by
HCP Anywhere. Files can be shared and synchronized between the centrally managed remote
offices and all data is backed up in an HCP system. See HDI Remote Server Administrator Guide
(Centrally Managed HDI RS), MK-90HDI053-00 for the information about how to install, setup,
and maintain centrally managed remote servers.

Locally managed remote servers refer to HDI remote servers that are managed locally at branch
offices. Data on each locally managed remote server is backed up in an HCP system. See HDI
Remote Server Administrator Guide (Locally Managed HDI RS), MK-90HDI054-00 for the
information about how to install, setup, and maintain locally managed remote servers.

Converting remote server management

Connecting to HDI via SSH

You need to connect to the HDI node via SSH. This topic provides procedures for generating a
public and a private key to establish an SSH connection.

Procedure
1. Open PuTTYgen.
2. Click Generate.

3. Follow the screen instruction and move the mouse over the blank area until the bar
turns green.
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Load an exising pvate key S Losd
Save the generted ey | Savepsickey | | Sevepivaerey
Paaeten

Type of key 10 generate
SSH1RSA ® S5H2BSA SSH2DSA

Number of bts 1 3 generated key. 2048

4. Open a text file and copy the public key from PuTTYgen to the file and save it. Do NOT

select the Save public key button.

lird PuTTY Key Generator

File Key Conyersions Help

J%HWFJMMM(KRHBZVTWHI&YEW‘%NBSMS/RYH
ey-20151

EVRiKogy.
QlcElo+8/NJMoznPOul UsLen+SUtww== rsas

Key comment maxey-20151029 |
Key passphrase: [ |
Corfim passphrase: | |
Actions

Generate a public/private key pair
Load an existing private key fle s lad |
Save the generated key [ e |
Parameters

Type of keyto generate: )

O s5H-1(RSA) © SSH2RSA O S5H2DSA

Number of bits in a generated key:

File Edit Format View Help

public-key - Notepad [-[= x|

Esh-r‘sa AAAAB3NzaClyc2EAAMABIQAAAQEAg O+ ~

5. Optionally, type a passphrase in the Key passphrase field. You will be asked for the

passphrase when logging into HDI via SSH.

6. Click the Save private key button.

7. Register the public SSH key with HDI.

a. Open a browser to access HDI GUI.

b. Select Access Protocol Configuration.

c. Inthe List of Services screen, select SSH and then click Modify Configuration.
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Access Protocol Configuration - hdi01 —~ /\' 4—\9 ) ) Refresh | Close

| List of Services

Service name Status Automatic startup Information
O crFs Running on

- The configuration has been modified. Start the
D F Stopped off service, Rebooting the OS will not apply the
changes.

QO nrFs Running Oon

The configuration has been modified. Start the
) _SFTp Stopped off service, Rebooting the OS will not apply the

changes.
| fmping o

Change Startup Modiify Service
Stop Start Restart | i Configuration Maintenance

d. On the List of Services > Public Key List screen, select Add.

Access Protocol Configuration - hdi01 Ay ) ) Refresh | Close

List of Services > Public Key List

SSH protocol version Comment
D ssH2 —

Delete Add Back

e. On the List of Services > Public Key List > Add Public Key screen, enter the public key
file that you created and click Add.
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Access Protocol Configuration - hdi01 — ——— ) ) Refresh | Close
[ List of Services > Public Key List > Add Public Key
SSH protocol version  SSH2
Public key file C:\Users\skishimoto\Desktop\public-key. txt Browse...
Add Back

f. Confirm that the public key is registered.
8. Register the private SSH key with HDI.
a. Open PuTTY. The PuTTY Configuration screen opens.
b. Under Category, select SSH and then Auth.
c. Browse to enter the private key that you have saved.

d. Click Open.

e. Type in the host name or the IP address of the remote server, and open the console.

R PUTTY Configuration -
Category:
- Bell A Options controlling SSH authentication
- Features
5 Window [] Bypass authentication entirely (SSH-2 only)
i i Appearance Display pre-authentication banner (SSH-2 only)
n Behawo‘ur Authentication methods
i Translation
.. Selection Attempt authentication using Pageant
.. Colours [] Attempt TIS or CryptoCard auth (SSH-1)
=|- Connection Attempt "keyboard-interactive” auth (SSH-2)
Dat
2 Authentication parameters
Proxy
Telnet B [] Allow agent forwarding
Private key file for authentication:
i {C:\Users\skishimoto'\Desktop‘private-ke i
+- Auth
Tunnels
Bugs
More bugs Vv
About Open ] I Cancel
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8

Category
Session
Logging
= Terminal
Keyboard
Bell
Features
= Window
Appearance
Behaviour
Translation
Selection
Colours
= Connection
Data
Proxy
Telnet
Rlogn
+ SSH

PuTTY Configuration -

Basic options for your PuTTY session

Host Name (or IP address

_) Segal

Load, save or delete a3 stored session

Saved Sessions

Defaut Settings [ Load ]

‘ Save

‘ Delete

Close window on exit
Always Never ®) Only on clean ext

Open | [ Cancel

f. Typeinnasroot for the use name. If you specified a passphrase during the key

generation, enter the passphrase at the prompt.

10.0.100.2 - PuTTY

BE |

g. The warning message is shown at the login:
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Converting remote server management

Converting remote servers involves several steps and requires coordinating tasks with HCP
Anywhere and HCP administrators. This topic provides step-by-step procedures for changing a
centrally-managed remote server to a locally-managed remote server.

Procedure

1. Verify the HDI version. It should be 6.1.1 or later or you must update the software before

moving to the next step.
2. Confirm the management type.
a. Usethe prsstatus command to show the management type.

b. Verify that the command returns Centrally Managed.

k= 10.213.77.244:22 - iwahara@trackl: ~ VT

|Ei|e Edit Setup Centrol Window KanjiCode Help

rasroot@Svrnex?d: "8 sudo prestatus
Central |y Maraged
nasroot @Syvnnex29: 7%

3. |If there are exported or imported filesystems on the HDI remote server, cancel the

filesystem import settings.

@ Step 3, 5, 6, 7 requires administration permission on HCP Anywhere. .

Hitachi Data Ingestor Remote Server Management Conversion Guide 10



4.

5.

If you are converting multiple HDI devices and retaining the same access
rights between imported and exported filesystems on the converted
devices, you do not need to change the filesystem settings.

Inform the HCP Anywhere administrator that you are converting management for the
HDI device. The HCP Anywhere administrator should not make any modifications to the
HDI device configuration settings during conversion.

Confirm that the HDI device configuration settings reflect any recent changes you have
made:

a. Inthe top-level menu of HCP Anywhere, mouse over the HDI Devices tab to
display a secondary menu.

b. In the secondary menu, click Devices.
c. On the Devices page, click the In Service tab.
d. Inthe list of device records, click the record for the device you want.

e. Click the HDI Filesystems tab. The HDI Filesystems tab opens to the list of HDI
filesystems for the device.

f. Click on the row for the filesystem you want.

g. The row expands to show the settings for the HDI filesystem you selected.

Hitachi Data Ingestor Remote Server Management Conversion Guide
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1-5 of 5 Devices

sow i [o] o lrersperpege | Passli ot
- : Last Reported =

Serial Number =

COwerview Configuration HDI Filesystems Health Report Events

» Add or Import HDI Filesystem

1-2 of 2 Filesystems

||\E"’E E” |20 [] items per page F'ageDH

Exported 1.00 GB

Imported from device: cmp niTESTDS Hame on original device: ¢_,,

Cache Size
@) Private Exported C)GE @ TB
Share Name MNew Name Type
-

<ho1 CIFs = FSynnex2¥t ocs01

Update Filesystem

6. Check the operation status of the HDI remote server by viewing report on the Health

Report tab.
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sersadmn HITAGHI

Hitachi Content Platform Anywhere User » &
@ Log Out/Password [E*

System  Access HDI Devices

» Add New Devices

.

@ Manage Tags  Serial Number

J Imeﬂ:or',' u In Ssnfice H UU'_D:SET‘\'iGE |

1-5 of 5 Devices
ttems per page Page of1

sow[a [~
State Last Reported #

Serial Number = Hame =

Overview Configuration HDI Filesystems Health Report Events

Latest report

I o
“specification”: [ 1
“device”: "HDIT, H
“type”: "STATUS”,

“wersion™: "2.0.07

”::Igtai s [
encryption”: | .
erableEncrvet iordtRest ™ false

“version™: 9,
Tdevice”r [
“type: THOIT,
“model 70 "HDI-RS017,
“firmware”: “08-01-01-00-00-027,
“serial " THYV-00R927,
[JKLMMOPECRST3W Y201 23456789 ABCDEFGHTJKLMNOPCRSTUSTINERGHI JKLEKSODDRPOG OF ™

“license™: "HG

“component s |
"totalMemoryIPMB™: 7680,
”dg jvesInGB™: [

931
1

7. Make sure that there are no alerts reported on the HDI remote server in the Alerts

section in the Overview tab.
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J H In service @ H ol W Manage Taos  Serial Number v

1-5 of 5 Devices

Show | & [+] 20 [] tems per page Page |1 of 4

Serial Number = Name =

Overview

Name: Tags:

Cache Size

Description (optienal):

AddTag ¥

e —————
Save Settings

Code Message Filesystem
Kaox10014 A problem was detected in a fan. (fan_1)

Major Events

User Severity Date Event
VARNING B31/2018 Z:37TAM Error received from HDI device
EventID: 3341 Device "HYV-00592" encountered error ‘KAQX10014" : "A problem was detected in a fan. (fan_1)
WARNING 813112016 2:37TAM Error received from HDI device

m

On the HDI remote server, obtain the HCP information and the namespace assigned to

each filesystem using the archcpget --migrate-info command. Provide the

information to the HCP administrator as it is required when creating a new user account

in the step 11.

Hitachi Data Ingestor Remote Server Management Conversion Guide
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sasroot@Syrinex?d: 3§ sudo archopeet --mizrate-info

P host name : hep-rwes-hisol. local .com
teplica HCP host name :

AP terant name : prsll

P account user : system-backup-data-user

sxterral host
“xterral replica host :
Yamespace Information :

namespace : hdi-f=-199
Filesysten : =01

Total disk capacity(GB) : 1.000

Yersioning : l=e

Period to hold(day) 27

namespace : system-backup-data
Filesysten 3 ==

Total disk capacitw(GB) : 1.000

Yersioning : l=e

Feriod to holdlday) o 2

asroot@8yrnex?9: 73 |
sasroot@3vnnexZd: §

Tasroot@3ynnex?d: "3
was root @Synnex29: 7§
rasroot @Svnnex?9: "3
Tasroot@3ynnex?d: "3
1asroot @ynnex?9: " §
rasroot @Svnnex?9: "3
1asroot@3ynnex?d: "3
1asroot @ynnex?9: " §
rasroot @Svnnex?9: "3
was root @Synnex29: 7§
rasroot @Synnex?9: " $
Tasroot@ynnex?9:"$ sudo fslist ~v ¢

F=01:7.000:::0.940:0.004:0.936:45:1048537:25: 2 rw:on: ddvanced ﬂCL:::::--:--:--:--:--:--:--:deny:rw:hdi
Fe-199:--1--1--1--:hdi -864691128455 135348 -200-0wnertuse: T ido_not_use:--:1--i--:1--1--1--1--ivglion
rocs01:1.000:::0.940:0,004:0,936:45:1048531: 25 1 rw:on: Advanced ACL:::::--:--:--'--:--:-- --al low: ro:
di-t=-197:hdi-T=-187.pr=01. hap-rwcs-hisol . local .com:--:--:--:thdi-fs-197-reader:do_not_use:--:1--:1--:-
siemi-mi-i-—--nvellion

1as root @Synnex?9: 7§

Obtain logs to keep a record of the HDI settings before starting conversion.
a. Open a browser to access the HDI device:
https://HDI-IP-address-or-host-name/admin/

b. Select Download All Log Data under Action on the main menu.
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C.

Hitachi Data Ingestor HITACHI

File ( Action | Help Currant User: admin (NESGE0E
Configuration Wizards  »[iaeety
Migration Tasks
Chargaback Report .
Import Files 5 O'x Capacity Usage = O%

Configure Proxy Server

Dashboard Settings ¥ 7

hdicmlm File System Usage Namespace Usage

& rsexpor E haits-as
& unused & wot mana...

Change Passviord »
Online

Login Security

6.1.1-00

Download All Log Data

172.18.151.154

Launch
Hormal

Last System Backup Date 2016-10-13 13:02

o7

HDI - hdicmlm Tenant -

rsm

Namespace Information

Name Target File System or Tarlll wrigration Tasks 5]

hdi-fs-45 | 0.00%(13... FSexport . ot
PolieY 4 | Current Status | Progress Last End Time umber|
Name Errq

FSexport | Succeeded (/- 2016-10-13 1...

HDI starts to collect logs. When a dialog appears with the Log collection
complete message, select Download to download logs.

Download All Log Data ' HITACHI

\ ) Log collection complete

All the log data was successfully collected. Click the [Download] button to download
the log data.

Dowmnload Cancel

Hitachi Data Ingestor Remote Server Management Conversion Guide
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10. Stop the resource group using the rgstop command.

Eile Edit Setup Control Window KanjiCode Help

nas root @3vnnex?9: "3 -
rias root @5yvrnex2d: ™

nasroot @Syrnex29: "

nasroot @yvrnex2d: "3

nasroot @Syrnex2d: "3

nasroot @Syrnexzd: "3

nasroot@vrinex?9:"F sudo restop

KAUMOET35-0 Performing this operation will stop the services. Are wou sure wou want to stop the resou
rce group? (w/nl v

Stopping resource ... (Replication)
Stopping resource ... (Cifs)

Stopping resource ... (Data_manazement)
Stopping resource ... (IP_address)
Stopping resource ... (PastData)
Stopping resource ... (MFS)

Stopping resource ... (Filesvstem)
Stopping resource (LM volume)

nasroot@Synnex29:~$-éudo rastatus
0f | ineMto error
s root @5vrnex29: 73

1 [

11. Create a new tenant user account in HCP that will be used by the converted HDI remote
server.

B This task requires administrator permission on HCP.

a. Access the HCP Management Console.

b. Click on Security.

c. Enter a user name and a password.

d. Assign the same permission given to centrally-managed HDI remote servers.

e. Assign data access permissions for the namespace used by the HDI remote
servers and the namespace used for system backup.
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Hitachi Content Platform HITACHI

Tenant Management Console

Monitoring  Configuration X user nisol | Log

Users

> Create User Account

1-15 of 13 Users

Username ~ Full Name
adminlser Enabled adminlser
dbReadUser Enabled dbReadUser

User

Enabled
Enabled
Enabled
Enabled
Enabled
hdi-fs-196-reader Enablec
hdi-fs-197-reader Enabled hdi-fs-197-reader
Enabled hdi-fs-198-reader
w hisol Enabled hisol LOCAL
B Enable account User ID: 024b5Tec-f278-4490-52d2-16d786b 52038
Usemame Password Roles Description
|hLED| | |ooooo|o | - )
Full Name e B Monitor B Administrator B Security ™ Compliance
|h50| | | | Admi ant and namespace nd

confi

Force change on next login

¥ Allow namespace management

missions

7  Find and Select Namespaces  [EESER X

hdi-fs-199 -

rmissions for Selected Namespaces 1 Hamespace Selected

2 Assign Data Access

™ Browse ™ Read & write Delete M Furge ™ Priviieged B Search
M Read ACL Nrite ACL & Change Owner @
1-2 of 2Namespaces
[ Hame [=]

Name -

hdi-fz-197

system-backup-data

12. Convert management of the HDI remote server.

a. Start the conversion using the prsseparate command.

Hitachi Data Ingestor Remote Server Management Conversion Guide
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b. Enter the HCP account information (HCP host name, HCP tenant name, HCP tenant
user name, and password) using the archpset command.

& 1025772022 waonsd ~ i =

Eile Edit Setup Cgntrol Window KanjiCode Help

rasroot@Syrnex?9: "3 sudo preseparate -
KAOM71022-0 Do wou want to execute prsseparate command? (w/nl v

has root @Syninex?3: "3 sudo prestatus

Local |y Manazed

rasroot@yvrnex?9: "3 sudo archepset --host hep-rwcs-hisol. local.com --temant prs01 --user-name hisol -
—password hisol00

rasroot@Syrnex?9: "3 sudo archepeet

HCP host name : hep-rwcs-hisol. local . com

Replica HCP host name :

HCF terant rame : prali

HCP account user : hisol

External host :

Exterral replica host :

rasroot@Synnex?9: "3
rasroot@Synnex?9: " F
nas root B3yrnex29:
nas root B5yminex29 :

ki
3
rasroot@Synnex?9: "3
"%
3

nas root B3yrnex29:
nas root B3yninex?d:

Post-conversion tasks

After completing the conversion steps, you will need to delete the HDI configuration from HCP
Anywhere, restart the resource group, and save the system LU. This topic describes instructions
for performing a few additional steps to complete the management conversion of HDI remote
servers.

Procedure

1. Delete HDI configuration in HCP Anywhere.

B This task requires administrator permission on HCP Anywhere.

a. Loginto HCP Anywhere with the administrator credential.
b. Inthe top-level menu, mouse over the HDI Devices tab to display a secondary menu.
c. Inthe secondary menu, click Devices.

d. To decommission the HDI remote server, click on the In Service tab.

e. Click the take out of service control ( E}’ ) for the HDI device you want to take out of
service.

f. A warning message appears asking you to confirm the change you’ve made.

g. Inthe field in the message window, type YES. This is case sensitive.

Hitachi Data Ingestor Remote Server Management Conversion Guide 19



13. Click Take Out of Service.

Take Out of Service

VWarning!

Taking this device out of service will cause its network credentials to be revoked and

all cached data to be deleted. Are you sure you wantto do this?

Type "YES' to confirm YES|

Take Out of Service

h. Click the Out of Service tab.

i. Inthe list of device records, click the delete control ( @ ) for the HDI device record
you want to delete.

Hitachi Content Platform Anywhere Usersadmn HITACHI

System Access HDI Devices @ Log OutJ Password [P

_ [ wventory @ || nservice @ || outorservice @ | @ Manaos Tags  Serisl Number v

1-1 of 1 Devices

[20 [=] tems per page 4 Page[1 o1 |

Serial Number + Last Reported +

® 2016 Hitachi Data Systems Corporation. All rights reserved. v2.1.1.17 | Serisl number: 10001

j- Inresponse to the confirming message, click Delete.

Hitachi Data Ingestor Remote Server Management Conversion Guide 20



Confirm: Delete

Are you sure you want to delete this device record?

2. Restart the resource group using rgstart command. You can confirm the task using
the rgstatus command. HDI returns Online/No error if the resource group was
brought online successfully.

il ] 1
& 10.213.77.244:22 - i ; e VT ol 3
FEile Edit Setup Control Window KanjiCode Help

External host

External replica host :

nas root @Syrnex2d: "

nas root @3vrnex?9: "3

rias root @5yvrnex29: 73

nasroot B3ymnex29:

nasroot B3ymnex29:

nasroot @3vmnex?9:

nasroot @3vrnex29: "3 sudo rzstart
resource ... (LVM_volume)
resource ... (Filesvstem)
resource ... (MFS)
resource ... (PastData)
resource ... [IP_address)
resource ... (Data_management )
resource ... (Cifs)

Starting resource ... [(Replication)

nasroot @yvrnex29: "8 sudo rastatus

Online/No error

nasroot @8yvrnex2d: "3

%
B
b

$

14. Save the system LU.

a. Confirm that the schedule setting for saving of all system settings (system LU) is
turned on using the sysluscheduleget command. To change the schedule
settings, use the sysluscheduleset command.
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Save the system LU using the syslusave command.

Use the syslusavestatus command to confirm the save status. The date on
which the system LU was saved should be shown as the date on which all system
settings was transferred.
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