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Chapter 7
Failure Monitoring by SNMP
In this chapter, the failure monitoring of Hitachi Data Ingestor (HDI) using SNMP is described.
7.1
Failure Notice by SNMP
HDI reports a failure of HDI to the customer’s monitoring computer in which the SNMP manager program is installed. By this, the system administrator can detect a failure occurred in HDI. After detecting the failure occurrence, the system administrator reports it to the Technical Support Center (the site where HiTrack is not installed is required to install SNMP).

Figure 7.1-1  The flow that a customer notifies the support center of the occurrence of a failure
7.2
Messages of Trap that the Maintenance Personnel should Obtain
Trap messages are displayed in the following format.
The system administrator checks SIM IDs and the messages from the SNMP Trap. The maintenance personnel obtains SNMP Trap that is reporting the message ID of SIM from the system administrator. Table 7.2-1 shows the list of Trap messages to be obtained by the maintenance personnel.
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Table 7.2-1  SNMP Trap to be sent by HDI
	#
	Trap message ID
	Trap Message
	SIM ID 
stored in the Trap (*)

	1
	KAQG46040-E
	An error message is sent to maintenance personnel. 
(SIM ID: KAQxnnnnn-E <message>)
	KAQxnnnnn-E

	2
	KAQG46041-W
	A warning message is sent to maintenance personnel. 
(SIM ID: KAQxnnnnn-W <message>)
	KAQxnnnnn-W

	3
	KAQG46042-I
	An information message is sent to maintenance personnel. (SIM ID: KAQxnnnnn-I <message>)
	KAQxnnnnn-I


Legend:  x: alphabetical character
n: numeric character
*:
Trap message IDs differ depending on the level of SIM.
E (failure level) reports KAQG46040-E, W (warning message) reports KAQG46041-W, and I 
(progress message) reports KAQG46042-I.
NOTE:
When the failure monitoring is executed with the SNMP manager without introducing HiTrack, you must perform* polling from the SNMP manager to the maintenance port of each node at the cluster configuration, or to the port used in the operation at the single node configuration, with SNMP GET.
If you fail the polling with SNMP GET due to the communication failure, you need to call the maintenance personnel for the maintenance.
         *:
The setting must be that a warning is displayed if the value cannot be obtained by executing the polling of SNMP GET for the standard MIB 1.3.6.1.2.1.4.20.1.1 (IPv4 address). When IPv6 address is set, the value cannot be obtained with the standard MIB. Therefore, use the Hitachi extension: 
MIB 1.3.6.1.4.1.116.5.11.5.1.1.6.1.1.4 (IP address (IPv6 address)).
7.3
Failure Notice by E-Mail

HDI reports a failure of HDI to the mail address which the system administrator specified. 
After detecting the failure occurrence, the system administrator reports it to the Technical Support Center.

 SHAPE  \* MERGEFORMAT 



Figure 7.3-1  The flow that a customer notifies the support center of the occurrence of a failure

7.4
Messages of E-mail that the Maintenance Personnel should Obtain

The system administrator checks message IDs and the messages from the E-mail. The maintenance personnel obtains E-mail that is reporting the message ID from the system administrator.

The following example show example of the failure notice which is sent by E-mail
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Figure 7.4-1  Display examples of failure notice by E-mail
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From: XXX@example.com


To: AAA..BBB@example.com


Subject: HDI Alert (DT133000594 KAQS19002-E)


MIME-Version: 1.0


Content-type: text/plain; charset=UTF-8





This mail is sent automatically from Hitachi Data Ingestor (HDI).


HDI (DT133000594) detected an alert.





Date: 2012/11/01 15:32:12


Hostname: DT133000594


Severity: Error


Error message:KAQS19002-E The differential-data storage device has run out


of space. The file system or differential-data snapshot is


blocked. (file system name = FS00)
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