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Chapter 1
Overview of Maintenance using Maintenance Tool
For the maintenance of Hitachi Data Ingestor, maintenance commands are used as a maintenance tool on the maintenance PC of which available to communicate with a node.
The following chapters describe how to provide various types of maintenance functions including settings and information collection using the maintenance tool for each function.
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1.1
Equipment required when using Maintenance Tool
(
Maintenance PC
(
LAN cables (Crossover cables)
Connect the maintenance PC. For details about the connection in the cluster configuration in the site where a management LAN IP-SW provided by (HDS) is introduced, refer to “A.2.3 LAN Cable A.2.3.1 (2) Connecting the private maintenance ports”.
In the site where the management LAN IP-SW prepared by the customer is introduced, in the BMC direct connection configuration, or in the single node configuration, the maintenance PC connects directly to the private maintenance port.
1.2
Preparation for the Maintenance Tool
This section describes the necessary settings and requirements for the maintenance PC when using the maintenance tool.
Table 1.2-1  List of Settings and Requirements for the Maintenance PC
	#
	Item
	Description
	Reference Page

	1
	Requirements for the maintenance PC
	Describes the necessary specifications of the maintenance PC.
	Maintenance Tool 
“1.2.1 Requirements for the maintenance PC” (MNTT 01-0030)

	2
	Prior confirmation of the maintenance PC
	Describes the items to be confirmed prior to setting the maintenance PC.
	Maintenance Tool 
“1.2.2 Prior confirmation of the maintenance PC” (MNTT 01-0040)

	3
	IP address settings for the maintenance PC
	Performs the IP address settings for the maintenance PC.
	Maintenance Tool 
“1.2.3 Setting the IP addresses of the maintenance PC” (MNTT 01-0041)

	4
	MTU value settings for the maintenance PC
	Performs the MTU value of the maintenance PC.
	Maintenance Tool 
“1.2.4 Setting the MTU value for the maintenance PC” (MNTT 01-0100)

	5
	Negotiation settings for the maintenance PC
	Performs negotiation settings of the maintenance PC.
	Maintenance Tool 
“1.2.5 Setting negotiation for the maintenance PC” (MNTT 01-0150)


NOTE:(
If virus check software is installed on your maintenance PC, change settings of the software so that it does not perform a virus check during maintenance operation.
(
As part of screen saver settings, if you have clicked “Power (() …”, and set “Turn off hard disks”, “System standby”, and “System stops”, change these settings to “None” for not stop Windows OS during the maintenance operation.
1.2.1
Requirements for the maintenance PC
Table 1.2.1-1 shows the requirements for the maintenance PC.
NOTE:
VSP Gx00/VSP Fx00 cannot be maintained by the maintenance PC described in Table 1.2.1-1. You need to provide another maintenance PC for VSP Gx00/VSP Fx00. For the detailed specifications, see “Maintenance PC section” in the VSP Gx00/VSP Fx00 maintenance manual.
Table 1.2.1-1  Requirements for the Maintenance PC (1/2)
	#
	Item
	Description

	1
	Hardware
	Type
	i386 architecture based PC

(PC/AT compatible)

	
	
	CPU
	1 GHz or more is required (2 GHz or more recommended).

	
	
	Memory capacity
	1.26 GB or more according to the capacity required by the OS (2GB or more recommended).

	
	
	HDD capacity
	99 GB or more is required for collecting dumps and logs.

	
	
	Optical drive
	At least one optical disk that can read or write data to CD-R/RW or to DVD-R/RW is required.

	
	
	Screen resolution
	1024 dots x 768 dots or more

	
	
	Keyboard and mouse
	Required

	
	
	LAN port
	Required. 100Base-TX or more is required.

	
	
	USB port
	At least one USB 1.1 or more is required.

	
	
	Power supply
	AC power supply must be used. (Do not use the maintenance PC with running a battery during maintenance.)

	2
	Software
	OS
	Windows Vista SP1, and Windows 7 Professional or later.

	
	
	Application
	Browser (*1)
	Internet Explorer 7, Internet Explorer 8, Internet Explorer 11

	
	
	
	Disk Array Subsystem (AMS2000 series, MSS, and HUS100 series) control 

(not required if the target disk array subsystem is USP V, USP VM, VSP, VSP G1000, or HUS VM because SVP is used for that case)
	Hitachi Storage Navigator Modular 2 (V9.00 or later)
(There is JRE Version restriction to use HSNM2. Refer to the manual of each disk array device for details.)

	
	
	
	Remote console (*1)
	JRE1.8 or later (*2)

	
	
	
	Communication software / Terminal emulator that supporting ssh2
	Communication software supporting ssh2.

(Such as PuTTY or Tera Term) (*3)

	
	
	
	Decompression software
	Software to unzip tgz files (e:g.: Lhaca, Lhaz.) (*4)

	
	
	
	IPMIUTIL
	IPMIUTIL Ver 2.4.0 (*5)


*1:
64bit versions are not supported. Even in case of using version OS, use 32bit version.
*2:
The JRE download from http://java.com/en/download/, and then install JRE. For more installation about JRE, refer to java download page.
*3:
When using maintenance commands, log into a node via ssh. Therefore, communication software supporting ssh2, such as PuTTY or Tera Term must be installed. In addition, for transferring files, the maintenance PC must be set to use scp.
Also, when using Tera Term, use the Version4.70 or later.
*4:
Installing decompression software for unzipping log files (tgz files) is required.
*5:
The application requited to maintain D51B-2U. IPMIUTIL is stored in the OS installation media. Set the installation media in the optical drive on the maintenance PC and run IPMIUTIL.
Table 1.2.1-1  Requirements for the Maintenance PC (2/2)
	#
	Item
	Description

	3
	Others
	RS232-C cable
	In the site where a management LAN IP-SW provided by (HDS) is introduced, it is used when setting VLAN of the Management LAN IP-SW.

For details, refer to “Installation ‘Chapter 4 Overview of VLAN Setting Procedure for the Management LAN IP-SW’ (INST 04-0000)”.
When the maintenance port cannot be used, some maintenance work is performed by connecting the maintenance PC to the serial interface connector.
For details, refer to Maintenance Tool “1.2.6 Serial connection procedure for the maintenance PC” (MNTT 01-0190.)

	
	
	Monitor/Keyboard
	This might be borrowed from the system administrator as an alternative means in case the remote console connection is not possible.

	
	
	Key for the front bezel
	In the case of purchasing the front bezel, use this item to remove and install the front bezel. 


1.2.2
Prior confirmation of the maintenance PC
Before execute setting for the maintenance PC with the procedures in later description, check the contents in the following.
(1)
Check if the virus checking software is installed in the maintenance PC.
Open “Control panel” and confirm the display method shown on the upper left of the window at the first stage. If the display method is either “Large icons” or “Small icons”, click “Action center”. Then select “Security” tab in the displayed “Action center” window and check “Virus protection” item.
If the virus software is installed in the maintenance PC, change the setting to prevent from running the virus check during the maintenance operation.
(2)
Check the setting to prevent from stopping Windows OP automatically during the maintenance operation.
Open “Control Panel”, and confirm the display method shown on the upper left of the window at the first stage. If the display method is either “Large icons” or “Small icons”, select “Change when the computer sleeps” of “Power Options. If the display method is “Category”, click “Hardware and Sound” and then select “Change when the computer sleeps” of “Power Options”. Confirm that “Turn off the display” and “Put the computer to sleep” are set to [Never] in the displayed “Select a power plan” window. In other cases, change to [Never] from each drop-down list and click [Save changes].
1.2.3
Setting the IP addresses of the maintenance PC
This section describes how to set the IP address of the maintenance PC which is connected to a private maintenance port of each node.
[In case the IPv4 address is set]
If the label has been attached, IP address of the private maintenance port in each node (only the own node in the case of single node configuration) can be confirmed from the label, and then it is able to allocate the address of which belongs to the same network segment as that IP address to the IP address of the maintenance PC. If it cannot be confirmed with the label, request the system administrator to execute pmctl command on the both nodes (only the own node in the case of single node configuration), and then you must allocate the address of which belongs to the same network segment as that IP address to the IP address of the maintenance PC. For the reference place in User’s Guide describing the details about pmctl command, refer to “General ‘Reference Place in User's Guide for Operating Procedures Table 6 ‘pmctl’’ (GENE 00-0060)”.
Normally, use the following IP address for the maintenance PC:
10.0.0.XXX
However, you must set another network segment if your customer uses the above network segment. In that case, you must set any of the following segments:
“192.168.0.XXX”, “192.168.233.XXX”, “172.23.211.XXX” or “10.197.181.XXX”
For “XXX”, set a value within a range of 1 to 253, which does not compete with the private maintenance port of the node. Because “XXX” to be allocated to the private maintenance port of the node at the time of OS installation will be set the consecutive number within 50 to 253, it is recommended to set the value within the range of 1 to 49, which does not compete with the maintenance port of the node. 
In addition, the net mask must be specified as “255.255.255.0”.
[In case the IPv6 address is set]
Basically, since only the IPv4 address is used in maintenance, the IPv6 address is not used. However, if connection by the IPv6 address is instructed or requested, set automatic allocation of the IPv6 address for the maintenance PC.

The procedures for setting the IP addresses of the maintenance PC are shown below.
(1)
Display “Network Connections” window.
(a)
For Windows Vista

(i)
Open “Control Panel”, select Classic View on the left side of the window, and double-click “Network and Sharing Center”. In case of selecting “Control Panel Home”, click “Network and Internet”, and click “Network and Sharing Center” in the displayed page.

[image: image1]
Figure 1.2.3-1  Control Panel window

(ii)
The “Network and Sharing Center” window is displayed as in Figure 1.2.3-2.

Click “Manage network connections”.


[image: image2]
Figure 1.2.3-2  Network and Sharing Center window
(b)
For Windows 7
(i)
Open [Control Panel] and check the display method shown on the upper right side of the window.
If the display method is “Large icons” or “Small icons”, click “Network Center”.

If the display method is “Category”, click “Network and Internet” and then double click “Network and Sharing Center”.

[image: image3]
Figure 1.2.3-3  Control Panel window

(ii)
The “Network and Sharing Center” window is displayed as in Figure 1.2.3-4.

Click “Change adapter settings”.


[image: image4]
Figure 1.2.3-4  Network and Sharing Center window
(2)
The Network Connections window is displayed as in Figure 1.2.3-5.
Right-click “Local Area Connection” and select “Properties”.
If a dialogue of user account control is displayed, click [Continue] and execute the subsequent procedure.

[image: image5]
Figure 1.2.3-5  Network Connections window
(3)
The Local Area Connection Properties window is displayed.
Refer to (3-1) in case IPv4 is set and refer to (3-2) in case IPv6 is set.
(3-1)
As shown in Figure 1.2.3-6, click “Internet Protocol Version 4 (TCP/IPv4)” and click [Properties] button.

[image: image6]
Figure 1.2.3-6  Local Area Connection Properties window (in case IPv4 is set)
(3-2)
In case IPv6 is set, as shown in Figure 1.2.3-7, click “Internet Protocol Version 6(TCP/IPv6)” and click [Properties] button.

[image: image7]
Figure 1.2.3-7  Local Area Connection Properties window (in case IPv6 is set)
(4)
Refer to (4-1) in case (3-1) is executed in procedure (3) and refer to (4-2) in case (3-2) is executed.
(4-1)
The Internet Protocol Version 4 (TCP/IPv4) Properties window is displayed as in Figure 1.2.3-7.
Check-mark “Use the following IP address” and set “IP address”, “Subnet mask”, “Default gateway”, “Preferred DNS server” and “Alternate DNS server” according to Table 1.2.3-1, and click [OK] button.

[image: image8]
Figure 1.2.3-8  Internet Protocol Version 4 (TCP/IPv4) Properties window
Table 1.2.3-1  IP Address Settings of the Maintenance PC (in case IPv4 is set)
	#
	Setting item 1
	Setting value
	Remarks

	1
	Use the following IP address
	Check the [option] button.
	(

	2
	IP address
	10.0.0.XXX
	*1

	3
	Subnet mask
	255.255.255.0 (Fixed)
	(

	4
	Default gateway
	Blank
	*2

	5
	Use the following DNS server addresses
	Check the [option] button.
	(

	6
	Preferred DNS server
	Blank
	(

	7
	Alternate DNS server
	Blank
	(


*1:
For the IP address of the maintenance PC, set an IP address in the same segment so that you can connect the maintenance PC to the maintenance port of a node. Note that you must check in advance that the IP address to be set is not duplicated. For the acquisition of IP address for the maintenance port of a node, refer to the opening described in “1.2.3 Setting the IP address of the maintenance PC”.
*2:
Because the network segment to which the IP address of a private maintenance port of a node belongs and the one to which the IP address of a maintenance PC belongs are the same, the value for the default gateway must be blank.
(4-2)
The Internet Protocol Version 6 (TCP/IPv6) Properties window is displayed as in Figure 1.2.3-9.
Check “Obtain an IP address automatically”, set “Preferred DNS server” and “Alternate DNS server” according to Table 1.2.3-2, and click [OK] button.

[image: image9]
Figure 1.2.3-9  Internet Protocol Version 6(TCP/IPv6) Properties window
Table 1.2.3-2  IP Address Settings of the Maintenance PC (in case IPv6 is set)
	#
	Setting item 1
	Setting value
	Remarks

	1
	Use the following DNS server addresses
	Check the [option] button.
	(

	2
	Preferred DNS server
	Blank
	(

	3
	Alternate DNS server
	Blank
	(


1.2.4
Setting the MTU value for the maintenance PC
This section describes how to set the maximum value of packets (MTU value) that can be sent at the same time between the maintenance PC and the network.
NOTE:
If the registry sets incorrectly, the system might not start.
Be careful when you perform the operation according to the procedure below.
(1)
Display [Execute by specifying a file] window.
From the Start menu, click [Start], [Accessories], and select [Run...].

(2)
The “Run” window is displayed as in Figure 1.2.4-1.

Enter “regedit” in the “Open” text box, and click [OK] button.

If the user account control dialog (Changes permitted?) is displayed, click [Yes] and take the following procedure.

[image: image10]
Figure 1.2.4-1  Execute window
(3)
The Registry Editor window1 is displayed as in Figure 1.2.4-2.
In the registry tree, click “HKEY_LOCAL_MACHINE”, “SYSTEM”, “CurrentControlSet”, “Services”, “Tcpip”, “Parameters” and “Interfaces” in that order.

[image: image11]
Figure 1.2.4-2  Registry Editor window1
(4)
Registry keys under the “Interfaces” registry key are displayed.
Click the displayed registry key and proceed to step (5). If there are multiple registry keys, select one at a time.

[image: image12]
Figure 1.2.4-3  Registry Editor window2
(5)
To the right of the Registry Editor window2 is displayed as in Figure 1.2.4-3, a list of registry setting values is displayed.
Confirm that the data in the “IP Address” is the IP address set in Maintenance Tool “1.2.3 Setting the IP addresses of the maintenance PC” (MNTT 01-0041).
If there are multiple registry keys and it is difficult to check the IP address, press [Ctrl] + [F] to open the Search window, enter the IP address set in Maintenance Tool “1.2.3 Setting the IP addresses of the maintenance PC” (MNTT 01-0041) to search and check the IP address.

If “IP Address” is different from the set IP address or it does not exist, return to step (4), and click another registry key under the “Interface” registry key.

If “IP Address” matches the specified IP address, proceed to step (6).
(6)
Confirm that “MTU” exists in the list of registry setting values in “Registry Editor window3” shown in Figure 1.2.4-4.
( If “MTU” exists, proceed to step (9).
( If “MTU” does not exist, proceed to step (7).


[image: image13]
Figure 1.2.4-4  Registry Editor window3
(7)
Right click any place within the range of Figure 1.2.4-5 Registry editor window 4.

In case of Windows Vista, click [New]-[DWORD], and for Windows 7, click [New]-[DWORD (32bit) Value].

[image: image14]
Figure 1.2.4-5  Registry Editor window4
(8)
“New Value #1” is created.
Right-click “New Value #1” and select “Change Name”, and then change the name to “MTU”.

[image: image15]
Figure 1.2.4-6  Registry Editor window5
(9)
Right-click “MTU” and select “Modify”.
(10)
The Edit DWORD Value window is displayed as in Figure 1.2.4-7.
Select “Decimal” of “Notation”, enter “1500” in “Value data”, and then click [OK] button.
When "1500" is already input into "Value data", please click "Cancel" button.
NOTE:
If MTU already exists, write down the original MTU value so that you can return the MTU value to the original value after the maintenance operation.

[image: image16]
Figure 1.2.4-7  Edit DWORD Value window
(11)
The Registry Editor window6 is displayed as in Figure 1.2.4-8.
Confirm that the value in “Data” of “MTU” on the table is the value you entered.
Close the Registry Editor window after the confirmation.

[image: image17]
Figure 1.2.4-8  Registry Editor window6
1.2.5
Setting negotiation for the maintenance PC
This section describes how to set the link speed and duplex system automatically (Auto negotiation) between the maintenance PC and the network.
NOTE:
If two or more NICs are displayed, you must confirm the device to use for maintenance operation in the Network Properties window in advance.
(1)
Display [Device Manager] window.
(a)
For Windows Vista 
In the Control Panel, open “System” and click “Device Manager”.

[image: image18]
Figure 1.2.5-1  System Properties window
(b)
For Windows 7
Open [System] of [Control Panel] and check the display method shown on the upper right side of the window.

If the display method is “Large icons” or “Small icons”, click “Device Manager”.

If the display method is “Category”, click “System and Security” and then click “Device Manager” from the displayed window.

[image: image19]
Figure 1.2.5-2  System property window (Display method: Category)
(2)
The Device Manger window is displayed as in Figure 1.2.5-3.
From “Network adapters”, right-click the device to use as the maintenance LAN port and select “Properties”.

[image: image20]
Figure 1.2.5-3  Device Manager window
(3)
The Properties window of the selected network adapter is displayed as in the Figure 1.2.5-4.

[image: image21]
Figure 1.2.5-4  Properties window of Network Adapter
(4)
Select an item related to the settings of Link Speed/ Duplex Mode from the items displayed in “Property”.
Select “Auto” (Auto Negotiation mode) from the “Value”, and then click [OK] button.
NOTE:
Items in “Property”, values in “Value” and the name of the tab for the settings of Link Speed/ Duplex Mode might vary depending on network adapter manufacturers.

[image: image22]
Figure 1.2.5-5  Advanced window
1.2.6
Serial connection procedure for the maintenance PC
In the case where a maintenance port cannot be used during maintenance operations and so on, operations such as verifying the startup of the OS or running commands can be performed by connecting the maintenance PC to the serial port with a RS232 cross cable. The connection procedure is as follows.
NOTE: (
Since the maintenance PC is connected to only one node, changing the connection node may be required depending on the command to be executed.
(
Files cannot be transferred while the maintenance PC is connected to the serial port.
(1)
Connect the maintenance PC and a node with RS-232C cross cable as shown in Figure 1.2.6-1. For the connection part, refer to “A.2.2 Back side.”

[image: image23]
Figure 1.2.6-1  Connection Example of Maintenance PC and Node
(2)
Activate a communication software supporting serial connection (PuTTY, Tera Term, etc.) on the maintenance PC.
After activating PuTTY, select [Serial] in “Connection type”, specify [115,200] bps in “Speed”, click the [Open] button and then the maintenance PC is connected to the node.

[image: image24]
Figure 1.2.6-2  Serial Connection Setting Example Using PuTTY
1.3
Procedures for Operating Commands
This section describes how the maintenance personnel prepare for operating commands and execute commands.
1.3.1
Before using commands
Maintenance personnel use maintenance tool commands for the maintenance of Hitachi Data Ingestor.
To use the commands, maintenance personnel must log into a node via ssh. For this reason, communication software supporting ssh2 or serial connection such as PuTTY or Tera Term must be installed in the maintenance PC before using commands.
Use ssh2 for the ssh protocol version. Furthermore, perform settings so that scp can be used for transferring files.
1.3.2
Logging in to a node for executing commands
Maintenance personnel must connect the maintenance PC to execute maintenance tool commands.
For details about the connection in the site where a management LAN IP-SW provided by (HDS) is introduced, refer to “A.2.3 LAN Cable A.2.3.1 (2) Connecting the private maintenance ports”.
In the site where the management LAN IP-SW prepared by the customer is introduced, in the BMC direct connection configuration, or in the single node configuration, the maintenance PC connects directly to the private maintenance port. When using Remote console, the maintenance PC connects directly to the BMC port.
For the remote console, refer to “B.1.4 Connection Confirmation of the Remote Console” 
When using remote console or serial port, a message “Hint: Press Ctrl + F2 to go to the Login screen.” or “Hint: Press Alt + F2 to go to the Login screen.” may be displayed instead of the login prompt on the top of the window. In this case, press either [Ctrl] + [F2] key or [Alt] + [F2] key (*) along with the displayed message to switch to the login prompt display.
*:
Note that the remote console has the restriction with [Alt] key. 
When using the remote console in CR210HM/CR220SM, perform the following three steps.
i
Press [Alt] + [Z] key and hold [Alt] key down.

ii
Press either [F1] or [F2] key solely to switch the window.

iii
Press [Alt] + [Z] key and release [Alt] key.
In the case of D51B-2U, refer to “QuantaGrid Series D51B-2U Technical Guide”.
Maintenance personnel use communication software supporting ssh2 or serial connection such as PuTTY or Tera Term, which is already prepared for the maintenance PC, to log into a node. Because the connection is done with the password authentication, the ssh key is not required for this logging in.
Table 1.3.2-1 shows information to be entered when maintenance personnel log into a node.
Table 1.3.2-1  Information to be Entered when Logging in to a Node
	#
	Item
	Information

	1
	Address
	Specify the IP address of the private maintenance port.

	2
	Account
	Enter “service”.

	3
	Password
	Enter “tfsw-4826”.


NOTE:
The information in Table 1.3.2-1 must be used only by maintenance personnel. Maintenance personnel must be careful for handling this information so that it is not leaked.
Note that commands that can be used by maintenance personnel are described in Maintenance Tool “2.1 List of Commands to be Used” (MNTT 02-0000).
1.3.3
Executing commands
This section describes how to execute commands.
(1)
Start a communication software supporting ssh2 or serial connection such as PuTTY or Tera Term to connect to the target node.
To use PuTTY, double-click “PUTTY.EXE” to start it.
NOTE:(
In the configuration where a management LAN IP-SW provided by (HDS) is introduced and in such cases as you want to compare results of both nodes, start communication software programs for both nodes.
(
In the following cases, replacement of maintenance PC occurs in each of the nodes and therefore the communication software programs cannot be started for both of the nodes, therefore, in such cases as you want to compare results of both nodes, record the result of one of the nodes and compare it with the result of the other node.
・In the configuration where a management LAN IP-SW prepared by the customer is introduced

・RC-232C cross cable is used for the connection

・Remote console is used
(2)
Enter the account name and the password to log into it.
Refer to #2 and #3 in Table 1.3.2-1 for the account name and the password.
NOTE:(
It takes about 2 minutes maximum until the login prompt window is displayed when the customer site uses DNS server or NIS server.
(
If you cannot log into it, review the settings, cables, and connection status.
(
If “LOG: unexpected EOF on client connection” is displayed after “[Product Serial Number] login” in the login screen, press [Enter] key.
If you logging in with the maintenance mode or logging in after terminating the maintenance mode, a warning message is displayed because the ssh key for each of them is different. Figure 1.3.3-1 shows an example when PuTTY is used. In the case the following window is displayed, it becomes available to log into it by clicking [Yes] button.
Others communication software that support ssh2 also occur the same phenomenon, so take an appropriate measurement in accordance with the manual of the tool to be used.

[image: image25]
Figure 1.3.3-1  Warning window (In the case of using PuTTY)
If logging by connecting to the maintenance port, the following phenomenon may occur.

(
Select mode window which sets the address of the management port may be displayed instead of the command window. In this case, enter “9” in the KAQM05163-I message displayed in the Select mode window and press [Enter] key to complete the Select mode window. Then the command prompt is displayed.

(3)
Verify that the boot of the OS of the node that you logged in is complete. If it is not verified, refer to “Startup Confirmation of the OS by Using KVM” and verify the boot is complete.
(4)
Use the sudo command to execute commands.
Figure 1.3.3-2 shows an example of executing the clstatus command.
Example: When the clstatus command is executed:

[image: image26]
Figure 1.3.3-2  Example of Executing the clstatus Command
For detailed procedures for executing maintenance commands, refer to the procedure for executing each command.
1.3.4
Logging out from the node when the execution of commands terminates
When the maintenance operations are completed, you must log out from the node.
 Execute the “exit” command in the window of the communication software. If you cannot execute the command, close the window directly.
1.3.5
Commands used for transferring files
Maintenance personnel might use a file transfer command when uploading files to the OS for updating firmware, or when collecting failure information, and downloading files to the maintenance PC.
Use the scp command to transfer files. (For PuTTY, use the pscp command.)
 The procedure for transferring files is described as follows. An example when using PuTTY as the communication software is shown here.
For details about uploading files to the OS, refer to Maintenance Tool “1.3.5 (1) Uploading files to the OS” (MNTT 01-0230).
For details about downloading files to the maintenance PC, refer to Maintenance Tool “1.3.5 (2) Downloading files to the maintenance PC” (MNTT 01-0240).
(1)
Uploading files to the OS
(a)
Obtain the file to be uploaded to the OS from the system administrator or the developer before starting this operation.
(b)
Store the file in the maintenance PC.
(c)
As shown in Figure 1.3.5-1, execute the pscp command on the command prompt window of the maintenance PC to upload the file to the OS.

[image: image27]
Figure 1.3.5-1  Example when Uploading a File to the OS
NOTE:(
If the file uploading command failed, verify the setting of the tool in use (such as the environmental variables).
(
Make sure to specify the -unsafe option because if you specify no option, an error occurs when using a wildcard (*).
(
A confirmation message shown in Figure 1.3.5-2 may be output. In this case, enter “y” and press [Enter] key.

[image: image28]
Figure 1.3.5-2  Confirmation message example of ssh key storage
(d)
When you are required to enter a password, enter the password for the account of the maintenance personnel written in #3 in Maintenance Tool “Table 1.3.2-1 Information to be Entered when Logging in to a Node” (MNTT 01-0200).
(e)
The file is uploaded to the home directory of the OS (/home/service). If the uploading fails, failure factors are displayed in the window. Remove those factors, and perform the procedure again from step (c).
(f)
Refer to Maintenance Tool “1.3.2 Logging in to a node for executing commands” (MNTT 01-0200) to log into the target node, execute the ls command to confirm that the file was uploaded.
(2)
Downloading files to the maintenance PC
(a)
As shown in Figure 1.3.5-3, execute the pscp command on the command prompt window of the maintenance PC to download files to the maintenance PC.
Note that the full path name of files to be downloaded to the maintenance PC is displayed while executing commands. Therefore, specify the displayed path.

[image: image29]
Figure 1.3.5-3  Example of downloading a file to the maintenance PC
NOTE:(
If the file uploading command failed, verify the setting of the tool in use (such as the environmental variables).
(
Make sure to specify the -unsafe option because if you specify no option, an error occurs when using a wildcard (*).
(
A confirmation message shown in Figure 1.3.5-4 may be output. In this case, enter “y” and press [Enter] key.

[image: image30]
Figure 1.3.5-4  Confirmation message example of ssh key storage
(b)
When you are required to enter a password, enter the password for the account of the maintenance personnel shown in #3 of Maintenance Tool “Table 1.3.2-1 Information to be Entered when Logging in to a Node” (MNTT 01-0200).
(c)
Confirm that the file was downloaded to the directory in the maintenance PC specified in step (a). If the downloading fails, failure factors are displayed in the window. Remove those factors, and perform the procedure again from step (a).
Right click anywhere within this framed area.





(Example of right-click with Windows7)
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$ sudo clstatus





--Cluster Status--


Cluster name	:	Clster00


Cluster status	:	ACTIVE





--Node Status--


node 0(DFBQLNBX)


Node name	:	DFBQLNBX


Node status	:	UP





node 1(DGBQLNBX)


Node name	:	DGBQLNBX


Node status	:	UP





--Resource Group Status--


Resource group name	:	DFBQLNBX


Resource group status	:	Online/No error


Running node	:	DFBQLNBX





Resource group name	:	DGBQLNBX


Resource group status	:	Online/No error


Running node	:	DGBQLNBX





C:\>pscp -scp -unsafe <full-path-name-of-file- to-be-uploaded> service@<IP-address-of-private-maintenance-port>:





The server’s host key is not cached in the registry. You have no guarantee that the server is the computer you think it is.


The server's rsa2 key fingerprint is:


ssh-rsa xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx


If you trust this host, enter “y” to add the key to PuTTY’s cache and carry on connecting.


If you want to carry on connecting just once, without adding the key to the cache, enter “n”.


If you do not trust this host, press Return to abandon the connection.


Store key in cache? (y/n) y





C:\>pscp -scp -unsafe service@<IP-address-of-private-maintenance-port>:<full-path-name-of-files-to-be-downloaded-to-maintenance-OS> <directory-path-name-to-be-stored-file-to-maintenance-PC>





The server’s host key is not cached in the registry. You have no guarantee that the server is the computer you think it is.


The server's rsa2 key fingerprint is:


ssh-rsa xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx


If you trust this host, enter “y” to add the key to PuTTY’s cache and carry on connecting.


If you want to carry on connecting just once, without adding the key to the cache, enter “n”.


If you do not trust this host, press Return to abandon the connection.


Store key in cache? (y/n) y
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