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Preface

This document provides information of the Remote management function
and how to use the Web console of the Compute Rack 220S (CR 220S).

This preface includes the following information:
Intended Audience

Release Notes

Referenced Documents

Document Conventions

Convention for storage capacity values

Getting Hel
Comments

OooOo0o0aogoao

Notice: The use of Compute Rack and all other Hitachi Data Systems products is
governed by the terms of your agreement(s) with Hitachi Data Systems.

Preface v
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Intended Audience

This document is intended for the personnel who are involved in planning,
managing, and performing the tasks to prepare your site for the Compute Rack
installation and to install the same.

This document assumes the following:

The reader has a background in hardware installation of computer systems.

The reader is familiar with the location where the Compute Rack will be installed,
including knowledge of physical characteristics, power systems and specifications,
and environmental specifications.

Release Notes

Read the release notes before installing and using this product. They may
contain requirements or restrictions that are not fully described in this document
or updates or corrections to this document.

Referenced Documents

Compute Rack 220S (CR 220S) documents:

Vi

Hitachi Compute Rack 220S Getting Started Giode, MK-90CRS001
Hitachi Compute Rack 220S User's Guide, MK-90CRS002

Hitachi Compute Rack 220S CRU Replacement Guide, MK-90CRS003
Hitachi Compute Rack 220S Windows Installation Guide, MK-90CRS005
Hitachi Compute Rack 220S BIOS Guide, MK-90CRS000

Hitachi Compute Blade Series / Hitachi Compute Rack Series
OS Installation Guide for Windows Server, MK-99COM076

Preface
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Document Conventions

The term “Compute Rack” refers to all the models of the Compute Rack, unless

otherwise noted.

This document uses the following typographic conventions:

Convention

Description

Regular text bold

In text: keyboard key, parameter name, property name, hardware labels,
hardware button, hardware switch.

In a procedure: user interface item

Italic

Variable, emphasis, reference to document title, called-out term

Screen text

Command name and option, drive name, file name, folder name, directory
name, code, file content, system and application output, user input

< > (angled brackets)

Variable (used when italic is not enough to identify variable).

[ 1 (square bracket)

Optional values

{ } braces Required or expected value
| vertical bar Choice between two or more options or arguments
_(underline) Default value, for example, [a | b]

This document uses the following symbols to emphasize certain information.

Label Description

WARNING

This indicates the presence of a potential risk that might cause death or
severe injury.

B>

CAUTION

This indicates the presence of a potential risk that might cause
relatively mild or moderate injury.

NOTICE NOTICE

This indicates the presence of a potential risk that might cause severe
damage to the equipment and/or damage to surrounding properties.

Note This indicates notes not directly related to injury or severe damage to
equipment.
.ﬁp.:: Tip This indicates advice on how to make the best use of the equipment.

Preface vii
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Convention for storage capacity values

Physical storage capacity values (for example, disk drive capacity) are calculated
based on the following values:

Physical capacity unit Value
1 kilobyte (KB) 1,000 (10°) bytes
1 megabyte (MB) 1,000 KB or 1,000? bytes
1 gigabyte (GB) 1,000 MB or 1,000° bytes
1 terabyte (TB) 1,000 GB or 1,000* bytes
1 petabyte (PB) 1,000 TB or 1,000° bytes
1 exabyte (EB) 1,000 PB or 1,000° bytes

Logical storage capacity values (for example, logical device capacity) are
calculated based on the following values:

Logical capacity unit Value

1 block 512 bytes

1 KB 1,024 (2'°) bytes

1 MB 1,024 KB or 1,024? bytes

1 GB 1,024 MB or 1,0243 bytes
1TB 1,024 GB or 1,024* bytes
1PB 1,024 TB or 1,024° bytes
1EB 1,024 PB or 1,024° bytes

Getting Help

The Hitachi Data Systems customer support staff is available 24 hours a day,
seven days a week. If you need technical support log on to the Hitachi Data
Systems Portal for contact information: https://portal.hds.com.

Comments

Please send us your comments on this document: doc.comments@hds.com.
Include the document title and number including the revision level (for example,
-07), and refer to specific sections and paragraphs whenever possible. All
comments become the property of Hitachi Data Systems Corporation.

Thank you!

viii Preface
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Overview

This chapter describes the overview of remote management functions of the
system unit.

O Functional overview

O List of standard and extended functions

Overview 1-1
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Functional overview

The system unit is equipped with a Baseboard Management Controller (BMC) on
its motherboard that has additional functions for monitoring its operating status
and power control.

The system unit is also provided with a management interface only for the BMC
that enables remote access through a LAN connection and initialization for the
BMC. The Web console provided as a standard function is used for remote access.

In addition, using the following application allows function expansion:
e Remote Console application

Enables you to use the remote console function that displays the system unit
screen remotely and operate its keyboard and mouse, as well as the remote
device function, such as a virtual floppy disk or virtual CD/DVD. This allows
you to operate the BIOS or OS of the system unit remotely, and install utilities
on the system from the virtual CD/DVD.

List of standard and extended functions

1-2

The following are the main functions available with the Web console, a standard
BMC feature and Remote Console application:

Table 1-1: Standard and extended functions

Function Web console Remote Console
application
Remote power control v v

(ON/forced OFF/hard reset)

Remote failure monitoring - -

Remote console/ remote device -

<X

NMI issue

User management of Web console

IPMI Over LAN setting

L LK

Setting of power saving function

Notes:
Vv Available
- N/A

Overview
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Precaution

This chapter describes the precautions for use of the remote management
functions.

O

O 0O oo

Backing up Management settings

Setting management interface network

Launch Remote Console button

Setting IPMI Over LAN

Restricting access of BMC network

Precaution 2-1
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Backing up Management settings

The setting data used for management of the system unit is required for recovery
work in case of a failure.

Back up the Management settings in preparation for a failure and keep the data
in a safe place whenever you change the settings when using the Web console
and the Remote Console application.

For details, see Backup server settings on page 4-32.

Setting management interface network

To use the Web console, set up the management interface network as BMC
network. Before use, set the network in accordance with your system
environment.

For details, see Connecting to management interface on page 3-2.

Launch remote console button

The Launch remote console button is displayed on the console screen when
the Remote Console application is applied.

Setting IPMI Over LAN

The setting of IPMI Over LAN is not supported for the backup and restoration of
the Management settings. The setting information of IPMI Over LAN may be lost
when the motherboard is replaced in maintenance work. We recommend that
you should note down the settings and keep in hand.

Restricting access of BMC network

We strongly recommend that you set a connection restriction IP address for
security improvement whenever setting a BMC network.

For the setting of a connection restriction IP address, see Setting BMC network
on page 4-24.

Operating Web console

2-2

Web console may run slow according to your system console environment when
multiple operations are performed continuously in a Web console.

When Web console operation is extremely slow, log out from Web console and
log in again.

Precaution
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Indicating error about HTTP communication

In the Web console of the system unit that is registered in the managed HCSM,
you may receive an error about the HTTP communication.

If this error is displayed, operate the Web console after waiting for a while.

r 1
HTTP Failed. x

@ HTTP request error

HTTFP request has failed.Please check BMC iz
operating correctly and try again,
[Detail of error:200 Web Server Busy.)

Precaution 2-3
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Precaution
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Preparation

This chapter describes how to connect the Web console for use.
O Connecting to management interface

O Operational environment for the console terminal

O Concidering BMC network setting

Preparation 3-1
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Connecting to management interface

3-2

To use the Web console, connect the console terminal to the management
interface connector on the rear of the system unit through a switching hub and
LAN cables .

The following are required for this connection:

e (Console terminal (PC) (100BASE-TX compatible)

e LAN cable of category UTP-5 or higher, and switching hub
(100BASE-TX compatible)

e HTTP client software

The connecting topology of each model is as follows:
Switching hub

O

LAN cable % LAN cable

(@)

] s ©
[ E=sssg] ]
[e)

Management
interface connector

Console terminal

Figure 3-1: Connecting console terminal to CR 220S

Preparation
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L I
Tip ..

When connecting the console terminal directly to the management
interface through LAN cable, you should use a cross cable
depending on the console terminal specifications.

When starting the BMC (supplying AC power to the system unit),
connect a LAN cable first and turn on the switching hub and the
console terminal.

If you connect the LAN cable after starting the BMC, the BMC may
not respond. In such a case, disconnect the AC cable of the system
unit after connecting the LAN cable. And then wait at least 30
seconds, reconnect the AC cable.

We recommend you use the management interface at
100BASE-TX. If the links speed of the management interface is 10
Mbps (10BASE-T link established, the Link LED is OFF), malfunction
may occur in communication. In this case you need to reconfigure
the network connected to the management interface.

If you find the communication is unstable, turn off the system unit,
shut down the AC power by, for example, disconnecting the AC
cable, wait 30 seconds or more, and then reconnect AC power and
turn on the system unit.

Preparation 3-3

Hitachi Compute Rack 220S Remote Management User’s Guide



Operational environment for the console terminal

The following list shows each item of the operational environment the console
terminal needs to satisfy.

The conditions are differed depending on the BMC version.

Table 3-1: Operational environment for console terminal
(BMC version 09-80 or higher)

Console terminal Operational environment
Flash Player Adobe Flash Player 10.2 or higher!
Java Software ORACLE Java 6.0 or higher?
0s Windows Server 2012 R2 Standard®*

Windows Server 2012 R2 Datacenter®*

Windows Server 2012 Standard®*

Windows Server 2012 Datacenter®*

Windows Server 2008 R2 Standard?

Windows Server 2008 R2 Enterprise?

Windows Server 2008 Standard

Windows Server 2008 Enterprise

Windows Server 2008 Standard without Hyper-V
Windows Server 2008 Enterprise without Hyper-V
Windows Server 2003 R2, Standard Edition
Windows Server 2003 R2, Enterprise Edition
Windows Server 2003 R2, Standard x64 Edition
Windows Server 2003 R2, Enterprise x64 Edition
Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Standard x64 Edition
Windows Server 2003, Enterprise x64 Edition
Windows 8 Pro®

Windows 7 Professional®

Windows Vista Business

Windows XP Professional

Windows XP Professional x64 Edition

Web browser Internet Explorer 7.0 or higher®
Display 1024 x 768 resolution or higher
LAN 100BASE-TX compatible

3-4 Preparation
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Console terminal Operational environment

Notes:

1 When the web browser is installed "Internet Explorer 9.0" or higher in the console terminal, install
"Flash Player 11" or later version.

2 The function of the Web console and the Remote Console may not operate properly when the console
terminal is not installing ORACLE Java 6.0 or later.
See following web site for download and install a newest version of Java.
http://java.com/download

64bit version Java is not available for Remote Console, even if OS is x64, apply 32bit Java.
Use Java 7 update 2 or higher when SSL/TLS communication of remote console is enabled.

3 When connecting to the Web Console by TLSv1.1/1.2, use Windows 7 or higher, or Windows Server
2008 R2 or higher.

4 You need to install "Desktop Experience" additionally. Select Server Manager > Manage > Add roles
and features > Server Selection > Features > User Interface and Infrastructure, and install Desktop
Experience from them.

5 We recommend using a pre-installed version if the web browser is installed "Internet Explorer 7.0"
or higher in the console terminal.

Table 3-2: Operational environment for console terminal
(BMC version 09-79 or lower)

Console terminal Operational environment

oS Windows Server 2012 Standard

Windows Server 2012 Datacenter

Windows Server 2008 R2 Standard

Windows Server 2008 R2 Enterprise

Windows Server 2008 Standard

Windows Server 2008 Enterprise

Windows Server 2008 Standard without Hyper-V
Windows Server 2008 Enterprise without Hyper-V
Windows Server 2003 R2, Standard Edition
Windows Server 2003 R2, Enterprise Edition
Windows Server 2003 R2, Standard x64 Edition
Windows Server 2003 R2, Enterprise x64 Edition
Windows Server 2003, Standard Edition
Windows Server 2003, Enterprise Edition
Windows Server 2003, Standard x64 Edition
Windows Server 2003, Enterprise x64 Edition
Windows 8 Pro?

Windows 7 Professional®

Windows Vista Business

Windows XP Professional

Windows XP Professional x64 Edition

Web browser Internet Explorer 7.0 or higher?
Java Software ORACLE Java 6.0 or higher?
LAN 100BASE-TX compatible
Preparation 3-5
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Console terminal

Operational environment

Notes:

1 We recommend using a pre-installed version if the web browser is installed "Internet Explorer 7.0"

or higher in the console terminal.

2 The function of the Web console and the Remote Console may not operate properly when the console
terminal is not installing ORACLE Java 6.0 or higher.
See following web site for download and install a newest version of Java.

http://java.com/download

64bit version Java is not available for Remote Console, even if OS is x64, apply 32bit Java.

Preparation
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Considering BMC network setting

The management interface for the BMC network is set to factory defaults shown
below:

Table 3-2: Factory defaults for BMC network

Item Factory default
IP address Not set
Subnet mask Not set
Default gateway Not set
DHCP used

If you need to change the network settings of the management interface, set
with the system BIOS setup menu. Otherwise, set the network of console
terminal according to the factory defaults, and then log in the Web console and
change the settings.

For details, see Setting BMC network on page 4-24 or ServerMgmt > BMC
network configuration in Hitachi Compute Rack 220S BIOS Guide.

See Notice for setting up BMC network before setting up the BMC network.

Also, confirm the Web browser setting of the console terminal with regard to the
following descriptions before using the Web console. If the setting is not
appropriate, the Web console will not work normally.

e Cancel the setting for pop-up blocking.
Also, cancel the settings by a tool bar or an application as well as browser
functions.

e Enable the Java script.

e Set the use setting of Proxy server to connect to BMC network.
e Add IP address of BMC network in "Trusted Sites".

e Enable the screen display.

e Enable the use of cookies.

maintenance terminal and collect information for the purpose of
fault investigation.

¢ Information obtained from the BMC is useful for fault investigation.
We recommend that you set a network so that you can use the BMC
network at any time irrespective of your system environment.

e For the BMC network, maintenance personnel may connect a
Tip ..

Preparation 3-7

Hitachi Compute Rack 220S Remote Management User’s Guide



3-8

Tip ..

Before connecting the management interface to the network, make
sure that no IP addresses overlap. If there is equipment with IP
addresses overlapping on the network, a system unit failure will
occur. When connecting the management interface of multiple
system units to the same network, change the network settings for
each management interface before connection.

For details, see Setting BMC network on page 4-24.

If you press the FUNCTION switch continuously for 10 seconds or
more while the management interface is not connected to LAN, the
system unit gets into the BMC maintenance mode and the ERROR
LED will blink.

BMC maintenance mode is used during maintenance work. Avoid
this operation. When into this mode, you can release the system
unit from the BMC maintenance mode by pressing the FUNCTION
switch continuously for 10 seconds or more using, for example, a
ballpoint pen.

When BMC maintenance mode is canceled, the ERROR LED stops
blinking.

The DHCP address has lease period. We recommend that only using
DHCP when setting up the system unit. Set disabled DHCP after
setting up the system unit, and then changes a static IP address.

Preparation
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How to use the Web console
(BMC version: 09-80 or higher)

This chapter describes how to use the Web console in BMC version 09-80 or
higher, and its initial setting and functionality.

O

I I R I R I A

Configuration of Web console menu

Function of Web console

Starting Web console

Initializing Web console

Web console menu items

Exiting Web console

How to use the Web console (BMC version: 09-80 or higher) 4-1
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Configuration of Web console menu

This section describes the Web console menu items. See the following chart.

| Start |

Dashboard { Server Status

—| Power Summary

—| System Event Log

Resources i Server Information

|
|
|
|
—| Network |
|
|
|
|

-1 1PMI

—| Power Management

_| Firmware
Alerts 4| System Event Log

Administration I User and Roles

—{ LDAP
_| Date and Time
| Language

—| Security and Service

|
|
|
|
|
| snmP |
|
|
|
|
|
|

| SC/BSM
| HCSM
| Hi-Track
_| Certificate
| SSH

—| Asset Information

End |

Figure 4-1: Web console menu (BMC version: 09-80 or higher)

4-2 How to use the Web console (BMC version: 09-80 or higher)
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Function of Web console

This section describes the functions that you can set from the Web console.

Functions

The Web console provides the following functions:

Table 4-1: List of functions

No. Menu Function
Dashboard
1 Server Information Displays the information of the system unit.
2 Power Summary Displays the power consumption of the system unit.
3 System Event Log Displays the accumulated alert log in the BMC of the system unit.
Resources - Server
4 Server Information = Displays the system unit information.
= Displays the POST code.
= Displays the operation of power, reset, NMI, and LED, and the
status of power and LED.
= Backs up of the system unit settings.
= Restores of the system unit settings.
= Reboots BMC*.
Resources - Systems
5 Network = Displays network settings and sets connection restrictions
= Set the DNS server settings.
6 IPMI Sets the IPMI Over LAN settings.
7 Power Management = Sets a mode for power saving function.
= Displays the information of the system unit about intake
temperature, power status and power consumption.
8 Firmware Displays and update BMC firmware information.
Alerts
9 System Event Log Displays and sets BMC firmware information.
Administration
10 | User and Roles Displays and sets a user account.
11 | LDAP Sets user authentication by LDAP.
12 | Date and Time Displays and sets BMC time and time zone.
13 | Language Sets a language that you use on the Web console.
14 | Security and Service Enables or disables a service provided by the system unit and sets
a port number.
15 | SNMP Sets a SNMP server.
16 | SC/BSM N/A
17 | HCSM = Sets a Hitachi Compute Systems Manager (HCSM) server.
= Sends a test alert.

How to use the Web console (BMC version: 09-80 or higher)
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No. Menu Function

18 | Hi-Track Sets a Hi-Track server.

19 | Certificate Manages an SSL server certificate.

20 | SSH Sets an SSH authentication method and displays a host key.
21 | Asset Information Sets asset information.

General Tasks

22 | Launch remote console Launch a remote console

23 | Remote console settings | Sets mouse mode of remote console.

24 | Download logs Collects and downloads a system unit log.

* This function is available only for "user01" users (users for system administration) and "ceconsl"
users (users for maintenance work) in initial settings.

How to use the Web console (BMC version: 09-80 or higher)
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Requiring Role

The Web console is restricted on operation according to the roles assigned to
each use. The operations that can be performed on a role basis are as follows:

Table 4-2: Requiring role to operation

Operation allowed by role
User
No. Menu Admini- Server Account Service g:::: SMASH CE
strator Operation Manage- Settings LAN CLP
ment
Dashboard
1 Server All All All All
Information
2 Power
Summary
3 System Information display only
Event Log
Resources - Server
4 Server All All* Information display only All
Information
Resources — Systems
5 Network All Information display only All Information Infor- All
display only mation
display .
6 IPMI Informa- All only Information
tion display display only
only
7 Power All Information
Management display only
8 Firmware Informa- All
tion display
only
Alerts
9 System All Informa- All
Event Log tion
display
only
Administration
10 | User and All Display of Informa- Display of general users and setting of | Information
Roles general tion display | own account display only
users and only
setting of
own
account
11 LDAP None
12 | Date and Information display only All Information display only All
Time
13 | Language
How to use the Web console (BMC version: 09-80 or higher) 4-5
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Operation allowed by role
User
No. Menu Admini- Server Account Service Al SMASH
L . Over CE
strator Operation Manage- Settings LAN CLP
ment
14 | Security and All Information display only All Information display only All
Service
15 | SNMP None
16 | SC/BSM Information display only All
17 | HCSM None None
18 | Hi-Track
19 | Certificate
20 | SSH
21 | Asset Information display only
Information
General Tasks
22 | Launch All All All All All
remote
console
23 | Remote None None None
console
settings
24 | Download All None
logs

* The following operations are restricted.
- Backup of the server settings

- Restore of the server settings
- Restart for BMC

... | Remote Console and Remote Media roles do not affect on the Web
console operation. Those roles are used to enabling the each function.
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Starting Web console

This section describes how to log in the Web console.
1. Power on the system unit.

2. Start the consol terminal’s Web browser.

3. Enter the following URL into the address bar:

When the HTTP (Hypertext Transfer Protocol) is used for connection, enter
the following into the address bar:

http://<IP address of management interface>

When the HTTPS (Hypertext Transfer Protocol over Secure Socket Layer) is
used for connection, enter the following into the address bar:

https://<IP address of management interface>

When succeed in the connection, the login window opens.
4. Enter a user name and a password in the login window.

“Hitachi Compute Rack family

e Register the IP address of management interface and "about:
Tip . blanks" on the trusted site.
e The server certificate is needed to register when connecting by
HTTPS protocol.
e A scroll bar of browser may be not displayed under a situation
requiring the scroll bar. In this situation, change the window size of
browser by a mouse to display a scroll bar of browser.
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5. Enter a user nhame and a password in the login window.

When your user authentication is successful and you log in to the Web
console, the Dashboard tab is displayed.

VHitachi Compute Rack family i HITACHI

| Adi

Server Status (aaaaaaaaaaaaafxxrxxsx)

0w

Disable

Consumption electicity upper limit set paint 0 W
2 i < o, Date and Time 4 Alert1n Ale... Module Message

o4 2005-12-24 12:46:52 | FdsD
&5 2005-12-24 1348124 4D
66 2013-12-24 13150116 | FdaD
&7 20151224 1254220 FdsL
68 2005-12-24 185553 490
&5 2013-12-24 1357127 FdsL
20 20131224 14:08:37 | FdSD
n 2015-12-24 1409104 Fd9L
72 2013-12-24 14109108 | Fd30
73 20151224 1405042 FdSL
74 2005-12-24 14:20:57 | 490
75 2015-12-24 14111125 Fds1
76 20151224 1441225 S0
77 20031224 14131359 9L
78 2013-12-24 14112103 | Fd30

75 2013-12-24 14:42:38 | FdoL

e With the factory defaults for the system unit, you can login as an
Tip . administrator by entering user01 and pass01 in response to the
user name and password in the login window.
If you have been changing an above user account setting, you can
not log in the Web console. Enter the user name and password that
have been already set to log in.

e For your security, we strongly recommend that you set a user
account different from the factory default.
For details, see Setting user account.

e The Launch remote console button is displayed on the console
screen when the Remote Console application is applied.
When you click Launch remote console, the Remote Console
application is started and the user name and password entry
window for the Remote Console is displayed.
For details on how to use the Remote Console application, see the
manual attached to the Remote Console application.

e Uptotwo users can login to the Web console simultaneously. If two
users have already logged in, or a user logs in again without logout
after the same user has already logged in, and you cannot log in.
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When one of tabs/windows of browser is logged out, disconnect
from the system unit under the following conditions:

Multiple tabs/windows of browser are opened in the same
system console

Each tab/window is logged in the same single user account or
multiple user accounts to the Web console of the same system
unit

When the action corresponding to the operation including the
BMC communication is executed after disconnecting from the
system unit, the Session failed dialog box is displayed.

Log out from the Web console, and log in again.
Failed *

v Session failed

Connection has tirned out, Session has already
been closed.
Close the window and Login again to continue,

L o6

If no operation is done for 30 minutes or longer when you has
logged in to the Web console, an automatic logout will be
performed. When the action corresponding to the operation
including the BMC communication is executed after disconnecting
from the system unit, the Session failed dialog box is displayed.
Log out from the Web console, and log in again.
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Initializing Web console

This section describes the initial setting of the Web console. You should initially
set the following data:

e Setting user account

e Setting mouse mode of Remote Console

e Setting BMC date and time

e Setting BMC network

Setting user account

The setting of a user account is required for remote operation of the system unit.
Each of the registered users can be given a user name, a password, and the
authority for the Web console operation as well as can enable or disable own

account.

For your security, we strongly recommend that you set a user account different
from the factory default.

You can set above information in the User Account window. Click
Administration from the top tab, and click Users and Roles in the left pane.

LN *

If you forget your user name and password to log in to the Web
console, start the system BIOS setup menu and then set
ServerMgmt > Reset BMC Web Connection to Yes, On next
reset, and save the setting in Save & Exit. BMC network setting
(connection restriction of Web console network setting, user
account setting, and HTTP service setting) is initialized.

The system unit is restarted after the SERVICE LED on the system
unit blinks about 30 to 60 seconds. Log in to the Web console with
the factory default user name and password, and then set the Web
console network setting (connection restriction of Web console
network setting, user account setting, and HTTP service setting)
again. When Reset BMC Web Connection is executed, Security
and Service is not initialized, however, Network and HTTP need
to set up again. For the HTTP setting, see Security and Service.
When Security strength is set as Default in Security and Service,
Reset BMC Web Connection is executed, and then Network and
Security and Service (without HTTP) are not initialized.

When Security strength is set as High, Reset BMC Web
Connection is executed, and then Security strength is set as
Default, Security and Service is initialized. Network is not
initialized.

When confirm the BMC network configuration by the system BIOS
setup menu, see "BMC network configuration" of the "ServerMgmt"
section in Hitachi Compute Rack 220S BIOS Guide.
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Configure User Accounts menu

Click Server Setting from the top tab, and then click User Accounts in the left
pane. The following window is displayed.

VHitachi Compute Rack family

ction [ Help

Dashboard Resources Alerts Administration

Adrmi

yHcsm
GHiTrade
[Hoertticate s uzer0s

&ssH 1w weno
Gysset Information

General Tasks

12 cacons | Added -

Added

The following table shows description of menu items in the window.

Table 4-3: Configure User Accounts menu items

Menu items

Description

Refresh button

Refreshes user account information.

Username

User account name

Role

Login

Administrator

Server Operation

User Account Management

Service Settings

Remote Console

Remote Media

IPMI Over LAN

SMASH CLP

CE

Displays the roles given to user account.

Edit

Go to the Edit User Account window.
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Roles

Giving roles to a user account allows the setting of actions that the user can do.

Each has the following meaning:

Table 4-4: Role allowing operation and function

Role name

Description

Login

A role for logging in to the service provided by the Web console.
Any user without this role is considered invalid and cannot log in
to a service.

Administrator

A role representing the user authority for an administrator.
Any user with this role can perform all the functions of Web
console except setting IPMI Over LAN and BMC restart.

Server Operation

A role for controlling the power to the system unit and making a
reset operation.

User Account Management

A role for setting a user account.

Service Settings

A role for setting a service provided by the system unit.

Remote Console*

A role for the Remote Console function to display the system unit
screen on a console terminal, and remotely manipulating both
keyboard and mouse.

Remote Media*

A role for using the remote floppy disk function and remote
CD/DVD function.

IPMI Over LAN

A role for setting a user account and an authentication type for
IPMI Over LAN.

SMASH CLP

A role for setting user account for SMASH.

CE

A role representing the user authority for maintenance work,
which can be given to ceconsl user only.

* The setting becomes valid when the Remote Console application is applied.
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Initial setting of a user account

The initial setting of a user account is as follows:

Table 4-5: Initial settings of user account

Username Password Role Description
user01 pass01 Login A user for system unit administration. This role
Administrator is unchangeable.

user02 pass02 None General users

user03 pass03

user04 pass04

user05 pass05

user06 pass06

user07 pass07

user08 pass08

user09 pass09

userl0 pass10

userll passll

ceconsl Set at Login A user for maintenance work. Maintenance
shipment CE personnel use this role during maintenance

work. This setting is unchangeable.

How to use the Web console (BMC version: 09-80 or higher)
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Configure User Accounts > Edit User Accounts

Changes the settings of a user account.

f Edit User Account X

Edit User Account settings,

User Account

Mo, : 1

User ID: userdl

Password:

Retype Password:

Fole:

SSH Public Key 1:

key Data: Mot Registered

Register Public Key: | Browse

SSH Public Key 2:

Key Data: Mot Registered

Register Public Key: | Browse |

S5H Public Key 3:

ey Data: Hot Registered

Register Public Key: | Browse

SSH Public Key 4:

Key Data: Mot Registered
Register Public Kay: | Browse |
i.Conflrm Jaf Cancel |
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The following table shows description of menu items in the window.

Table 4-6: Configure User Accounts > Edit User Accounts menu items

Menu items Description
Username User account name (up to 32 characters)
Password Entry of a password (up to 32 characters)

Password (Confirm)

Re-entry of a password

Role

Login

Administrator

Server Operation

User Account Management

Service Settings

Remote Console

Remote Media

IPMI Over LAN

SMASH CLP

A checked role is given to a user account.

SSH Public Key1 to 4: Set the Public Key to use Secure Shell connection.

Key Data

Display information of a public key data.
If a public key data is not registered, display Not
Registered.

Register Public Key

Upload a public key data, and register the public key
data.

If a public key data is not registered, this item is not
displayed.

Key Length

Display a key length of registered public key data.
If a public key data is not registered, this item is not
displayed.

Fingerprint

Display a fingerprint of registered public key data.
If a public key data is not registered, this item is not
displayed.

Options

Display options of registered public key data.
If a public key data is not registered, this item is not
displayed.

Comment

Display a comment of registered public key data.
If a public key data is not registered, this item is not
displayed.

Update Public Key

Update a registered public key data.

Delete Public Key

Delete a registered public key data.

Confirm button

Enables what you edited, and goes to the confirming
window.

Cancel button

Disables what you edited, and returns to the status
before editing.
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Tip ..

Username is a mandatory input item.

When you set a password, enter the same value for both password
and password (Confirm).

When you edit a user account, a password is not a mandatory item.
When you do not enter a password, the BMC decides that the
password remains unchanged.

You can register a SSH public key file made with OpenSSH.

A maximum size of a SSH public key file which you can register is
2 KB.

The user01, which the administrator user's role is unchangeable.
Only the user with Administrator role can change a role.

The ceconsl is a user for maintenance personnel. Maintenance
personnel use this role when a maintenance service is offered. This
setting is unchangeable.
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e The following error is displayed when a content of input string is not
correct.

- When a cursor is moved to other input string in a state which a
content of input string is not correct, an incorrect input string is
displayed with in a red frame.

Edit User Account xX
s 8
; 1
ord;
&5H Public Key 2¢
Ragister Public Key: | ere I
55H Public Key 4

- Place the cursor on the input string within the red frame, and

the error message is displayed with a speech bubble.

Edit User Account x
Edit Usar Account sattings.
User Account t =
N 1 |
Password i
Ratypa Password:
Roles
SSH Public ey 11
Kay Dats: Not Ragistars
Register Public Key: | erouse
S8H Public key 2:
Key Datas Mot Registere
Register Public Kap: (o
SSH Public Key 31
Kay Data: Not Ragistars
Reaister Public Key: [ erouse [l
SSH Public Kay 41
Key Data Not Registers -
| confirm | | cancel |
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Click Confirm, and the following Confirm dialog box is displayed.

Confirm

i) Edituser Account

Mo,
User IT
Pazzword

Rale

£5H Public Key 1
5$5H Public key 2
S$5H Public key 3

55H Public Key 4

Following value(s) will be set.
If value(s) iz correct, press [OK].

1
userll
will not be modified

Lagin
Adrniniztrator

Will not be modified
will not be modified
will not be modified

will not be radified

Back

x

il ok i Cancel |

Click Back to go back to Edit User Account.
Click OK to save the change settings, and go back to Edit User Account.
Click Cancel to go back to Edit User Account without saving.
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Setting mouse mode of Remote Console

When the Remote Console application is applied to the system unit, set the
mouse mode for remote console operation.

Set the mouse mode on Remote console settings from the General Tasks tab.
Click Resources, Alerts, or Administration from the global tabs, and click
Remote console settings from General Tasks in the left pane. The following

window is displayed.

Set mouse mode in accordance with the OS that you install.

F
Edit Remote console settings b4

Edit Rernote console settings,

Remote console settings

Mouse Modet (&) Absclute Made () Ralative Mode

| Canfirm ] Cancel |

The following table shows description of menu items in the window.

Table 4-7: Remote KVM Settings menu items

Menu items Description

Mouse Mode ABSOLUTE Mode:

A mode for manipulating the mouse of remote console using the
mouse cursor of a console terminal. Use this mode when the OS of
the system unit is Windows or RHEL6.

RELATIVE Mode:
A mode for manipulating the mouse of remote console using the

mouse cursor on the system unit screen. For use of a non-Windows
OS and non-RHELS6.

Confirm button Enables what you edited, and goes to the confirming window.

Cancel button Disables what you edited, and returns to the status before editing.

An attempt to change the mouse mode while the remote console is

n When changing the mouse mode, terminate the remote console first.
active, the mouse cursor may not work normally.

s For details on how to use the Remote Console application, see Remote
Tip . Console Application User’s Guide.
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And then click Confirm. The following Confirm dialog box is displayed.
| Confirm %) 5

\ i } Edit Remote console settings

Following valuels) will be set
If walue(s) is correct, press [OK]

Remote console settings

Mouse Mode Absolute Maode

| Back || Ok || Cancel |

Click Back to go back to Remote console settings.
Click OK to save the change settings, and go back to Remote console settings.
Click Cancel to go back to Remote console settings without saving.
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Setting BMC date and time

Set the BMC time and time zone.

Click Administration from the global tabs, and click Date and Time in the left
pane. The following window is displayed.

The setting of BMC date and time is required for time stamp of an error log.

VHitachi Compute Rack family

aliactonsy e

| Edit Time Zone

Edit Time Zone settings.

Time zone
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VHitachi Compute Rack family

v
Edit NTP x
Edit NTP settings.
NTP
Time synchronization method: (2) Do not use TP, () Use NTP.
MTP server O IP addressfhost name:
MTP zerver 1 IP addrezs/host name:
| Confirm ‘ ‘ Cancel
. .
Table 4-8: BMC Time menu items
Menu items Description

Refresh button

Refreshes information.

Edit

Goes to the Edit window.

Timezone!

Set the time zone of the local area where the system unit is
installed, according to its OS.

Time Synchronization Method?

e Do Not Use NTP:
BMC reads and synchronizes the system clock of the system
unit periodically.

e Use NTP:
BMC time is synchronized with the time distributed by an
external NTP server.

NTP server O to 12

When setting Time Synchronization Method to Use NTP, enter
the IP address of NTP server.

Confirm button

Enables what you edited, and goes to the confirming window.

Cancel button

Disables what you edited, and returns to the status before editing.

Notes:

Edit.

1 When change the settings, click the Time Zone tab on Date and Time Information, and click

2 When change the settings, click the NTP tab on Date and Time Information, and click Edit.
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s ¢ When change time settings in a system console connected to a Web
Tip . console, a display that Local time of Date and Times Summary
is changed.
Click Refresh to go back to the original time in the display of Local
time.

¢ Displays of Local time and Timezone are not reflected values
retrieved from an NTP server just after setting to Use NTP in Time
Synchronization Method.
Click Refresh to reflect the values retrieved from an NTP server to
Local time and Timezone.

Click Confirm in the Timzone window, and the following Confirm dialog box is
displayed.

| Confirm X

i) EditTime Zone

Fallawing valuets) will be set.
If value(s) is correct, press [OK].

Time Zone

Tirme Zone 00:00

| Back || ok || cancel |

Click Back to go back to the settings window.
Click OK to save the change settings, and go back to the Timezone window.
Click Cancel to go back to the Timezone window without saving.

Click Confirm in the NTP window, and the following Confirm dialog box is
display displayed.

[ confirm x

\i) Edit NTP

Fallowing valus(s) will be st
If valus(s) is correct, prass [OK].

Time synchronization method Do not use NTR,
HTP server 0 IP address/host name

NTF server 1 IP address/host name

| Back || ok || cancl |

Click Back to go back to the settings window.
Click OK to save the change settings, and go back to the NTP window.
Click Cancel to go back to the NTP window without saving.
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Setting BMC network

4-24

You can change the BMC network setting of the system unit from the factory
defaults in accordance with your system environment.

When the BMC network setting is changed, the network is shut off and restarts.
After that, you can connect to the BMC network only in the environment changed
in setting. Confirm that the settings are correct when changing the BMC network
setting.

You can make setting to restrict the IP address of network device allowed
connecting to the system unit. Up to four IP addresses of the network devices
that permits connection to the system unit.

Click Resources from the global tab in the Network window, and then click
Systems > Network in the left pane.

VHitachi Compute Rack family

| Edit IP Address x
Edit IF Address settings.

IP Address
BMC
IP Address: 192,168.0.169
Subnet Mask: Czsszsszsso
Default Gataway: Toooo

Use DHCP: (=) Dizable () Enable

Confirm | | Caneel |
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Server Hame: _ Chassis IDi aassassazassal.. Logged in as i userdd |
Dashboard Resources Administration

Resources

Limit Source 19 Address

= e IR r—)
Ao

@ Pover Managament

Grimare

| Launch remote conzols

(] Remote cansole sattings

&8 Davntosd logs

V itachi Compute Rack family

ServerRamei  Ghassis 101
Dashboard Resource: Administration

Resources

i souree 10 i ()

19 sddrazs sllovad to connect 1
@ Pover Managsmant

@ Fmvare

1P sddress sllaved to connest 2
1P sddress slloved to cannezt 3

1P sddress slloved to cannect 4

(@] Remote console sattings

& Dovnlosd lags

_Edit Limit Source IP Address x

Edit Limit Source 1P Address settings.

Limit Source IP Address

i) Examples of TP address allowed to connect

Set IP address: 192.168,0.1
Set subnet: 192,168 0,0/255,255,255.0, 192,168,0,0/24

Use: (a) Disable () Enable

1P address sllowed to connect 1:

1P address allowed to cannect 2:

IP sddress allowed to cannect 3@

IP address sllowed to connact 41

Confirm | | Cancel
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Fie | Aion |

VHitachi Compute Rack family

Edit DNS Server A\ X
Edit DNS Server settings.
DNS Server
DNS server IP address 1.
DNS server IP address 2:
DNS server IP addre 3
Confirm | | Caneal |
Table 4-9: Network Setting menu items
Menu items Description

Refresh button

Refreshes information.

Default Gateway!

Edit button Goes to the Edit window.
IP Address Sets the BMC network.
Netmask For the setting of the default IP address, the subnet mask, and the

default gateway, see Connecting to management interface.

DHCP*2

Enables or disables the DHCP.

MAC Address (Only display)

Displays MAC address of BMC network in a system unit.

Use®

Enables or disables the connection IP address restriction function.

IP Address Allowed to connect 1
IP Address Allowed to connect 2
IP Address Allowed to connect 3
IP Address Allowed to connect 4°

Enter an IP address to permit connection to the system unit. You
can set a single IP address or subnet.

(Example)
Single IP address: 192.168.10.1
Subnet: 192.168.10.0/255.255.255.0 or 192.168.10.0/24

DNA server®

Set a DNA server.
For the setting of DNA server, see Network > DNA Server.

Confirm button

Enables what you edited, and goes to the confirming window.

Cancel button

Disables what you edited, and returns to the status before editing.
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Menu items Description

Notes:
1 When changing the settings, click Network > IP Address > Edit.

2 When you set DHCP to Used, settings of IP Address, Netmask, and Default Gateway are
disabled.

3 When changing the settings, click Network > Limit Source IP Address > Edit.
4 When changing the settings, click Network > DNA Server > Edit.

s When you set DHCP to Enable, an IP address of the BMC network may
be changed depending on the DHCP server.
We recommend you use a DHCP only as temporary use to initialization
of an IP address, and set DHCP to Disable usually.

e C(lick Confirm in the Edit IP Address dialog box, and the Confirm window
is displayed.

Confirm ®

\U Edit IP Address

Follawing valua(s) will be set.
Please chack as there is risk of losing netuork connectivity.
If value(s) is correct, prass [OK].

IP Address

BMC IF Address 192.168.0,169
Subnet Mask 255,255.255.0
Default Gateway 0.0.0.0

Use DHCP Disable

| Back || ok || cancel |

Click Back to go back to the IP Address window.

Click OK to change IP address, and disconnect from a system unit.

Input the changed IP address on a navigation bar of system console, and log
in the Web console again after reconnecting the system unit.

communication is executed after disconnecting from the system unit,
the HTTP request error dialog box is displayed.

Try to log out from the Web console, and the HTTP request error
dialog box is displayed.

" HTTP Failed. X

When the action corresponding to the operation including the BMC
Tip .

1

@ HTTP request error

HTTFP request has failed.Please check BMC is
operating correctly and try again,
[Cretail of error:0 HTTP request error)

it

Click Cancel to go back to the Network window without saving.
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e Click Confirm in the Edit Limit Source IP Address dialog box, and the

Confirm window is displayed.

Confirm

IP address allowed to conne:
IP address allowed to conne:
1P address allowed to cann;

IP address allowed to cann;

i) Edit Limit Source 1P Address

Following walus(s) will be sst.
If walus(s] is corract, prass [OK].

Limit Source IP Address

sable

ct 1

ot 2z

ect 3

eck 4

Di

| Back |

ok || Gancel |

Click Back to go back to the setting window.
Click OK to save the change content, and go back to the Limit Source IP

Address window.

Click Cancel to go back to the Network window without saving.
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Web console menu items

This section describes the Web console menus and setting items.

Dashboard

Display Server Status, Power Summary, and System Event Log.

VHitachi Compute Rack family

— | O system Event L

eeeeeee pawer canzurmption 0w 2 Era

Pavier Summary

e, Date and Tims 4 Al 1D

6 2013-17-24 13:48:24  fd40

& 2013-12-2413.57:27  fd91

71 2013-12-24 14:09:04  fd31

Server Status

Table 4-10: Server Status menu items

Menu items Description

Refresh button Refreshes information.

Server Displays a status of system unit.
Normal: Event (error level) does not occur.

Error: Event (error level) has occurred.

Power Summary

Table 4-11: Power Summary menu items

Menu items Description
Refresh button Refreshes information.
Power consumption (AC) Displays current power consumption in a system unit.
Power capping Displays power capping setting in a system unit.

System Event Log

For System Event Log, see Alerts.
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Resources > Server

The following indications and setups are available in the Server Information
window.

Displays the firmware information, power status, and LED status for a system
unit.

Performs the power supply, reset, NMI, or LED for a system unit.
Displays the object identifier for a system unit.
Displays the BMC settings for a system unit.

Performs the backup settings of system unit. (see Backup server settings)

Performs the restore settings of system unit. (see Restore server settings)
Restarts BMC. (see Restart BMC)

Server Information > Condition

4-30

Display the firmware information, power status, and LED status for a system unit.
Remote control (power ON/forced power OFF/reset/NMI) can be performed for a
system unit.

VHitachi Compute Rack family
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Table 4-12: Server Information menu items

Menu items

Description

Refresh button

Refreshes information.

Action selection button

Backs up or restores server settings.

BMC version

Displays a BMC's firmware version.

SDR version

Displays a SDR's firmware version.

EFI version Displays an EFI's firmware version.
Status Displays the status of system unit.
Power Displays the current power status of system unit.
OFF: power off
ON: power on
LID! Displays the SERVICE LED status of system unit.
ERROR (ALT)* Displays the ERROR LED status of system unit.
Mode0! Displays the following LEDs status of system unit.
Model?! Mode0: MODEO LED

Model: MODE1 LED

Maintenanace!

Displays the Maintenance LEDs status of system unit.
(see Maintenance corresponding)

POST code

Displays the POST code of BMC.

Maintenance mode

Displays that the operation mode of BMC is maintenance mode or
not.

LID ON button?

Turns on the SERVICE LED of system unit.

This operation is same as pressing the SERVICE LED switch when
the SERVICE LED is turned off.

LID OFF button?

Turns off the SERVICE LED of system unit.

This operation is same as pressing the SERVICE LED switch when
the SERVICE LED is turned on.

Power ON button?

Turns on the system unit.

Force power OFF button?

Turns off the system unit forcefully. OS is not shut down. Normally,
shut down from the OS to turn off the system unit.

Server Action selection button?

Perform the following operations from the menu.
= Reset:

The system unit is performed a hardware reset. This operation
is available when the system unit is turned on.

= NMI:

Issues interrupt signals. The dump processing is started
depending on the OS settings. This operation is available when
the system unit is turned on.

Notes:

Started Guide".

operation.

1 For the detail of each LED, see "Name of each component and its functions" section in the "Getting

Click the button, and the Confirm windows is displayed. Click OK to perform the operation.
Click the button, and select a menu. The Confirm window is displayed. Click OK to perform the
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Mode. Maintenance Mode is used only by maintenance personnel
during maintenance work. If Maintenance Mode is displayed ON,
press the FUNCTION switch for at least 10 seconds with the tip of a
ballpoint pen to cancel that mode.

Types of BMC's operating modes are Normal Mode and Maintenance
Tip .

Maintenance corresponding

Each Maintenance corresponds to an event code displayed in MAINTENANCE
LEDs on a system unit.

The following table shows Maintenance that corresponded to the
MAINTENANCE LEDs when the event codes are displayed.

Table 4-13: MAINTENANCE LEDs

MAINTENANCE LEDs Maintenance

Maintenancel (CPU)

Maintenance2 (Memory)

Maintenance3 (MBD/Fuse)

Maintenance4 (PCI)

Maintenance5 (PS/Volt)

Maintenance6 (Fan)

Maintenance?7 (Temp)

0 (N |jo|u |~ WIN |

Maintenance8 (Others)

Backup server settings

Backup server settings that are used for system unit management. Make sure to
back up the settings when changing Web console settings.

Back up firmware settings when changing BMC firmware image, ADR,
or something. Use the latest backup file.

Click the action selection button, and select Backup server settings. The
following Confirm dialog box is displayed.

Confirm x .

.\L} Backup server settings

Backup server settings to a dient P,
If correct, press [Backup] button.

| Backup I Cancel |
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Click Save, and the following dialog box is displayed. Click Save.

x

Do you want to save this file. or find a program online to open
it?

Mame: ...0HM-MDN-Y_323aasasaasaasaasaalooooo. bak
| Type: Unknown File Type
From: 192.0.0.169

Find Save

harm your computer. Fyou do not trust the source, do not find a

l@ While files from the Intemet can be useful, some files can potentialhy
- program to open this file or save this file. What s the sk ?

The following window is displayed, and selects the saved folder. Click Save.

savers |

" T
Gy | &~ Administrator + Downloads - ml Search Downloads D
Organize *  Mew folder = ~ @
ok - 5
[ Favorites 2] Name | Date modified | Type
B st Mo items match your search.
4 Downloads

=l Recent Places

= Libraries
[ Documents
J’-‘ Music
[&5] Pictures =

E Videos

1M Computer
£, Local Disk () LI 1] | _'I

nanagement badwp GO-CRZ1I0HM-NDN-Y 323aaazasaasaazaaaal

File name:

Save as type: |BAK File |

+ Hide Foldersl Save Cancel |
4

The backup data is saved, and the download complete window is displayed.
Click Close.
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Restore server settings

Restore the setting of system unit using the backup data that downloaded in
Backup server settings. BMC is restarted automatically after restoring.

network, default gateway settings of BMC network, and subnet
mask settings of BMC network are not backed up and restored.
When a motherboard is replaced by failure and others, set these
settings again.

e Do not restore the backup data of firmware settings using Web
console to other system units. A unique type name of system unit,
a serial number, and hardware configurations are wrote to other
system unit, and the system unit might not operate properly.
Restore the backup file to the system unit that is executed the
backup.

e Do not restore the backup data of firmware settings using the Web
console in BMC version 09-80 or higher, to the system units using
the Web console in BMC version 09-79 or lower.

Do not restore the backup data of firmware settings using the Web
console in BMC version 09-79 or lower, to the system units using
the Web console in BMC version 09-80 or higher.

If you want to update BMC version 09-80 or higher from BMC
version 09-79 or lower, you should note down the settings of the
web console and keep in hand.

n e For IPMI Over LAN function settings, IP address settings of BMC

Click Action, and select Restore server settings. The following Restore
server settings dialog box is displayed.

Restore server settings X |

Restore server settings in this screen,

Restore server settings

Backup file: management_backup_GQ-CR210HM | | Browse |

| Confirm | | Cancel |

Click Browse, and select a backup data file of server settings.

Then click Confirm, and the Confirm window is displayed. Make sure the
backup data file is correct, and click OK. Start to restore the settings.
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When click Confirm in the Restore server settings dialog box
while updating the BMC firmware or restoring the server settings,
the dialog box that content indicated "wait a little while and try
again" is displayed. Click Close to exit.

When the following conditions are met, click OK in the Confirm
window. The dialog box that confirms to restart BMC is displayed
again. Click OK to continue.

- Running BIOS

- Running system unit

When the system unit is not operated over 30 minutes in the
Confirm dialog box, restore is suspended. Click Close, and try
again from the start.

After setting restoration is completed, the following dialog box is displayed, and
clicks Close. The connection is disconnected from the system unit due to
restarting BMC.

Restore X
1) Finished
FRestore server settings was successful,
BMC will be autormatically restarted,
After restarting, please login again,
{ Close |
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disconnecting from the system unit, the HTTP request error or
Session failed dialog box is displayed.

Logout and log back in Web console.
" HTTP Failed. X

When perform the operation occurred BMC communication after
Tip .

@ HTTP request error

HTTPR request has failed.Please check BMC is
operating correctly and try again,
(Detail of errar:0 HTTP request errar)

Failed b4

v Session failed

Connection has timmed out, Session has already
been clased.
Clase the window and Login again to continue,

| OH | |

SERVIC LED flashes for 30 to 90 seconds in the system unit after restarting BMC.
Cut off the power supply after SERVIC LED flashing is completed.

Web console and Remote console) are stopped after restarting BMC.
These communications and functions cannot be available while BMC
restart (30 to 90 seconds).

Problem may occur such as displaying error messages due to stopping
BMC communication service while restarting BMC. This problem may
occur depending on a communication program.

Do not restart BMC during running BIOS or operating a setup menu.
BMC cannot communicate with BIOS, and then failures may occur in a
system unit. We recommend that you restart BMC while a system unit
is shut down.

Communications (such as HCSM or BIOS) and BMC functions (such as
Tip ..
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Server Information > Hardware

Display the information of identification for a system unit.

VHitachi Compute Rack family

BNC 1P address 192.168.0.169
BME MAC addvass d4:3d1 70 6eiam4d

Ut 00000000-0000-0000-0000-000000000000
Product Nama Campute Rack 210H

Product Part/Model Humber GQ-CR2LOHM-NDN-Y

Product Varsion 0021R21500

ProductSerisl Humber  3233333333333333330XKxXKRXX

Table 4-14: Server Information menu items

Menu items Description
Refresh button Refreshes information.
Action selection button Backs up or restores server settings.

See Backup server settings, and Restore server settings.

Server name Displays a server name that is set in Asset Information.

BMC IP address Displays BMC IP address for a system unit.

For the initial BMC IP address settings, see Connecting to
management interface.

For the BMC IP address changing, see Setting BMC network

BMC MAC address Displays BMC MAC address.
uub Displays UUD.
Product Name Displays a product name of system unit.
Product Part/Module Number Displays product information of system unit
Product Version Hardware version of system unit is displayed.
Product Serial Number Product serial number of system unit is displayed.
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Server Information > BMC

4-38

Display the information of BMC settings.

VHltachi Compute Rack family

action | help |

Dashboard Resources

Resources

Systems

General Tasks

| Launch remote consale

e

@j0ovnlosd logs

% Server Information

Status SMASH Databass
BNG time Time adjustment method
Time zons
NTP sattings
Network Network
Limit zourcs 1P address
1PMI IPMI user accounts | 1

Authentication type

Security and Service Security strenath

Telnet (cL1)

ssH (el

Rernats consale

HTTRS

ws-man

1M1 over Lan

Rermote consols satings  Mause Mads

SarverMams:  Chassis ID

TP zarvar 1

NTP server 2

MAC addrazs

15 addvess

Subret mazk

Default gateway

onee

Use

19 sddvezs allowed to connect 1

1p address allowed to connect 2

15 addvezs allowed to connect 3

15 addvez allowed to comnact 4

use

User nama

Privilage Lavel

use

User nama

Privilege Level

Use

User nama

Privilege Level

e

User nama

Privilege Level

e

User name

Privilege Level

e

User name

Privilege Level

e

User name

Privilege Level

e

User nama

Privilege Level

use

User nama

Privilege Level

Use
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Privilege Level

Callback
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Operatar

Administrator

Current security strength

use

Pork nurnbar

e

Port number

e

ccass to SSL/TLS communication

TLS version ssLuz
TS0
TS
TS 2

Ramote ki Port numbar

Remote GO/OVE Port number

Remote FD Port numbar

e

Port number

use

TLs version sstuz
TLSuL0
Tiswa
Tisw2

Pork nurnbar
e

LS version

Port nurnbar

e

Accass to IPMI over LAN ¥L.5 and null account
RMCP+ messaging dpher | Cipher sute 10 0
<uits privilags levels S
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Ciphar suita 10 7
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Part number
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Building complated
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400100
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255.255.255.0
0.0.0.0

Do notuse

Disable

Enable

Administrator
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oot
Administratar

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable
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Ensble

443
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Administrator

Administrator

Administrator
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Administrator

Administrator

Administrator

Administrator
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Enable

21001

Relative Mods

T

<
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Restart BMC |

How to use the Web console (BMC version: 09-80 or higher)

Hitachi Compute Rack 220S Remote Management User’s Guide



Table 4-15: Server Information menu items

Menu items

Description

Refresh button

Refreshes information.

Action selection button

Backs up or restores server settings.

See Backup server settings, and Restore server settings.

Status Displays current BMC status.

BMC time Displays information of Time Synchronization Method,
Timezone, and NTP server O to 1.
See Setting BMC date and time.

Network Displays information of BMC network settings and Limit source
IP address.
See Setting BMC network.

IPMI* Displays information of IPMI user accounts and

Authentication type.
See IPMI > IPMI User Account.

Security and Service

Displays the following contents:

Port: Enable or Disable for each service
Security settings
Port number information.

See Security and Service.

Remote console

Displays information of Mouse Mode.
See Setting mouse mode of Remote Console.

Restart BMC button

Restarts BMC.

displayed.

* When Security strength is set as High, and IPMI over LAN > Access to IPMI over LAN 1.5
and null account is set as Prohibited in Security and Service, Authentication type is not
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Restart BMC

Restart BMC.

BMC is usually not necessary to restart. Restart BMC, only when
failures occur.

Click Restart BMC in the BMC tab, and the following Confirm dialog box is
displayed.

Confirm x

\_i) Restart BMC

BMC will be restartad,

Executing this operation will close all sessions,
After restarting, please login again.

If correct, press [OK].

DK

[ Cancel |

Click OK, and BMC is restarted and disconnect from a system unit.

e When click OK in the Confirm dialog box while updating BMC

firmware or while restoring server settings, the confirmation dialog

box for restart execution is displayed again. Click OK to continue.
e When the following conditions are met, click OK in the Confirm

dialog box. The window that confirms to restart BMC is displayed
again. Click OK to continue.
- Running BIOS
- Running system unit
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When perform the operation occurred BMC communication after
disconnecting from the system unit, the HTTP request error or
Session failed dialog box is displayed.

Logout and log back in Web console.

E
HTTP Failed.

@ HTTP request error

HTTP request has failed.Pleaze check BMC is
operating correctly and try again,
[Detail of error:0 HTTP request arrar)

(o] 8

Failed

v Session failed

Connection has timed out. Session has already
been closed.
Close the window and Login again to continue,

Ok

SERVIC LED flashes for 30 to 90 seconds in the system unit after restarting BMC.

Cut off the power supply after SERVIC LED flashing is completed.

Web console and Remote console) are stopped after restarting BMC.
These communications and functions cannot be available while BMC
restart (30 to 90 seconds).

Problem may occur such as displaying error messages due to stopping
BMC communication service while restarting BMC. This problem may

Communications (such as HCSM or BIOS) and BMC functions (such as
Tip ..

occur depending on a communication program.

Do not restart BMC during running BIOS or operating a setup menu.

BMC cannot communicate with BIOS, and then failures may occur in a
system unit. We recommend that you restart BMC while a system unit
is shut down.
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Resources > Systems

The following indications and setups are available in the Network, IPMI,
Power Management, and Firmware window.

e Performs the network settings and connection restriction.
e Performs the DNS server settings.
e Performs the IPMI Over LAN settings.

e Performs the mode settings for power capping function. (see Power capping
settings)

e Displays the temperature and power consumption in BMC of system unit.

e Displays and updates the BMC firmware information. (see BMC firmware /
SDR update)

Network > DNS Server

4-42

For the IP address tab, MAC address tab, and Limit Source IP Address tab,
see Setting BMC network.

In the DNS Server tab, you can set DNS server IP address, and execute name
resolution using DNS server. You can set for up to three DNS server IP address.

VH't hi Compute Rack family
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Table 4-16: Network menu items

Menu items Description
Refresh button Refreshes information.
DNS server IP address 1 to 3 Displays DNS server IP address.

You can set for up to three DNS server IP addresses, and DNS
server IP address is used in order from top to bottom. When you do
not set a second or third DNS server, enter “0.0.0.0".

When you do not use DNS server, enter *0.0.0.0” in all three DNS
server IP addresses or leave them null.

Edit button Edits DNS server IP address.

Click Edit, and the Edit DNS Server dialog box is displayed.

Edit DNS Server x

Edit NS Server settings.

DNE Sarver

DMS server IP address 1:

DS server IP address 2:

DS server IP address 3:

| Confirm 1l Cancel| |

Click Confirm after entering each item, the Confirm dialog box is displayed.
Click Back to go back to the setting window.

Click OK to save the change content, and go back to the DNS tab.
Click Cancel to go back to the DNS tab without saving.
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IPMI > IPMI User Account

4-44

Set a user account for the IPMI Over LAN function.

VHitachi Compute Rack family

ion | Help |

Server i

Systems e
1pm1 User Account [
user 1D .

edit |

Table 4-17: IPMI menu items

Menu items Description
Refresh button Refreshes information.
User ID Displays IPMI user account ID.
Use Displays that IPMI user account is enabled or disabled.
User name Displays IPMI user account name.
Password Sets a password (20 numbers/characters) for IPMI user account.
Retype Password Retype the password to confirm.
Privilege level Displays the granted privilege level for IPMI user account.
Edit button Edits IPMI user account.
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e For User ID 1 and 2, change of condition is only available.
e UserID 1 and 2 are set at the time of factory shipment. The setting
value is as follows:
- UserID1
Condition: Enable
User name: Blank
Password: Blank
Privilege level: Administrator
- UserID 2
Condition: Enable
User name: root
Password: superuser
Privilege level: Administrator

Click Edit, and the Edit IPMI User Account dialog box is displayed.

[ Edit 1PMI User Account x|

Edit IPMI ser Account settings,
IPMI User Account
User ID: 3
Use: ) Disable #) Enable
User name: user03
Password (20 numbers/characters):
Retype Password (20 numbersicharacters]:
Privilege level: | User ¥ |
Callback

| Adrninistrator

e When Use is disabled, User name and Privilege level are displayed as
REELLE "in the IPMI User Account tab.

e User name is up to 32 numbers/characters
e User ID 1 and 2 cannot be changed their settings.
e UserID 8,9, and 10 cannot be set blank as their password.

e A password that can be set is 20byte password having compatibility with IPMI
2.0.

Click Confirm after entering each item, the Confirm dialog box is displayed.
Click Back to go back to the setting window.

Click OK to save the change content, and go back to the IPMI User Account tab.
Click Cancel to go back to the IPMI User Account tab without saving.
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e IPMI Over LAN function settings are saved even though a power
Tip .. code is drawn out from a system unit.

e When a server settings are backed up and restored in the Server
Information window (see Server Information > Condition), IPMI
Over LAN function settings are not backed up and restored. When a
motherboard is replaced by failure and others, set the settings
again.

e User ID is enabled when Security strength is set as High, or
IPMI over LAN > Access to IPMI over LAN v1.5 and null
account is set as Prohibited (see Security and Service).
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IPMI > Authertication Type

Set Authentication Type for the IPMI Over LAN function.

HITACHI

eeeeeeeeee

eeeeeeee

Resources

Server
Satetvork

E——

D Pouer Management
@ Frmvare

Type istraight pu.,

General Task:

| e |

Table 4-18: IPMI menu items

Menu items Description
Refresh button Refreshes information.
Privilege Level Displays the privilege level.
Authentication Type Displays that the authentication type is enabled or disabled for the
privilege level.
Edit button Edits the authentication type for the privilege level.

IPMI > Authentication Type tab is not displayed when Security

Tip . strength is set as High, or IPMI over LAN > Access to IPMI over
LAN v1.5 and null account is set as Prohibited (see Security and
Service).
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Click Edit, and the Edit Authentication Type dialog box is displayed.

| Edit Authentication Type

| Edit Authentication Type settings.

Authentication Type
Privilege Level:
Callback:
Authentication Type:
User:
Authentication Type:
Cperator:
Authentication Type:
Adrninistrator:

Authentication Type:

[¥] nene

[¥] none

[¥] none

¥ nene

]

¥ mp2

¥ mpz

¥ mpz

] MDs

[¥] MDs

|¥] mMDs

|¥] Mos

x {

iu_lf Straight password

m Straight password

|\|_|f Straight password

[¥] straight password

| Confirm || Cancel |

Click Confirm after entering each item, the Confirm dialog box is displayed.

Click Back to go back to the setting window.
Click OK to save the change content, and go back to the Authentication Type

tab.

Click Cancel to go back to the Authentication Type tab without saving.
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Power Information > Condition

Display the information of Power consumption, Intake Temperature, and Power
capping for a system unit. Set the power capping settings.

VHitachi Compute Rack family p HITACHI

eeeeeeeeee

e | Act ¥

Dasl Resources Alerts

Resources
Server

Summary
Systems
retvork
17001 Cansurnption eladicity upper imit ot point
n

General Tasks

Edit power capping |
Table 4-19: Power Information menu items
Menu items Description
Refresh button Refreshes information.
Power consumption (AC) Displays the power consumption of system unit.

- Present power consumption
Displays Present power consumption.

- Average power consumption
Displays Average power consumption after setting the power
consumption (Mode or Consumption electricity upper limit set
point).

- Maximum power consumption
Displays Maximum power consumption after setting the
power consumption (Mode or Consumption electricity upper
limit set point).

Intake Temperature Displays Intake Temperature for system unit.

Power capping Displays the power capping settings.

- Mode
Displays power capping function mode (see Power capping
settings).

- Consumption electricity upper limit set point
Displays a target value of power consumption to reduce power
consumption (see Consumption electricity upper limit value).

Edit power capping button Edits the power capping for system unit.
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Power capping settings
Set power capping settings for system unit.

Power capping is a function that reduces the maximum power consumption for
system unit. The power consumption that can be reduced differs depending on
the installed processor type.

Click Edit power capping in Power Information > Condition, and the Edit
power capping dialog box is displayed.

Edit power capping b 4

Edit power capping settings.

Power capping
Condition
Power consurnption (AC) | Present power consumption ow
Average power consumption E

Maxirnurm power consumption 239 W

Maode: | Disable v

Consurnption electricity upper limit set paint [W]:

Confirm Cancel |

Select Mode from the pull-down menu, and enter a value in Consumption
electricity upper limit set point. Click Confirm, the Confirm dialog box is
displayed.

Click Back to go back to the setting window.

Click OK to save the change content, and go back to the Condition tab.
Click Cancel to go back to the Condition tab without saving.
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Power capping modes

Modes that can be set for the power capping are as follows.

Table 4-20: Power capping modes menu items

Modes

Description

NM mode

It is a mode enabled Node Manager (NM) command. NM command
bridges to BMC from management LAN, and NM command is
published to Node Manager. When NM mode is set, a software used
NM command can rewrite Policy settings of Node Manager that
BMC firmware has set. However, power management functions
cannot be used by BMC due to rewriting Policy settings. Do not set
NM mode when normal use especially using power management
functions by BMC. You can configure settings that the power
source of system unit is forcedly turned off due to the value of
temperature or power consumption depending on Policy
parameter settings by NM command. However, if you configure
incorrect settings, a normal system operation may be hindered.
Therefore, we strongly recommend that use NM mode after
performing evaluation of software used NM command sufficiently.
When switching to other mode after using NM mode once, delete
all Policy of NM that is set in the target software, and then switch to
other mode. When using NM command, a software corresponded
NM command is required separately.

DCMI mode

It is a mode that executes the power capping by DCMI command.
When using DCMI command, a software corresponded DCMI
command is required separately.

Dynamic capping mode

Enable Dynamic capping mode.

Disable

Disable Dynamic capping mode. Inhibit to NM command and DCMI
command.
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Consumption electricity upper limit value

For the power capping function, when you set Consumption electricity upper
limit set point to too low value, the CPU performance may be lowered
constantly due to the state of being active for the power capping.

In this state, it can not control the actual power consumption to less than or
equal to the Consumption electricity upper limit set point setting value.

When you set a value equal to or greater than the maximum power consumption
of the system unit for Consumption electricity upper limit set point, the
power capping function will not work.

Therefore, you can use the power capping function effectively when set a
Consumption electricity upper limit set point as follows:

Maximum power consumption of the system unit =

Setting value of Consumption electricity upper limit set point >
Maximum power consumption of the system unit -

Maximum value of the power consumption that can be suppressed by
power capping

- Setting value of Consumption electricity upper limit set point >
Maximum power Consumption of the system unit -
Maximum value of the power Consumption that can be suppressed by
power capping
If this condition is not satisfied, the power saving function can work using
the power capping, but the actual power consumption may exceed the
setting of Consumption electricity upper limit set point.

- Maximum power consumption of the system unit =
Setting value of Consumption electricity upper limit set point
If this condition is not satisfied, the actual power consumption does not
exceed the setting of Consumption electricity upper limit set point,
but the power saving function does not have effect.
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Maximum power consumption value of the system unit

When estimating the system unit, refer to the specification of the system unit for
the maximum power consumption of the system unit.

However, the power consumption of the system unit is dependent upon the
operating environment (such as temperature) and running program on the
system unit.

In order to make fine adjustments, we recommend you that check the maximum
power consumption of system unit by trial operation in an environment that uses
the system unit.
Maximum power consumption of the system unit can be found in the following
procedure.
1. Edit Power Capping Setting > Mode set to Disable.
2. Continuous operation under the maximum load condition in the system
unit.
3. Check the value of Power Information > Condition > Maximum
power consumption.

Maximum power consumption value that can be suppressed by the
power capping

The degree of suppression of power consumption is different depends on the
model of the system unit, the CPU type of the mounted on the system unit, and
the load condition of the program running on the system unit.

Approximate of the maximum value of the power consumption that can be
suppressed are as follows:

Table 4-21: Approximate of the maximum value of the power consumption
that can be suppressed

CPU type Clock speed power consumption that can be suppressed
(approximate of the maximum value)*

1CPU 2CPU
Xeon processor E5-2470 2.30 GHz 60 W 120 W
Xeon processor E5-2440 2.40 GHz 50 W 100 W
Xeon processor E5-2420 1.90 GHz 20 W 40 W
Xeon processor E5-2403 1.80 GHz 10w 20 W
Xeon processor E5-2430L 2 GHz 25 W 50 W

* Power consumption that can be suppressed shows the values based on the measurement result of
the model.
Power consumption that can be suppressed includes the effect that the power consumption of the
peripheral circuit is reduced by reduced the power consumption of CPU.
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Power Information > Information accumulated temperature and power

Display an accumulated temperature and power consumption in a management
module of system unit.

VHitachi Compute Rack family
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Table 4-22: Power Information menu items

Menu items Description

Refresh button Refreshes information.

Power consumption (AC) Displays power consumption in a system unit.

-Present power consumption
Displays Present power consumption.

Power capping Displays the power capping settings.

- Mode
Displays power capping function mode (see Power capping
settings).

Consumption electricity upper limit set point

- Displays a target value of power consumption to reduce

power consumption (see Power consumption upper limit
value).

Information accumulated Displays an accumulated temperature and power consumption in a
temperature and power* system unit.

Edit sort button Displays temperature and power consumption in a system unit.

* Information is registered every two hours, and up to two years information can be stored.
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e When click Refresh after changing Edit sort from initial settings,
the changed Edit sort is saved. When log out Web console after
changing Edit sort from initial settings, Edit sort is backed to
initial settings.
e The type of Edit sort is as follows:
- Order of date:

Displays information up to 12 items in order from the latest date
in "Date time" of the accumulated information.

- Order of power:

Displays information up to 12 items in order from the largest
value of "***W" in "MAX" of the accumulated information.

- Order of temperature:

Displays information up to 12 items in order from the largest
value of "**C°" in "MAX" of the accumulated information.
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Firmware > BMC firmware

Display and update BCM firmware.

VHitachi Compute Rack family
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Table 4-23: Firmware menu items
Menu items Description
Refresh button Refreshes information.
Base F/W Displays version of base firmware.
Bank F/W Displays version of firmware.
Remote Console F/W Displays version of remote console function.
Logical SVP Displays version of logical SVP.
SDR Version Displays SDR version.
Update BMC firmware Updates BMC firmware.
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BMC firmware / SDR update
Update BMC firmware and SDR from a Web console.

Click Firmware > BMC firmware > Update BMC firmware, the Update
firmware dialog box is displayed.

Update BMC firmware x

Update BMC firrnware in this screen,

Update BMC firmware

Target of update! | BMC firmware and SDR b

Firmuware file: rormima | Browse |

SDR file: sdrtar | Browse |

| Confirm | | Cancel |

Click Browse, and select a BMC firmware image file or SDR file.

Click Confirm after specifying BMC firmware image file or SDR file, and the
Confirm dialog box is displayed.

Confirm that the selected file is correct, and click OK. Writing to BMC firmware
image file or SDR file is started.

file or SDR file. Do not write to BMC firmware image file or SDR file
during running BIOS or operating a setup menu. BMC firmware image
file or SDR file may not be written normally.

n Do not perform other operations during writing to BMC firmware image
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Communications (such as HCSM or BIOS) and BMC functions (such
as Web console and Remote console) are stopped during writing to
BMC firmware image file or SDR file. We recommend that BMC
firmware image file or SDR file is written while a system unit is shut
down.

When click Confirm in the Update firmware dialog box while
updating the BMC firmware or restoring the server settings, the
dialog box that content indicated "wait a little while and try again"
is displayed. Click Close to exit.

When the following conditions are met, click OK in the Confirm
window. The window that confirms to restart BMC is displayed
again. Click OK to continue.

- Running BIOS

- Running system unit

When BMC firmware image file or SDR file that a system unit is not
supported is specified, BMC firmware image file or SDR file is not
written.

When the system unit is not operated over 30 minutes in the

Confirm dialog box, update is suspended. Click Close, and try
again from the start.

After writing to BMC firmware image file or SDR file is completed, the following
dialog box is displayed, and click Close. The connection is disconnected from the
system unit due to restarting BMC.

_ Update BMC firmware x
\‘i;) Finished

BMC firmware update was successful,
SDR update was successful,

BEMC will be autornatically restarted,
After restarting, please login again,

| Close |
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When perform the operation occurred BMC communication after
disconnecting from the system unit, the HTTP request error or Session
failed dialog box is displayed. Logout and log back in Web console.

" HTTP Failed. x |

@ HTTP request error

HTTP request has failed.Please check BMC is
operating carrectly and try again,
(Detail of errori0 HTTP request arrar)

Failed ®

v Session failed

Connection has tirmed out, Session has already
been closed.
Close the window and Login again to continue,

Ok ] |

SERVIC LED flashes for 30 to 90 seconds in the system unit after restarting BMC.
Cut off the power supply after SERVIC LED flashing is completed.

Communications (such as HCSM or BIOS) and BMC functions (such as
Web console and Remote console) are stopped after restarting BMC.
These communications and functions cannot be available while BMC
restart.

Problem may occur such as displaying error messages due to stopping
BMC communication service while restarting BMC. This problem may
occur depending on a communication program.

Do not restart BMC during running BIOS or operating a setup menu.
BMC can not communicate with BIOS, and then failures may occur in a
system unit. We recommend that you restart BMC while a system unit
is shut down.
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Alerts

In the System Event Log window, accumulated system event logs (alert logs)

are displayed in a management module of system unit.

Event logs are displayed up to the latest 255 logs (maximum) that are
accumulated when the System Event Log window is displayed.

VHitachi Compute Rack family

ion | Help
Dashboard Resources

Alerts

Administration
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A System Event Log Summary

General Tasks
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Dats and Time
1970-01-01 00:00:25
1970-01-01 00100126
2014-01-14 D0110:52
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2014-01-14 00:33:32

1D Systam event Iag
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Table 4-24: Alerts menu items

Menu items

Description

Refresh button

Refreshes information.

Information

Displays a number of event log as Information level.

Warning Displays a number of event log as Warning level.
Error Displays a number of event log as Error level.
No. Displays event numbers.

Date and Time

Displays the date and time on which an event occurred.

Alert ID Displays Alert ID that indicates the type of event.
Alert Level Alert Level is separated into 3 levels. 3 levels displays as follows:
Blank: Information level
: Warning leve
&% Warning level
? : Error level
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Menu items Description

Module Displays the module that an event occurred.

Mother board: temperature, power source voltage, mother board,
CPU, memory, PCI

Power Supply Module: Power supply unit

Fan Module: Fan

Front/Rear Panel: Intake temperature

Unknown: Other hardware (HDD or something)

XID Displays the code that indicates the event.
System event log

Message Displays the message of event summary.

s ¢ No. may not start with 1, because event logs are always displayed
Tip . up to the latest 255 logs.

¢ When resuming the power or restarting BMC, BMC time reads and
synchronizes a system clock of system unit. At this time, Date and
Time of alert log recorded from BMC is displayed as [1970-01-01
00:00:XX] that is different from the actual date and time.

e When sorting Date and Time in increasing or decreasing order,
[1970-01-01 00:00:XX] as event logs are consolidated at the top of
list or the bottom of list. Therefore, context of other event log is not
easily checked.

You should sort No. in increasing or decreasing order.
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Administration

Function settings can be configured for system unit management in the
Administration tab.

User and Roles

For details, see Setting user account.

LDAP
Set a user authentication using LDAP server.
VHitachi Compute Rack family
kﬁSNMP TLSv1.0 Enabls
& e
%HCSM TLsv1.2 Enabl
G HiTrack o
Table 4-25: LDAP menu items
No. Menu items Description
1 Refresh button Refreshes information.
2 User authentication method Sets User authentication method by User authentication method
LDAP.
° No using LDAP for user authentication:
Perform user authentication by specified user account.
° Perform user authentication in the order of local and LDAP:
Perform user authentication by specified user account. If
user authentication fails, perform user authentication by
user account in LDAP server.
3 LDAP server 1 to 3 Specifies LDAP servers by IP address or FQDN.
(up to 127 characters)
4 TLS version Specifies TLS version used for connecting a LDAP server.
5 Port number Specifies Port number as a decimal number. (1 to 65535)
6 Bind DN Specifies DN used for binding to LDAP server. (up to 256
characters) Displays "Anonymous” here when no input.
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No. Menu items Description

7 Base DN Specifies DN for user search. (up to 256 characters)

8 Login ID attribute Specifies a login ID in a user entry attribute. (up to 64
characters)

9 Role attribute Specifies a string representing a role in a user entry attribute.
(up to 64 characters)

10 Member attribute Specifies a user of member in a group entry attribute.
(up to 64 characters)

11 Group DN 1to 5 Specifies a group DN allowed login. (up to 256 characters)
Group authentication is not performed when no input of all DNs.

12 Edit button The following settings are performed from a menu.

[ LDAP server settings:
Performs "LDAP server settings" for item 1 to 5.

[ ) Directory search settings:
Performs "Directory search settings" for item 6 to 8.

[ ] Group authentication settings:
Performs "Group authentication settings" for item 9 and 10.

All SSL/TLS versions cannot be disabled. When security strength is set
as High, SSL/TLS versions cannot be enabled or disabled. Only TLS1.2
can be enabled or disabled.

Click Edit and select each menu, and the following dialog box is displayed

LDAP server settings

" Edit LDAP server - 2
Edit LDAP server settings.
LD AP
LD AP server
User authentication rmethod: ‘&) Do notuse LDAP uzer ) when local user
authentication. authentication fails,
do LDAP user
authentication,

LDAP server 1:
LDAP server 2:
LDAP server 3:
TLS wersion

SELw3: |_) Disable (#) Enable

TLSw1.0: () Disable (=) Enable

TLSwl.1: |_J) Dizable (») Enable

TLSwl.2: |_) Disable 2] Enable
Port number: 636
Bind DN:
Bind password:
Retype bind passwaord:

| Confirm | | Cancel |
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(up to 32 characters)

In Bind password, specify a password when binding to LDAP server.
Tip ..
A password is disabled when no input.

e Directory search settings

Edit directory search x

Edit diractary search settings.

LDAP

Directory search

Baze DHN: cn=Users,dc=example,dc=local

Lagin I attribute: SAMAccOUnt are

Role attribute:

| Confirrn | | Cancel |

e Group authentication settings

Edit group authentication x

Edit group authentication settings,

LDAP

Group authentication

Mernber attribute: rember

Group DM 1:

Group DM 2:

Group DM 3:

Group DM 4

Group DM S

| Confirm | | Cancel |

Click Confirm after entering each item, and the Confirm dialog box is displayed.
Click Back to go back to the setting window.
Click OK to save the change content, and go back to the LDAP window.
Click Cancel to go back to the LDAP window without saving.
Date and Time

For details, see Setting BMC date and time.
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Language

Set a system language on Web console.

VHitachi Compute Rack family

Administration
B eniioie
Iyuoae

@bate and Time
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| ede |

Table 4-26: Language menu items

Menu items Description
Refresh button Refreshes information.
System Language Displays a language set in Web console.
° English

System language of Web console is set as English.

° Japanese
System language of Web console is set as Japanese.

Edit button Edits System Language.

Click Edit, the Edit System Language dialog box is displayed.

Edit System Language x
Edit Systern Language settings,
Language
Systern Language: | Emalizh -
| Confirm | | Cancel |
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Click Confirm after selecting a system language from a pull down menu, and the
Confirm dialog box is displayed.

Click Back to go back to the setting window.
Click OK to save the change content, and go back to the Language window.
Click Cancel to go back to the Language window without saving.

When change the settings, the changed settings are available after next login.
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Security and Service

Set a Security and Service.

VHitachi Compute Rack family

Dashboard
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Administration

8 trers and roles

Iytoae

Resources

2 Security and Service

Security strangth

Administration

Current security strength

Server Nama:

Default

Chassic 101 33aa3aazaaaal.

Logged in as ¢ usel

Telnet (CLIY Use Enable
@ e 2
Bioaiae son ceun) tnatie
Port numbar 2
5 Remote consols use Enable
5 Accass to S5L/TLS communication Disable
5 LS varsian s Disable
B TiseL0 Disable
& s Disable
yrsset Tnfarmation iz Gliadle
Ramata KM Dert nurabar 7578
Remote Co/OVD Port numbar ass7
Remota £ Port numbar asss
wrre uee Enable
Port numbar 0
wrTes Uee Enable
s varsien s Enatle
a0 Enable
TLSv1.1 Enable ™
TiseL2 Enabla
Part numbar sz
ws-man use Disable
it varsion SsLua/ TLewLo TLeua / TLsus 2
Port number 5986
1P ouer Lan Uee Enable
Crlncirerite ciecls RMCP+ massaging cipher Cipher suitz 1D O Adrninisteatar
[@JRamote cansola sattings cute priviags lavsl: e e e
&8 Download logs Cipher suite 10 2 administrator
Ciphar sute 10 3 Administrator
Cipher suite 10 6 Adrministrator
Ciphar suta 10 7 Administrator
Gipher suite 10 & Adrministrator
Ciphar suite 1D 11 Administrator
Gipher sute 10 12 Administrator
Port numbar 622
sup uee Enable
Port numbar 2100 =
edic |
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Table 4-27: Security and Service menu items

Menu items

Description

Refresh button

Refreshes information.

Security strength

Sets Security strength (see Security strength)

Telnet (CLI)
SSH (CLI)

Enables or disables a port used Telnet or SSH.
Not supported.

Remote Console!

Enables or disables a port used a Remote Console application, or
set a port number. And sets Access to SSL/TLS communication or
TLS version.

HTTP Enables or disables a HTTP port or HTTPS port used Web console
HTTPS And sets TLS version used HTTPS connection.
WS-MAN? Enables or disables a port used WS-Manager, or set a port number.

And displays TLS version.

IPMI Over LAN?

Enables or disables a port used IPMI Over LAN functions.

And sets permission/ inhibition connection between IPMI over LAN
v1.5 and null account, or set RMCP+messaging cipher suite
privilege levels (Cipher suite ID%).

SVP Enables or disables a port used SVP functions.
Edit button Edits Security and Service.
Notes:

1 Only display when Remote Console application is applied.

2 While HTTPS is set as Disable, WS-MAN cannot be set as Enable.
3 IPMI Over LAN can only be available for some commands.
4

Cipher suite ID is defined IPMI specifications. Initial setting value of Cipher suite ID is compatible
with setting value of conventional system unit.
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F
Edit Security and Service

Edit Security and Service settings.

Security and Service
Security strength

Current security strength:
Telnet (CLI)

Use:

Port number:
$5H (CLI)

Use:

Port nurnber:
Remote console

Use:

Access to SELTLS

cormmunication:

TLS version
SELvE:
TLSw1.0:
TLSwl.1:
TLSw1.2:

Remote KWM
Part number:

Remote CO/DWD
Part number:

Remote FL

Port number:
HTTP
Use:
Port number:
HTTPS
Use:

TLS version
S5Le3:
TLEwl. 0
TLSwl.1:
TLEwL. 2:

Paort nurnber:

WES-MAN

Use:

TLS version

Paort number:

IPMI over LAN

Uze:

Access to [PMI over LAN v1.5

and null account:

RMCP+ messaging cipher suite

privilage levels

Cipher suite ID 0:
Cipher suite ID 1t
Cipher suite ID 2:
Cipher suite 1D 3:
Cipher suite ID &1
Cipher suite 1D 7:
Cipher suite 1D &:
Cipher suite ID 11:

Cipher suite ID 12:
Part nurmber:
svp
Use:

Port number:

(2) Default

| Dizable

23

() Disable

() High

) Enable

(=) Enable

22
Disable i) Enable
) Disable (_) Enable
73ve
4997
4993
) Dizable i) Enable
g0
(_) Disable =) Enable
) Disable #) Enable
) Disable \#) Enable
(_) Disable \#) Enable

(_) Disable
443

(#) Disable

(=) Enable

() Enable

SSLw3 Jf TLSwl.0 f TLSwl. 1/ TLSw1.2

3986

() Dizable

L

() Prohibited

Adrninistrator

\#) Enable

=) Permitted

Administrator

Administratar

Administrator

Adrninistrator

Adrministrator

Adrninistrator

Adrministratar

623

() Disable
21001

(=) Enable

Click Edit, and the Edit Security and Service dialog box is displayed.

x

[T

| Confirm I Cancel |
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Click Confirm after setting and entering each item, the Confirm dialog box is

displayed.

Click Back to go back to the setting window.
Click OK to save the change content, and go back to the Security and Service

window.

Click Cancel to go back to the Security and Service window without saving.

[ ]
L

All SSL/TLS versions cannot be disabled. When security strength is
set as High, SSL/TLS versions cannot be enabled or disabled. Only
TLS1.2 can be enabled or disabled.

Do not disable both of HTTP service and HTTPS service. If you
disable both of HTTP service and HTTPS service, Web console
cannot be connected. If you disable both of HTTP service and HTTPS
service, start the system BIOS setup menu and then set
ServerMgmt > Reset BMC Web Connection to Yes, On next
reset, and save the setting in Save & Exit. BMC network setting
(connection restriction of Web console network setting, user
account setting, and HTTP service setting) is initialized. The system
unit is restarted after the SERVICE LED on the system unit blinks
about 30 to 60 seconds. Log in to the Web console with the factory
default user name and password, and then set the Web console
network setting (connection restriction of Web console network
setting, user account setting, and HTTP service setting) again.
When Reset BMC Web Connection is executed, Service and
Security and Service are not initialized. When Security
strength is set as Default in Security and Service, Reset BMC
Web Connection is executed, and then Network and Security
and Service (without HTTP) are not initialized. When Security
strength is set as High, Reset BMC Web Connection is
executed, and then Security strength is set as Default, Security
and Service is initialized. Network is not initialized.

When confirm the BMC network configuration by the system BIOS
setup menu, see "BMC network configuration" of the "ServerMgmt"
section in Hitachi Compute Rack 220S BIOS Guide.

When click OK in the Confirm dialog box after changing Security
strength while updating the BMC firmware or restoring the server
settings, the dialog box that content indicated "wait a little while
and try again" is displayed. Click Close to exit.

When click OK in the Confirm dialog box after changing Security
strength while running BMC firmware or while turning on the
system unit, the confirmation dialog box for restart execution is
displayed again. Click OK to continue.
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Tip ..

When perform the operation occurred BMC communication after
disconnecting from the system unit, the HTTP request error or
Session failed dialog box is displayed. Logout and log back in Web
console.

E b |
HTTP Failed. 4

@ HTTP request error

HTTP request has failed.Please check BMC is
operating carrectly and try again,
[Detail of errori0 HTTP request arrar)

Failed *

v Session failed

Connection has timed out. Session has already
been closed.
Close the window and Login again to continue,

| Ok

Communications (such as HCSM or BIOS) and BMC functions (such
as Web console and Remote console) are stopped after restarting
BMC. These communications and functions cannot be available
while BMC restart (30 to 90 seconds). Problem may occur such as
displaying error messages due to stopping BMC communication
service while restarting BMC. This problem may occur depending on
a communication program. Do not restart BMC during running BIOS
or operating a setup menu. BMC cannot communicate with BIOS,
and then failures may occur in a system unit. We recommend that
you restart BMC while a system unit is shut down.
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SNMP > SNMP Agent

4-72

Set a SNMP Agent.
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ssssssssssssssssssssssss
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Table 4-28: SNMP Agent menu items

Menu items

Description

Refresh button

Refreshes information.

Action select button

Sents SNMP Trap. (see Send SNMP Trap)

SNMP agent

Displays enabling/disabling SNMP agent.

System contact name

Displays information of System contact name.

System location

Displays System location.

Port number

Displays a port number used SNMP agent.

Trap level

Displays Trap level.

SNMP version

Displays SNMP version of SNMP agent.

Engine ID string*

Displays Engine ID string used SNMP agent.

Engine ID*

Displays Engine ID that is created from Engine ID string.

Edit button

Sets a SNMP Agent.

* Only display when SNMP version

is set as v1/v2c/v3.

e When Security strength is changed from Default to High in
Security and Service while SNMP agent is set as Enable and SNMP

version is set as vl/v2c, SNMP agent is changed to Disable.

When Security strength is changed from Default to High in
Security and Service while SNMP agent is set as Enable and SNMP

version is set as v1/v2c/v3, SNMP agent is still set as Enable.
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e When Security strength is changed from High to Default in
Security and Service, SNMP agent is changed to Disable and SNMP
version is changed to v1/v2c.

Click Edit, the Edit SNMP dialog box is displayed.

| Edit SNMP Agent X |
Edit SHMP Agent settings.
SNMP Agent
SHMP agent: () Disable (®) Enable
SY=tencomtddnams snmp@hitachi.com
Systern location: DaF
Port number: 161
Trap level: | Al x J
SHMP verzion: L wliuvZoiud S|
Engine ID string: hitachi
| Confitm | | Cancel |

Click Confirm after setting and entering each item, the Confirm dialog box is
displayed.

Click Back to go back to the setting window.
Click OK to save the change content, and go back to the SNMP Agent window.
Click Cancel to go back to the SNMP Agent window without saving.

Send SNMP Trap
You can send SNMP Trap to all registered SNMP manager.

Click Action in the SNMP window, and select Send SNMP Trap. The following
Send SNMP Trap window is displayed.

| Send SNMP Trap X

\i_) Send SNMP Trap

An SMMP test trap will be zent,
If corract, press [OK].

| ©K || Cancel |

Click OK to send the SNMP Trap, and go back to the SNMP window.
Click Cancel to go back to the SNMP window without sending the SNMP Trap.
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SNMP > SNMP Manager

Set a SNMP Manager.

7" Hitachi Compute Rack family

File | action | Help |

eeeeeeee

Administration
B Users and Roies

Egtoae

@bate and Time

aaaaaaaaaaaaaaaaaaaa

1 162 vafvze
2 162 vifuze

B 162 iz
| | %= ||

4 162 vafvze

yhscat Information

General Tasks
I

Table 4-29: SNMP Manager menu items

Menu items Description
Refresh button Refreshes information.
Action select button Sents SNMP Trap. (see Send SNMP Trap)
SNMP Manager Displays a registration Number.
IP address/host name Displays IP address/host name.
Port number Displays a port number of Trap report destination.
SNMP version Displays SNMP version.
Community name/User name'' 2 | Displays Community name/User name.
Access type®* Displays Access type.
Edit button Sets a SNMP Manager.
Notes:

1 While SNMP version is set as “v1/v2c”, "Community name” is displayed.
2 While SNMP version is set as “v3”, "User name” is displayed.

3 While SNMP version is set as “v1/v2c”, “----- " is displayed.

4 While SNMP version is set as “v3”, “Access type” is displayed.
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Select a SNMP Manager and Click Edit, the Edit SNMP Manager dialog box is

displayed.

r
Edit SNMP Manager

Edit SMMP Manager settings,

SNMP Manager
SMME rmanager:
Rermove setting:
IP address/host name:

Port number:

SMMP wersion:

User narme:
Access type:

Authentication type:

Authentication passward:

Encryption type:

Encryption password:

1

] Remove this setting.

192,165.0,16%

20162

|u3 -

root

| AuthPriv x|
| MDS |
*********

|DES |

sk sk s ok ke ok ok ok

x

| Confirm | | Cancel |

e Community name is only displayed While SNMP version is set as “v1/v2c”.

e User name and Access type are only displayed while SNMP version is set as

“V3I’.

e Authentication type and Authentication password are only displayed while
SNMP version or Access type is set as “v3”, "AuthnoPriv”, or “AuthPriv”.

Sets each Authentication type and Authentication password.

e Encryption type and Encryption password are only displayed while SNMP

version or Access type is set as “v3” or “AuthPriv”.
Sets each Encryption type and Encryption password.

Click Confirm after entering each item, and the Confirm dialog box is displayed.

Click Back to go back to the setting window.

Click OK to save the change content, and go back to the SNMP Manager

window.

Click Cancel to go back to the SNMP Manager window without saving.
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SNMP > MIB

4-76

Download a Management Information Base (MIB) file.

VHitachi Compute Rack family

Help

snip Agent | snMe tanager IS

|| &
ccrasm

gHcsm

G Hi-Track

[ ceritcate

rssm

B st tiemation

General Tasks

Dounlaad MIB file ‘
Table 4-30: MIB menu items
Menu items Description
Refresh button Refreshes information.
Action select button Sents SNMP Trap. (see Send SNMP Trap)
MIB version Displays MIB file version.
Download MIB file button Downloads MIB file.

Click Download MIB file, and the following dialog box is displayed

x

Do you want to save this file. or find a program online to open
it?

MName: HitachiComputeRadk. mib
Type: Unknown File Type
From: 192.0.0.169

Find Save

| “Se. While files from the Intemet can be useful, some files can potertially
@ harm your computer. f you do not trust the source, do not find a
- program to open this file or save this file. What s the rsk?
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The following dialog box is displayed, and click Save after selecting a
destination.

( :JC) | & - Administrator ~ Downloads

x|
> k&5 | search Downloads L)
Organize »  New folder @

- = :
i Favorites sl e I Date modified I Type
B Desktop

Mo items match your search.
& Downloads
| Recent Places

=l Libraries
5| Documents
.J’.‘ Music

|| Pictures

E Videos

18 Computer
j}"_-; Laocal Disk (C:) LI <

i
File name: | sliz=lal8{]ys] ﬂ
Save as type: IMIB File j
“ Hide Foldersl Save Cancel |
i

MIB file is saved, and the download complete dialog box is displayed. Click
Close.

SC / BSM Servers > SVP Alert Destination
This menu is not supported.
SC / BSM Servers > SVP Alert Notification

This menu is not supported.
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HCSM Information

4-78

Set Hitachi Compute Systems Manager (HCSM).

Hitachi Compute Rack family

Fle , Adion , Help

eeeeeeee

Administration
{J Users and Roles
by Loar

@Dste and Time
@Larguage

@ Secunty and Service
yonme

Bscres

HESM Servers

9

] -
s

P set Information

A HCSM Information

Alark ratry interval [min] | Alart
zzzzz

2 10

2 10

zzzzz

Table 4-31: HCSM Information menu items

Menu items

Description

Refresh button

Refreshes information.

Action select button

Sents HCSM test alert. (see Send HCSM Test Alert)

HCSM server

Displays a registration number of management server.

IP address

Displays IP address of management server.

Status

Displays a connection status to a management server.

Alert port number

Displays a port number used HCSM alert.

Alert level

Displays Alert level of HCSM alert.
o Do not notify: Alert is not notified.
° Only failure: Alert as failure level is notified.

° Warning and failure: Alert as warning and failure level is
notified.

° Information, warning and failure: Alert as information,
warning and failure level is notified.

Alert retry interval [min]

Displays Alert retry interval.
Setting possible range is 1 to 4 minutes.

Alert retry duration [min]

Displays Alert retry duration.
Setting possible range is 4 to 15 minutes.

Edit button

Sets HCSM.
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Select a management server (HCSM server), and click Edit. The Edit HCSM
Servers dialog box is displayed.

Edit HCSM Servers x

Edit HCSM Servers settings.

HCSM Servers
HCSM zarvar: e

Remowve setting/disconnect manager: L | Rernouwe this setting./
dizconnect manager.

IP address: 0.0.0.0

Alert port nurmber [1024-65535): 22611

Alert level: | Information, warning and failure -

Alert retry interval [min] (1-47: Infarrnation, warning and failure
Warning and failure

Alert retry duration [rmin] (4-15): :
Only failure

Do not natify

| Confirm | | Cancel |

Click Confirm after entering each item, and the Confirm dialog box is displayed.

Click Back to go back to the setting window.

Click OK to save the change content, and go back to the HCSM Information
window.

Click Cancel to go back to the HCSM Information window without saving.

set to check Remove setting/disconnect manager in the Edit
HCSM Servers dialog box. However, all other settings are deleted in
HCSM.

n When you forcibly disconnect to HCSM from Web console due to failure,

e Only when the Connection Status is “"Unconnect”, you can change
Tip .. Management server Information each setting.

e Enter Alert port number same as destination settings. Default value
of Alert port number is 22611.

¢ VMware vSphere ESXi regards system BIOS time as UTC time, but
system BIOS manages internal time as local time. So the time of
BIOS is changed to the time a difference of local time and the UTC
slipped off (it is not local time) when you set time by vSphere Client
after installing VMware vSphere ESXi. You can confirm the
difference of time on BIOS setup screen. HCSM's Alert time and
BMC Web console time also refer System BIOS time, so these times
also have difference of time from VMware vSphere ESXi set time.

How to use the Web console (BMC version: 09-80 or higher) 4-79

Hitachi Compute Rack 220S Remote Management User’s Guide



Send HCSM Test Alert
You can send test alert to all registered management servers (HCSM).

Click the Action select button and select Send HCSM Test Alert, the following
Send HCSM Test Alert dialog box is displayed.

| Send test alert xX |

Send test aler

HESM Information

Alert level:

Information -

W arning

wonfirm | | Cancel |
| Error [REsdel  EiietoaEEaes

Select Alert level as follows:

e Information: Send the alert as information level
e Warning: Send the alert as warning level

e Error: Send the alert as error level

Click Confirm after selecting the alert level, and the Confirm dialog box is
displayed.

Click OK to send a test alert and go back to the HCSM Information window.
Click Cancel to go back to the HCSM Information window without sending.

Test alert is sent to all registered SNMP managers.

Tip ..
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Hi-Track Information menu

Set Hi-Track Information menu.

VHitachi Compute Rack family HITACHI

Administration

B vers and Roles

EyLome

@bate andTime

Table 4-32: Hi-Track Information menu items

Menu items Description
Refresh button Refreshes information.
Hi-Track server Displays a registration number of Hi-Track server.
IP address Displays IP address of Hi-Track server.
Edit button Sets Hi-Track.
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Select a Hi-Track server and click Edit, the Edit Hi-Track Servers dialog box is
displayed..

| Edit Hi-Track Servers X {

Edit Hi-Track Servers settings.

Hi-Track Servers
Hi-Track server: 1

Fermove setting: | | Remoave this zetting.

IP address: 0,0.0.0

| Confirm | | Cancel |

Click Confirm after entering each item, and the Confirm dialog box is displayed.

Click Back to go back to the setting window.

Click OK to save the change content, and go back to the Hi-Track Information
window.

Click Cancel to go back to the Hi-Track Information window without saving.
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Certificate

Manage SSL server certificate. Display a registered server certificate, create
self-signed certificate, create and down load CSR, and you can also import and
download server certificate.

ction

Dashboard

Administration
Administration
 Users and roles

by s
@oate

and Time

@ Lan
& sea
Bse

VHitachi Compute Rack family

Resources Alerts

vvvvvvv

43:59:6c10b:22:51 beaS
Public key algorithm R3A(2043bit)

walidity (ot before) 1970-01-01 00:01:00 UTG
Walidity (Not after) 2030-01-01 60:01:00 UTC
Hitachi

HITACHI

& scrosm
Subjeck

SHAL Fingarprint

| certificate v

Table 4-33:

Certificate menu items

Menu items

Description

Refresh button

Refreshes information.

Version

Displays server certificate version.

Serial number

Displays serial number.

Public key algorithm

Displays information for Public key algorithm.

Validity (Not before)

Displays a start day of a valid term.

Validity (Not after)

Displays an end day of a valid term.

Issuer

Displays Common name (CN).

Subject

Displays information for Subject.
Country (C): Upper-case 2 alphabets.

State or Province (ST), Locality (L), Organization (O),
Organizational unit (OU):
1 to 60 alphanumeric characters and symbols

Common Name (CN): 1 to 60 alphanumeric characters including a
hyphen (-) and a period (.)
Email Address: ASCII character string of up to 60 characters

DN Qualifier, Surname, Given Name: 1 to 60 alphanumeric
characters and symbols

Initials: 1 to 30 alphanumeric characters and symbols

SHA1 Fingerprint

Displays information for SHA1 Fingerprint.
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Menu items

Description

Certificate button

Sets the following items from a menu.

Create self-signed certificate:
Enters required information to create self-signed certificate.
(see Create self-signed Certificate)

Create and download CSR:
Enters required information to create CSR, and download CSR.
(see Create and download CSR)

Import server certificate:
Specifies server certificate that is imported.
(see Import server certificate)

Download server certificate:
Downs load registered server certificate.
(see Download server certificate)

Create self-signhed Certificate

Click Certificate, and select Create self-signed Certificate. The following
Create self-signed Certificate dialog box is displayed.

Create self-signed certificate

Create self-signed cartificate,

Create self-signed certificate

Public key algorithm:
Subject:
Country (E):
State or Province [ST):
Locality (L):

@rganization (O):

Commen name [CN):
E-mail address:

DN qualifier:
Surname:

Given name:

Initials:

RSA(Z048hit)

x

(_) RSA[1024hit)

ap

Kanagawa

Tokohama

OrganizationTest

Organizational unit (GU):

OrganizationUnitNameTest

test

test@test codp

| confirm | | cancel |

e Subject items are omissible except Common name (CN).

e The following symbols can be used for State or Province (ST), Locality (L),

Organization (O), Organizational unit (OU), DN Qualifier, Surname, Given

Name, Initials:

Blank symbol, '(apostrophe), - (hyphen), , (comma), = (equal), / (slash),
()(parentheses), . (period), : (colon), + (plus), and ? (question)

Click Confirm after entering each item, the Confirm dialog box is displayed.

Click Back to go back to the Create self-signed Certificate dialog box.
Click Cancel to go back to the Certificate window without saving.
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Create and down load CSR

Click Certificate, and select Create and down load CSR. The following Create

and down load CSR dialog box is displayed.

Create and download CSR

Create and download CSR.

Create and download CSR

Public key algorithm: (=) REA(Z048bit] () REA[1024bit)

File type:

Subject:

Countey (St

State or Province (ST

Locality (L): “rokohama

Crganiza tion (O): QrganizationTest

@rganizational unit (2U): GrganizationUnithameTast

Test

test@test co jp

| Confirm

| cancel |

File type: Select CSR file type that is downloaded, PEM or DER.
Subject items are omissible except Common name (CN).

The following symbols can be used for State or Province (ST), Locality (L),

Organization (O), Organizational unit (OU), DN Qualifier, Surname, Given

Name, Initials:

Blank symbol, '(apostrophe), - (hyphen), , (comma), = (equal), / (slash),

()(parentheses), .

(omissible)

(omissible)

(period), : (colon), + (plus), and ? (question)

Unstructured name: 1 to 60 alphanumeric characters and symbols

Challenge password: 1 to 30 alphanumeric characters and symbols

Click Confirm after entering each item, and the Confirm dialog box is displayed.

Click Back to go back to the Create and down load CSR dialog box.
Click Cancel to go back to the Certificate window without saving.
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Click OK, and the following dialog box is displayed. Click Save.

x

Do you want to save this file. or find a program online to open
it?
MName: ...0HM-MDN-Y_3235a38aa58a358aa58 0N NXNN, C5r

| Type: Unknown File Type
From: 192.0.0.169

Find Save

While files from the Intemet can be useful, some files can potertially

|©J harm your computer. f you do not trust the source, do not find a
program to open this file or save this file. What s the risk?

The following dialog box is displayed, and click Save after selecting a
destination.

x|
¥ mj I Search Downloads @‘
= or @

| Date modified | Type

(H)O | 4. ~ Administrator + Downloads

Organize *  Mew folder

=1  Name =

i-[ Favorites

B Deskiop Mo items match your search.
4@ Downloads

2l Recent Places

il Libraries
[ Documents
J‘ Music
[ Pictures

B videos

M Computer
|

B, | ocal Disk (C2) LI 4 _pl
300 ;I
Bl

File name: | Zsge]l

Save as type: ICSR File

Save Cancel |

“ Hide Folders |
&

Certificate file is saved, and the download complete dialog box is displayed. Click

Close.
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Import server certificate

Click Certificate, and select Import server certificate. The following Import
server certificate dialog box is displayed.

Import server certificate x |

Irnpott server certificate,

Import server certificate

File type: (=) PEM () DER

Server certificate file: cert.pem | Browse |

e File type: Select certificate file type that is downloaded, PEM or DER.
Click Browse to select an imported server certificate file.

Click Confirm after selecting a server certificate file and file type, the Confirm
dialog box is displayed. Confirm the selected file, and then click OK to start
importing.

Click Back to go back to the Import server certificate dialog box.
Click Cancel to go back to the Certificate window without importing.

Download server certificate

Click Certificate, and select Download server certificate. The following
Download server certificate dialog box is displayed.

| Download server certificate x

| Download server certificate.

Download server certificate

File type: (=) PEM () DER

| Confirm | | Cancel |

e File type: Select certificate file type that is downloaded, PEM or DER.

Click Cancel to go back to the Certificate window without downloading.
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Click Confirm after selecting file type, and the following dialog box is displayed.

Click Save.

File Download - Security Warning ) x|

Do you want to open or save this file?

MName: ...0HM-MDN-Y_323aas0aaa0aa55388a 000N NXKN, CEr

ﬂ Type: Security Certificate
From: 192.0.0.169

Open Save

While files fram the Intemet can be useful, this file type can

|\ﬁ potertially ham your computer. K you do not trust the sounce, do not
3 open or save this software. What's the risk?

The following dialog box is displayed, and click Save.

Savens x|
- mj I Search Downloads @‘

(H)O | 4. ~ Administrator + Downloads
= or @

| Date modified | Type

Organize *  Mew folder

=1  Name =

i-[ Favorites

B Deskiop Mo items match your search.
4@ Downloads

2l Recent Places

il Libraries
[ Documents
J‘ Music
[ Pictures

B videos

M Computer
|

B, | ocal Disk (C2) LI 4 _pl
[
Bl

File name: | =3

Save as type: ISecurlty Certificate

Save Cancel |

“ Hide Folders |
&

Certificate file is saved, and the download complete dialog box is displayed. Click

Close.
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SSH > SSH Host Key

Display and recreate SSH Host Key.

VHitachi Compute Rack family

n | Help |

eeeeeeee

Administration

2 SSH

55H Host key  [JETTIRCEEE)
S5H Host Ke:

Iyioap

@ bate and Time

@ Language

B security 3nd Sanice
Bysime

Bscresn

yHcsm

G HiTrack

[H certficate
[e——

[Py Asset Information

REAL2048biE)

51631361 cF1 261865 Thi cLicé ferd 1781154 ?
BSAL1024bit)

52142176196 Laif6 i Taifci 79 f31b 1163 ecidTi coif)

General Tasks

| Racrasta SSH Host Key

Table 4-34: SSH Host Key menu items

Menu items Description
Refresh button Refreshes information.
Key length Displays host key length of SSH server.
Key fingerprint Displays host key fingerprint of SSH server.
Recreate SSH Host Key button Recreates host key of SSH server.

Click the Recreate SSH Host Key button, and the Confirm dialog box is
displayed.

Click OK to recreate a host key, and go back to the SSH Host Key window.
Click Cancel to go back to the SSH Host Key window without recreating.
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SSH > SSH Settings

4-90

Set Authentication Method for SSH server.

VHitachi Compute Rack family

eeeeeeee

Administration
{J Users and Roles
by Loar
@Dste and Time
@Larguage
@ Secunty and Service
yonme

pscresm

SEH User Authenticstion Method Password Authentication and Public Key Authentication

ygricsn
i
[He

| edit |

Table 4-35: SSH menu items

Menu items Description

Refresh button Refreshes information.

SSH User Authentication Method | Displays SSH User Authentication Method.

Edit button Edits SSH User Authentication Method.

Click the Edit button, and the Edit SSH Settings dialog box is displayed.

Edit SSH Settings x

Edit 55H Settings

SSH Settings

SSH User Authenticstion Method: (2) Passward and Public key (L) Public Key Authenticatian Only

| confirm | | canesl |

Click Confirm after selecting SSH User Authentication Method, and the
Confirm dialog box is displayed.

Click Back to go back to the setting window.

Click OK to save the change content, and go back to the SSH Settings window.
Click Cancel to go back to the SSH Settings window without saving.
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Asset Information

Set Asset Information for a system unit.

VHitachi Compute Rack family

| acien [ hein |

Administration

8 Users and Roles

Eytoae
@bate and Time

B Remote o

Q& Dounlosd logs

HASDDD Server
£SD CaF 201

| ede |

Table 4-36: Asset Information menu items

Menu items

Description

Refresh button

Refreshes information.

Server name¥*

Displays Server name.
(1 to 63 alphanumeric characters and symbols)

Web console.

This information identifies a system unit as a log-in destination in

Server asset information*

Displays Server asset information.
(1 to 63 alphanumeric characters and symbols)

administrator.

This information can be checked such as locality and

Edit button

Edits Server asset information.

* We recommend that the number of input character of Server name is 20 alphanumeric characters
and symbols, and the number of input character of Server asset information is 25 alphanumeric
characters and symbols. The information (such as server name, user name, and last login time)
may not be displayed normally in the title.
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Click the Edit button, and the Edit Asset Information dialog box is displayed.

Edit Asset Information x

Edit Asset Infoarmation settings,

Asset Information

Server name: HAZ000 Server

Server aszet information: ESD C3F 201

| Confirrn | | Cancel |

Click Confirm after entering each item, and the Confirm dialog box is displayed.

Click Back to go back to the setting window.

Click OK to save the change content, and go back to the Asset Information
window.

Click Cancel to go back to the Asset Information window without saving.
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General Tasks

General Tasks is displayed on the left bottom pane of the Resources tab, the
Alerts tab, and the Administration tab.

You can launch and set Web console, and download logs that BMC collected in
General Tasks.

Launch remote console

When Remote Console application is applied to a system unit, Launch remote
console is displayed. Remote Console is launched from this menu.

For details, see the manual attached to the Remote Console application.
Remote console settings

When Remote Console application is applied to a system unit, Remote console
settings is displayed. Set the mouse mode for remote console operation.

For details, see Setting mouse mode of Remote Console.

Download logs

Download logs that BMC collected.

s Logs are used for at the time of investigating hardware failure. It is not
Tip . necessary to collect logs in hormal operation.
If failure occurs, we may request you to collect logs using Web console
for a cause investigation.

In other ways, you can download logs from the following menus.
e Dashboard tab > System Event Logs > Download logs button

e Operation of menu > Download logs

Click Download logs, and the Confirm dialog box is displayed.
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Click Download, and the following dialog box is displayed. Click Save.

x

Do you want to save this file. or find a program online to open
it?
MName: ...0HM-MDN-Y_323aaaaaasaaasaaaaa 0y, &r

| Type: Unknown File Type
From: 192.0.0.169

Find Save

While files from the Intemet can be useful, some files can potertially

|©J harm your computer. f you do not trust the source, do not find a
program to open this file or save this file. What s the risk?

The following window is displayed, and selects the saved folder. Click Save.

x|
> m I Search Downloads @‘
= - @.

| Date modified | Type

(‘_\)O | 4. ~ Administrator ~ Downloads

Organize v  Mew folder

21 Name -

i Favorites
B Desktop
4 Downloads
£ Recent Places

Mo items match your search.

= Libraries
|4 Documents

J? Music

& Computer
|

£, | ocal Disk (C2) ﬂ | _'I
=
&

501 fog GO-CR.210HM-NDN-Y 32 3aaasaaaaaasaaasalooncon

Save as type: ITAR File

Save Cancel |

“ Hide Folders | E
v

The logs are saved, and the download complete window is displayed. Click

Close.
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Exiting Web console

By pressing Log Out on the right of the window or pressing File from menu >
Logout, you can log out of the Web console.

Hitachi Compute Rack family

on | Help

Resources Administration

If you close the Web browser without logging out, the user login state
Tip .. will continue until the automatic logout is performed in 30 minutes.
Therefore, if you repeat this action of closing the Web browser without
logging out, you cannot log in to the Web console again until a lapse of
30 minutes. Before closing the Web browser, be sure to press Logout
and log out of the Web console.
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How to use the Web console
(BMC version: 09-79 or lower)

This chapter describes how to use the Web console in BMC version 09-79 or lower,
and its initial setting and functionality.

O Configuration of Web console menu

Function of Web console

Starting Web console

Initializing Web console

Web console menu items

O0OoOoo0oad

Exiting Web console
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Configuration of Web console menu

This section describes the Web console menu items. See the following chart.

| Start |

Server Operation

Server Information |

Power and LED |

Information accumulated temperature and power |

Server Settings Language Settings

Asset Information

Network Settings

Services Configuration

User Accounts

IPMI Over LAN Settings

BMC Date and Time

Remote KVM

SSL Server

DNS Client

LDAP

SNMP Setting

SVP Settings

Power Capping function setting

Hitachi Compute Systems Manager Setting

|
|
|
|
|
|
|
|
SSH Server |
|
|
|
|
|
|
|
Hi-Track Setting |

Maintenance BMC Firmware Management

Backup Server Management Settings

Restore Server Management Settings

Restart BMC

L 6 N I I e I

Logs Download Logs |

End |

Figure 5-1: Web console menu (BMC version: 09-79 or lower)
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Function of Web console

This section describes the functions that you can set from the Web console.

Functions

The Web console provides the following functions:

Table 5-1: List of functions

No. Menu Function
Server Operation
1 Server Information Displays the information of the system unit.
2 Power and LED Displays the power, reset operation, and LED status.
3 Information accumulated | Displays information about the temperature and the
temperature and power | accumulation of power.
Server Settings
4 Language Settings Sets a language that you use on the Web console.
5 Asset Information Sets asset information.
6 Network Settings Displays network settings and sets connection restrictions.
7 Services Configuration Enables or disables a service provided by the system unit and sets
a port number.
8 User Accounts Displays and sets a user account.
9 IPMI Over LAN Settings Sets IPMI Over LAN.
10 | BMC Date and Time Displays and sets BMC time and time zone.
11 | Remote KVM Sets mouse mode of remote console.
12 | SSH Server Sets an SSH authentication method and displays a host key.
13 | SSL Server Manages an SSL server certificate.
14 | DNS Client Sets a DNS server.
15 | LDAP Sets user authentication by LDAP.
16 | SNMP Setting Sets a SNMP server.
17 | SVP Settings Displays and sets a destination where a SVP alert is reported.
18 | Power Capping function Sets a mode for power saving function.
setting
19 | Hitachi Compute Sets a Hitachi Compute Systems Manager (HCSM) server.
Systems Manager
Setting
20 | Hi-Track Setting Sets a Hi-Track server.
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No. Menu Function

Maintenance

21 | BMC Firmware Displays and update BMC firmware information.
Management

22 | Backup Server Backs up the settings of system unit.
Management Settings

23 | Restore Server Restores the settings of system unit.
Management Settings

24 | Restart BMC* Restarts BMC.

Logs

25 ‘ Download Logs Collects and downloads a system unit log.

* This function is available only for "cecons|" users (users for maintenance work).

Requiring Role

The Web console is restricted on operation according to the roles assigned to
each use. The operations that can be performed on a role basis are as follows:

Table 5-2: Requiring role to operation

Operation allowed by role
No. Menu .
.. Server User Account Service IPMI Over
LTINS EE T Operation Management Settings LAN CE
Server Operation
1 Server Information All All Information Information | Information | All
display onl display onl display onl
2 Power and LED play y play y play y
3 Information
accumulated
temperature and
power
Server Settings
4 Language Settings All Information | Information All Information | All
display onl display onl display onl
5 Asset Information play y play y play y None
6 Network Settings All
7 Services
Configuration
8 User Accounts Only own Display and Only own None
account setting of account
setting general users | setting
9 IPMI Over LAN None None None None All
Settings
10 | BMC Date and Time All Information | Information All Information | All
display onl display onl display onl
11 | Remote KVM play y play y play y
12 | SSH Server None
13 | SSL Server
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Operation allowed by role
No. Menu -
.. Server User Account Service IPMI Over
LR T Operation Management Settings LAN £
14 | DNS Client All Information | Information All Information | All
display only | display only display only
15 | LDAP None None None None None
16 | SNMP Setting Information | Information All Information
display only | display only display only
17 | SVP Settings All All All
18 | Power Capping Information | Information None
function setting display only | display only
19 | Hitachi Compute
Systems Manager
Setting
20 | Hi-Track Setting
Maintenance
21 | BMC Firmware All Information | Information Information | Information | All
Management display only | display only display only | display only
22 | Backup Server None None None None
Management
Settings
23 | Restore Server
Management
Settings
24 | Restart BMC None
Maintenance
25 | Download Logs ‘ All All None None None All

o es Remote Console and Remote Media roles do not affect on the Web
console operation. Those roles are used to enabling the each function.
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Starting Web console

5-6

This section describes how to log in the Web console.
1. Power on the system unit.

2. Start the consol terminal's Web browser.

3. Enter the following URL into the address bar:

When the HTTP (Hypertext Transfer Protocol) is used for connection, enter
the following into the address bar:

http://<IP address of management interface>

When the HTTPS (Hypertext Transfer Protocol over Secure Socket Layer) is
used for connection, enter the following into the address bar:

https://<IP address of management interface>

When succeed in the connection, the login window opens.

4. Enter a user name and a password in the login window.

Hitachi Compute Rack family

Server Name: CR210-EZD0000 123456

------------

HITACHI

All Rights Reserved Gopyright (C) 2008-2012, Hitachi, Ltd
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5. Enter a user name and a password in the login window.

When your user authentication is successful and you log in to the Web
console, the server information is displayed.

Hitachi Compute Rack family
Ser User e: us 456 rname; user

rmame: u:

r01 Previous Login: Thu Feb 16 10:05:14 2012

Server Information.
Dowe: 204 LED

Information sccvmalated
temperature 20 power

Launch
Remote Console

Server Information CpReresh |
| Basic Information

Server Name CR210-ESDO000123456
BMCIP Address 192.168.0.50

BMC MAC Address SOES:49:A0:8823

U FOFFOFREfERF-fEFE-fEFF-5 0 349298748
BMCE/W Version 08.05

EFIF/W Version 00-00

Operational mode of BMC Normal Mode

| server FRU Information

Product Name Compute Rack 2105
Product Part/Model Number GQ-CR2ICHM NDN-Y
Product Version 0021R21500

Product Serial Number 323aaaa2233330322221 (oo

Tip ..

With the factory defaults for the system unit, you can login as an
administrator by entering user01 and pass01 in response to the
user name and password in the login window.

If you have been changing an above user account setting, you can
not log in the Web console. Enter the user name and password that
have been already set to log in.

For your security, we strongly recommend that you set a user
account different from the factory default.
For details, see Setting a user account.

The Launch Remote Console button is displayed on the console
screen when the Remote Console application is applied.

When you click Launch Remote Console, the Remote Console
application is started and the user name and password entry
window for the Remote Console is displayed.

For details on how to use the Remote Console application, see
Remote Console Application User's Guide.

Up to two users can log in to the Web console simultaneously. If two
users have already logged in, Could not login on the Web
console since it reached max sessions. is displayed, and you
cannot log in.

If no operation is done for 30 minutes or longer when you has
logged in to the Web console, an automatic logout will be
performed.
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Initializing Web console

This section describes the initial setting of the Web console. You should initially
set the following data:

Setting user account

Setting mouse mode of Remote Console

Setting BMC date and time

Setting BMC network

Setting user account

5-8

The setting of a user account is required for remote operation of the system unit.
Each of the registered users can be given a user name, a password, and the
authority for the Web console operation as well as can enable or disable own
account.

For your security, we strongly recommend that you set a user account different
from the factory default.

You can set above information in the Configure User Accounts window. Click
Server Setting from the top tab, and then click User Accounts in the left pane.

If you forget your user name and password to log in to the Web
Tip ..

console, start the system BIOS setup menu and then set and save
ServerMgmt > Reset BMC Web Connection to Yes, On next reset.
BMC network setting is initialized.

When BMC is restarted, the SERVICE LED on the system unit blinks
about 30 to 60 seconds. Log in to the Web console with the factory
default user name and password after restarting BMC, and then set
BMC network again.
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Configure User Accounts menu

Click Server Setting from the top tab, and then

pane. The following window is displayed.

i Compute

'R210-ESD0000123

Configure User Accounts

[ List of User Accounts

£
kS
i

< < Login Administrator =Server Operation

IO TN S 0wl | |F [l
BM Dote 2o Time @ lwe T T [
Remote KVM | userd3 |l [l |l
T © | userdd = - =

O | useds [ [
i O Juwats |F|F [
DNS Client | userd? |l " |l
LDap © | userd8 = - =
N C et (T | [l
b O Juserld [T F -
L i © Juern  |F [T r
‘Bower Cappine fonstion setting € |ceconst | - =

Launch
Remote Console

A=A @R RRERRRRE

CpRefresh |

er Account Management  Service Settings | Remote Console Remote Media | TPMI Over LAN | SMASHCLP CE
[ [ [ [ = =
r r r r |l [l
r r r r |l "
r ~ r ~ = -
[ [ [ [ = =
[ [ [ [ = =
r r r r |l "
r ~ r ~ = -
[ - [ - = =
[ [ [ [ = =
r r r r |l [l
r - r - = =
_Edi |

The following table shows description of menu items in the window.

Table 5-3: Configure User Accounts menu items

Menu items

Description

Refresh button

Refreshes user account information.

Administrator

Server Operation

User Account Management

Service Settings

Remote Console

Remote Media

IPMI Over LAN

SMASH CLP

CE

Select Radio button for selecting a user account.
Username User account name
Role

Login Displays the roles given to user account.

Edit

Go to the Configure User Accounts window.
However, this is valid only when the Radio button is
checked.

How to use the Web console (BMC version: 09-79 or lower)
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Roles

Giving roles to a user account allows the setting of actions that the user can do.

Each has the following meaning:

Table 5-4: Role allowing operation and function

Role name

Description

Login

A role for logging in to the service provided by the Web console.
Any user without this role is considered invalid and cannot log in
to a service.

Administrator

A role representing the user authority for an administrator.
Any user with this role can perform all the functions of Web
console except setting IPMI Over LAN and BMC restart.

Server Operation

A role for controlling the power to the system unit and making a
reset operation.

User Account Management

A role for setting a user account.

Service Settings

A role for setting a service provided by the system unit.

Remote Console*

A role for the Remote Console function to display the system unit
screen on a console terminal, and remotely manipulating both
keyboard and mouse.

Remote Media*

A role for using the remote floppy disk function and remote
CD/DVD function.

IPMI Over LAN

A role for setting a user account and an authentication type for
IPMI Over LAN.

SMASH CLP

A role for setting user account for SMASH.

CE

A role representing the user authority for maintenance work,
which can be given to ceconsl user only.

* The setting becomes valid when the Remote Console application is applied.
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Initial setting of a user account

The initial setting of a user account is as follows:

Table 5-5: Initial settings of user account

Username Password Role Description
user01 pass01 Login A user for system unit administration. This role
Administrator is unchangeable.

user02 pass02 None General users

user03 pass03

user04 pass04

user05 pass05

user06 pass06

user07 pass07

user08 pass08

userQ09 pass09

userl0 pass10

userll passll

ceconsl Set at Login A user for maintenance work. Maintenance
shipment CE personnel use this role during maintenance

work. This setting is unchangeable.

Configure User Accounts > Edit User Accounts

To change a user account, check the radio button of a user account that you want
to change in the Configure User Accounts window, and click Edit.
The following window for setting the selected user account is displayed.

Configure User Accounts

| Edit User Accounts

Username juseroz

Services Confisuration
User Acconmts
Password ~ |ssssss
IEMI Ouer AN Sattines
Passvord(Confirm) ~[sesesd]
BMC Date 20é Time
FLogin
Eemote KVM [~ Administrator
Se
S8H Server P Us: ent
) Role Se
SSL Sarver Fre :
DS Client "Re dia
[CIPMIOver LAN
LDAD TSMASHCLP
KeyData Not Registered
DR tatine SSH Public Keyl =
Register Public Key [ Browse.
SV Settines
KeyData Not Registered
‘Power Cappine function sstting SSH Public Key2 -
Register Public Key [ Browse.
Hitacki Compots Sustems 5 o
KeyData Not Registered
Manaeer Setins SSH Public Keyd =
Register Public Key [ Browse.
EiTrack Satting
KeyData Not Registered
SSH Public Key4 5 v
Launch Register Public Key I Browse.. |
Remote Console Reset | Modify
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The following table shows description of menu items in the window.

Table 5-6: Configure User Accounts > Edit User Accounts menu items

Menu items Description
Username User account name (up to 32 characters)
Password Entry of a password (up to 32 characters)

Password (Confirm)

Re-entry of a password

Role

Login

Administrator

Server Operation

User Account Management

Service Settings

Remote Console

Remote Media

IPMI Over LAN

SMASH CLP

A checked role is given to a user account.

SSH Public Key1l, SSH Public Key2, SSH Public Key3, SSH Public Key4

Key Data

Key Type

Fingerprint

Options

Comment

Display information of a public key data.
If a public key data is not registered, display Not
Registered.

Update Public Key

Update a specified public key data.

Delete Public Key

Delete a public key data.

Register Public Key

Register a specified public key.

Back button

Disables what you edited, and returns to the
Configure User Accounts window.

Reset button

Disables what you edited, and returns to the status
before editing.

Modify button

Enables what you edited, and goes to the confirming
window.
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e Username is a mandatory input item.

Tip . e When you set a password, enter the same value for both password
and password (Confirm).

e When you edit a user account, a password is hot a mandatory item.
When you do not enter a password, the BMC decides that the
password remains unchanged.

e You can register a SSH public key file made with OpenSSH.

e A maximum size of a SSH public key file which you can register is
2 KB.

e The user01, which the administrator user's role is unchangeable.
e Only the user with Administrator role can change a role.

e The ceconsl is a user for maintenance personnel. Maintenance
personnel use this role when a maintenance service is offered. This
setting is unchangeable.

Changes the settings of a user account.
And then click Modify. The following Confirm window is displayed.

Configure User Accounts

MNetwork Sattinzs | Edit User Account (Confirm)

Username user02

Password Will be modified

IPMI Over LAN Settings Role Login
User Account Management

SSH Public Keyl
SSH Public Key2
SSH Server SSH Public Key3
. SSH Public Keyd. Will not be modified

Back | Confirm

- Track Satt
Launch
Remote Console

Click Confirm to save the change settings of a user account.

If you want to return to the status before editing, click Back.

Tip ..
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Setting mouse mode of Remote Console

When the Remote Console application is applied to the system unit, set the
mouse mode for remote console operation. Otherwise, no setting is required.

Click Server Setting from the top tab, and then click Remote KVM in the left
pane. The following window is displayed.

i Compute Rack family

R210-ESD0000123456 Username: user01 Previous Login: Thu Feb 16 10:13:36 2012
Logs

Lepnges teuzy Remote KVM Settings GpRefiesh |
st Toformation
Networ Settinm | Remote KVM Settings
Cortion Confimeation This sction i foe semote KVM setings
P — Mouse Mode (@ RELATIVE Mode (" ABSOLUTE Mode
- Reset | Modify
IPMI Over LAN Settines
BMCDate a0d Time
Remots KVM
S Sorver
SSL Server
NS Clisat
LDAP
DO Settin
SVP Settinss
B
Fitachi Compnte Svstems
Manzess Sattine
Hi-Track Settine.
Launch
Remote Console

The following table shows description of menu items in the window.

Table 5-7: Remote KVM Settings menu items

Menu items Description
Refresh button Refreshes information.
Mouse Mode RELATIVE Mode:

A mode for manipulating the mouse of remote console using the
mouse cursor on the system unit screen. For use of a non-Windows
0S.

ABSOLUTE Mode:

A mode for manipulating the mouse of remote console using the
mouse cursor of a console terminal. Use this mode when the OS of
the system unit is Windows.

Reset button Disables what you edited, and returns to the status before editing.
Modify button Enables what you edited, and goes to the confirming window.
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Set mouse mode in accordance with the OS that you install.
And then click Modify. The following Confirm window is displayed.

Hitachi Compute Rack family

S 'R210-ESD0000123456 Username: user01 ogin: Thu Feb 16 10:05:14 2012

Lanuage Settines Remote KVM Settings

Networic Sttinm || Remote KVM Settings (Confirm)

£ " Confirm” button is pressed, n
Mouse Mode

Back | Confirm

Hitachi Computs Systems
Manager Setting

Launch
Remote Console

Click Confirm to save the change settings of mouse mode.

An attempt to change the mouse mode while the remote console is

n When changing the mouse mode, terminate the remote console first.
active, the mouse cursor may not work normally.

e If you want to return to the status before editing, click Back.

Tip . e For details on how to use the Remote Console application, see
Remote Console Application User's Guide.
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Setting BMC date and time

5-16

The setting of BMC date and time is required for time stamp of an error log.

Before operating the system unit, set the date and time of both Web console and
system BIOS. For the setting of the system BIOS, see Hitachi Compute Rack
220S BIOS Guide.

Click Server Setting from the top tab, and then click BMC Date and Time in
the left pane. The following window is displayed.

hu Feb 16 10:05:14 2012

Lol e BMC Time ORefiesh

Natwork Ssttings | Time and Timezone Settings

This section i or etting tme 20 timemone EBAC

Do Not Use NTP
Use NTP

User Acconts Time Synchronization Method p

[PMI Oves LN Sattinss Month/Day/Year 2 fis 2
BACDate and Time Time 0 T o7
Remote KVM NTP Server 1 [
NTP Settings
SSH Server NTP Server 2 [
Timezone
SSLServer St |
(from -12:00 to +14:00) rxio o
DS Clisat Reset | Moy
Loap
SHMP Setting
SUP Settiney
Power Cappine fnction settine.
Hitachi Comnte Sustems
Mansees Seiting
Ei-Trak Satine
Launch
Remate Console

The following table shows description of menu items in the window.
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Table 5-8: BMC Time menu items

Menu items Description
Refresh button Refreshes information.
Time Synchronization Method e Do Not Use NTP:

BMC reads and synchronizes the system clock of the system
unit periodically.

e Use NTP:
BMC time is synchronized with the time distributed by an

external NTP server. Set an NTP server address according to
NTP Settings.

Month/Day/Year Enter a date and local time.

Time

NTP Settings When setting Time Synchronization Method to Use NTP, enter
the IP address of NTP server.

Timezone Set the time zone of the local area where the system unit is

(from -12:00 to +14:00) installed, according to its OS.

Reset button Disables what you edited, and returns to the status before editing.

Modify button Enables what you edited, and goes to the confirming window.

Set BMC date and time, and then click Modify. The following Confirm window is
displayed.

ogin: Thu Feb 16 10:05:14 2012

Ml i BMC Time

Network Settinz | Time and Timezone Settings (Confirm)

o prasend,

Time Synchronization Method Do Not Use NTP
Month/Day/Year 02/16/12
IDMI Over LAN Satting: Time 104707

EMC Date 30 Time NTP Server 1
NTP Scitings

NTP Server 2

Timezone
SSH Server (rom -12:00 to+14:00)

SSL Server Back | _Confirm

+00:00

% o
Launch
Remote Console

Click Confirm to save the change settings of BMC date and time.
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Setting BMC network

5-18

You can change the BMC network setting of the system unit from the factory
defaults in accordance with your system environment.

When the BMC network setting is changed, the network is shut off and restarts.
After that, you can connect to the BMC network only in the environment changed
in setting. Confirm that the settings are correct when changing the BMC network

setting.

You can make setting to restrict the IP address of network device allowed
connecting to the system unit. Up to four IP addresses of the network devices
that permits connection to the system unit.

Click Server Setting from the top tab, and then click Network Settings in the
left pane. The following window is displayed.

agk family

rname: userd!

Lol e Network Setting GRefresh
Asset Information
Natwork Ssttings | setting of Network Interface
i Confimntion This sction i for the BMC network: ntecface setings
SUES4ZAP8823
= feztesoe0
- [ —
(¥Not Used ( Used
_Reset | _Modify
 xamples blos
“Deny all access but the ones from the following [P addresses. & Accept all access
o282
——
—
Launch = [
Remote Console _Reset |[ Modiy |

The following table shows description of menu items in the window.
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Table 5-9: Network Setting menu items

Menu items

Description

Refresh button

Refreshes information.

MAC Address

IP Address
Netmask
Default Gateway

Sets the BMC network.

For the factory defaults of BMC network settings which are IP
address, subnet mask, and default gateway, see Concidering BMC

network setting.
For the DNS setting, see DNS Client Settings menu.

DHCP

Enables or disables the DHCP*.

IP Address Restriction

Enables or disables the connection IP address restriction function.

IP Address Allowed1
IP Address Allowed2
IP Address Allowed3
IP Address Allowed4

Enter an IP address to permit connection to the system unit. You
can set a single IP address or subnet.

(Example)
Single IP address: 192.168.10.1
Subnet: 192.168.10.0/255.255.255.0 or 192.168.10.0/24

Reset button

Disables what you edited, and returns to the status before editing.

Modify button

Enables what you edited, and goes to the confirming window.

* When you set DHCP to Used, settings of IP Address, Netmask, and Default Gateway are

disabled.

When you set DHCP to Used, an IP address of the BMC network may

Tip .. be changed depending on the DHCP server.
We recommend you use a DHCP only as temporary use to initialization

of an IP address.

Set BMC network items and restriction IP address. And then click Modify. The
following Confirm window is displayed.

When changing Setting of Network Interface items:

Lanmase Sotting Network Setting
Asset Information
Network Settines | setting of Network Interface (Confirm)
Services Confieuration £ cenficn et
IP Address
—
Netmask
e ——
BMC Date and Time DHCP
Remote KVM _Back | _Confirm
$SH Server
—
DNS Client
LDae
SNMP Setting
—
S
——
Manager Sstting
o
Launch
Remote Console
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e When changing IP Address Restriction items:

ogin: Thu Feb 16 10:05:14 2012
Logs

Lanmpses favin Network Setting

MNekwort Sattings | 1P Address Restriction
ton is pressed, TP address restriction settings will bemodified as follows
IP Address Restriction Accept all access
TP Address Allowedl 102.168.48.129
[PMI Oves LN Sattinss e

BMC Date nd Tisms IP Address Allowed3

T Back | Confirm

Launch
Remote Console

Click Confirm to save the change settings of BMC network.

When you change Setting of Network Interface items, the BMC terminates
the Web console, and shuts off the network to change the network settings.

After that, enter the changed IP address to the Web browser, and then log in to
the Web console.
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Web console menu items
This section describes the Web console menus and setting items.
Server Operation tab

Server Operation tab enables you to refer to the system unit identification
information and set remote power operations.

Server Information menu

Click Server Operation from the top tab, and then click Server Information in
the left pane. The following window is displayed.

Hitachi Compute Rack family

Username: us0123456 ame: userd] Previous Login: Thu Feb 16 10:05:14 2012

Maintenance Logs

Server Information CpRefresh |

| Basic Information

L. h Server Name (CR210-ESD0000123456
aunc
Tems b SRR e BMCIP Address 192.163.0.80

BMC MAC Address SOES49:A9:8823

D ‘FEFFIFREfFRF-fFFT-fFFF-0e 349208748
BMCF/W Version 09.05

EFIF/W Version 00-00

Operational mode of BMC Normal Mode

| server FRU Information

Product Name Compute Rack 2105

Product Part/Model Number GQ-CR2ICHM NDN-Y
Product Version 0021R2LSH

Product Serial Number 323aaaa aascos

The following table shows description of menu items in the window.
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Table 5-10: Server Information menu items

Menu items

Description

Refresh button

Refreshes information.

Server Name

Displays a server name set in Asset Information menu

BMC IP Address

Displays a BMC's IP address for system unit.
For BMC's IP address factory defaults, see Concidering BMC

network setting.
For the change of BMC's IP address, see Setting BMC network.

BMC MAC Address

Displays a BMC's MAC address.

UuIibD

Displays a UUID.

BMC F/W Version

Displays a BMC's firmware version.

EFI F/W Version

Displays an EFI's firmware version.

Operational mode of BMC

Displays BMC's operating mode.

Product Name*

Displays the product name of system unit.

Product Part/Module Number*

Displays the model information of system unit.

Product Version*

Displays the hardware version of system unit.

Product Serial Number*

Displays the product serial number of system unit.

* Those items are displayed about Field-Replaceable Unit information (FRU).
When the information has not been set, "N/A" is displayed.

Types of BMC's operating modes are Normal Mode and Maintenance
Mode. Maintenance Mode is used only by maintenance personnel

during maintenance work. If Maintenance Mode is displayed in

Operational mode of BMC, press the FUNCTION switch for at least

10 seconds with the tip of a ballpoint pen to cancel that mode.
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Power and LED menu

Click Server Operation from the top tab, and then click Power and LED in the
left pane. The following window is displayed.

Hitachi Compute Rack family

ame: user0l Previ ogin: Thu Feb 16 10:05:14 2012
Logs

Server Information

Power and LED CrRefresh
Power nd[ED
Information accomulated | Power and Reset Operation
temperaburs and power o . X - . . . et

Power Status OFF
Launch
Remote Console Power and Reset Operation Power ON| Force Power OFF| Hard Reset| N[

| LED Operations

ction to oparate LEDs

Location ID Lamp (LID) Lon| of
| LED status
Location ID Lamp (LID) o
ERROR Lamp (AL1 o
LED Status e LD
Moded Lamp o
Model Lamp off

The following table shows description of menu items in the window.
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Table 5-11: Power and LED menu items

Menu items

Description

Refresh button

Refreshes information.

Power Status

Displays the power supply status of the current system unit.

OFF: Power-OFF status
ON: Power-ON status

OFF (Power-ON suppressed):
Power cannot be turned on due to a power failure.

Power and Reset Operation

Operations the power to the system unit.

Power ON
Turns on the power to system unit.

Force Power OFF

Forcibly turns off the power to system unit. OS shutdown is not
performed. To turn off the power normally, shut down the
system in the OS window.

Hard Reset
Applies a hardware reset to the system unit. This button is
enabled with the power to system ON.

NMI

Issues an NMI interrupt signal.

A dump process is activated according to the OS setting. This
button is enabled with the power to system unit ON.

Location ID Lamp (LID)

Oon

Turns on the ID LED.

Clicking this button provides the same operation as pressing the
SERVICE switch.

Off

Turns off the ID LED.

Clicking this button provides the same operation as pressing the
SERVICE switch.

LED Status *

Displays following the LED status of the system unit.

Location ID Lamp (LID)
ERROR Lamp (ALT)
ModeO Lamp

Model Lamp

follows:

* The correspondence between the LEDs displayed in LED status and the system unit's LEDs is as

Location ID Lamp (LID) SERVICE LED

ERROR Lamp (ALT): ERROR LED

ModeO Lamp : MODEO LED

Model Lamp : MODE1 LED

For details on LEDs, see Hitachi Compute Rack 220S Getting Started Guide.
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Information accumulated temperature and power

Click Server Operation from the top tab, and then click Information
accumulated temperature and power in the left pane. The following window
is displayed.

Hitachi Comﬂpute Rack family

e user0] Previous Login: Mon Mar 26 18:28:33 2012

Maintenance Logs

Inf i p re and power (Refresh

‘Dower ;g LED

pre—p—

@By date By power {"By temperatuce

. 5 o
Launch
Remote Console Execution

Sensor Name. Power CUR AVE MAX MIN

INTAKE Temp off 26 256 26¢ 256

PWR Cons_A ow S0W 5W ow
INTAKE Temp On 2C 1 200 210
PWR Cons A W W 15W W
INTAKE Temp On 20 2 30C 2
2 PWR Cons_A 60w 60w 65W 60W
0153 20120322 00 INTAKE Temp On 2C 29C 30C 20C
06:08:41 B PWR Cons_& 60w 60w 65w 60W
015 [ INTAKE Temp On 300 30C 31C 30C
B3 PWR Cons_A 60w 60w 65W 60W
o151 00 INTAKE Temp On 30C 30C 30C 30C
B PWR Cons_& 60w 60w 70W 60w

0150 [ INTAKE Tep On 300 30C 30C 30C
B3 PWR Cons_A 60w 60w 65W 60W

0149 00 INTAKE Temp On 30C 29C 30C 210
B3 PWR Cons & 60w 60w 65w 60w

014 08 INTAKE Temp On 28 27¢ b 25¢
B3 PWR Cons_A 60w 60w W 60w

0147 00 INTAKE Temp on 21C 27C 27C 27C
B3 PWR Cons A W 65W S0W 60W

0146 08 INTAKE Temp On 21c 21c 21 27c
B3 PWR Cons A 65W W 8OW 60w

0145 0s INTAKE Temp on 3 250 23C 25C
B3 PWR Cons A 65W 60w S0W 60W

The following table shows description of menu items in the window.

Table 5-12: Information storage temperature power menu items

Menu items Description
Refresh button Refreshes information.
Type of sort Sorts the information accumulated in the selected item (maximum
twelve).

e By date: Sorts the information by date.
e By Power: Sorts the information by power consumption.
e By Temperature: Sorts the information by temperature.

Execution Perform the sort by selected item.

storage of information* Displays the information of the system unit about intake
temperature, power status and power consumption.

* The information is recorded automatically every two hours and is accumulated for up to two years.
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Server Settings
Server Settings tab enables you to set the functions for managing the system
unit.

Language Settings menu

Click Server Settings from the top tab, and then click Language Settings in
the left pane. The following window is displayed.

i Compute Rack family

e s s Language Settings CoRefresh |
et Information

Nebwork Settines ) Language settings
Servicss Confimuration This section is for language sett

Language & English (" Tapanese

Reset | _Modify

Launch
Remote Console

The following table shows description of menu items in the window.

Table 5-13: Language Settings menu items

Menu items Description

Refresh button Refreshes information.

Language e English
Sets English as a Web console display language.

e Japanese
Sets Japanese as a Web console display language.

Reset button Disables what you edited, and returns to the status before editing.

Modify button Enables what you edited, and goes to the confirming window.

If you change settings, click Modify to go to confirming window. And then, click
Confirm to save the change settings.
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Asset Information menu

Click Server Settings from the top tab, and then click Asset Information in
the left pane. The following window is displayed.

Hitachi Compute Rack family

Name: CR2Z10.ES 23456 Username: user01 Previous Login: Thu Feb 16 10:05:14 2012
Logs

Lennzze Sating; Asset Information CoRefresh |

| Asset Information

Server Name [CR210-E5D0000123456

[ESD C3F 201 =]

Server Asset Information

SVP Setfings =

Power Capping fnction sstting Reset | Modify

Launch
Remote Console

The following table shows description of menu items in the window.

Table 5-14: Asset Information menu items

Menu items Description
Refresh button Refreshes information.
Server Name Sets a system unit name.

This setting is displayed in the Server Name column at top of the
window, and in the Server Information window on the Server
Operation tab.

Server Asset Information Enables you to register sentences including information on the
system unit installation site or administrators.

Reset button Disables what you edited, and returns to the status before editing.

Modify button Enables what you edited, and goes to the confirming window.

If you change settings, click Modify to go to confirming window. And then, click
Confirm to save the change settings.

Network Settings menu

See Setting BMC network on page 5-18.
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Service Settings menu

Click Server Settings from the top tab, and then click Service Configuration
in the left pane. The following window is displayed.

Lanmase Setting Service Settings ORefresh

Nebvork Settings | service settings

[ Telnet (CLI) 5
IPMI Over LAN Settines & Allow (Disall
SSH (CLD -
BMC Date and Time 22
& Aflow (*Disallow
Remors KV P
o 7578
& Aflow (*Disallow
SSL Server HITP
80
DNE Clisnt @ Allow ("~ Disall
HTTPS
LDap 443
@ Allow (" Disallow
DOMP Setting e
[69s6
SVP Settines
@ Allow (Disallow
Possr Cappins Gnetionsttins | IPMI Over LAN o
Hitachi Compute Svstems @ Allow (" Disall
Manases Stting SVP
o 21001
i Track Settn
HiSkinting Reset | Modify
Launch
Remote Console

The following table shows description of menu items in the window.

Table 5-15: Service Settings menu items

Menu items Description
Refresh button Refreshes information.
Telnet (CLI) Sets a permission to use the port for the telnet (CLI) functions.
And displays a port number used by the telnet (CLI) functions.
SSH (CLI) Sets a permission to use the port for the SSH (CLI) functions.
And displays a port number used by the SSH (CLI) functions.
Remote KVM Sets a permission to use the port for the Remote Console
application. And sets a port number used by the Remote Console
application.
HTTP Sets a permission to use the port for the HTTP and HTTPS.
And displays the HTTP port number and HTTPS port number that
HTTPS
are used by the Web console.
WS-MAN!? Sets a permission to use the port for WS-MAN.
And sets a port number used by WS-MAN.
IPMI Over LAN? Sets a permission to use the port for the IPMI Over LAN functions.
And displays a port number used by the IPMI Over LAN functions.
SVP Sets a permission to use the port for the SVP functions.
And displays a port number used by the SVP functions.
Reset button Disables what you edited, and returns to the status before editing.
Modify button Enables what you edited, and goes to the confirming window.
Notes:

1 If HTTPS setting is set to "Disallow", WS-MAN setting cannot be set to "Allow".
2 The IPMI Over LAN function is enabled only for part of commands.
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If you change settings, click Modify to go to confirming window. And then, click
Confirm to save the change settings.

How to use the Web console (BMC version: 09-79 or lower) 5-29

Hitachi Compute Rack 220S Remote Management User’s Guide



Configure User Accounts menu

See Setting user account on page 5-8.

IPMI Over LAN Settings menu

Click Server Settings from the top tab, and then click IPMI Over LAN
Settings in the left pane. The following window is displayed.

CpRefresh |

Pririlege Lerel
Administrator
Administrator
Operator

_edi |
2 D2 MDSH Straight P: ary
Bl e [Z D27 MDS[ Straight P: OEN; ary
Launch Oper: ype 2 D2 VDS Straiz! OEM proprietary
Fome e Administrator Enable Authentication Type. ¥ nonew MD2fw MDS[ Straight Passwordiw OEM proprictary
OEM Enable Authentication Type ["noneMD2MDS[ Straight Password~ OEM propristary

Modify

The following table shows description of menu items in the window.

Table 5-16: IPMI Over LAN Settings menu items

Menu items Description
Refresh button Refreshes user account information.
Select Radio button for user account selection
UserID User account ID
Status Displays whether a user account is enabled or disabled.
Username* User account name

Privilege Level* Displays a privilege granted to a user account.

Goes to the Edit IPMI Over LAN User Accounts window, except

Edit button
when the radio button is checked.

Authentication Type Sets an authentication type on each privilege level.

Modify button Goes to the Authentication Type setting (Confirm) window.

* N/A is displayed if the user account status is set to disabled.
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Tip .. °

e UserID 1 and 2 are enabled only for status change.
UserID 1 and 2 are set to factory defaults as follows:

UserID 1

Status is Enable, Username is (blank), password is (blank), and
Privilege Level is Administrator.

UserID 2

Status is Enable, Username is "root", password is "superuser",
and Privilege Level is Administrator.

If you change Authentication Type setting items, click Modify to go to
confirming window. And then, click Confirm to save the change settings.

If you change List of IPMI Over LAN User Accounts items, click Edit to go to
following editing window.

Hitachi Compute Rackfamily

Server Name: CR210-ESD0000123456 Username: user0] Previous Login: Thu Feb 16 10:05:14 2012

UserD
Starus

Username

Password

Launch
Remote Console

Password(Confirm)
Privilege Level

IPMI Over LAN Settings

| Edit IPMI Over LAN User Accounts

£ TPMI Grver LAY user secount settings

(#Enable (" Disable

" Caltback (~User{sOperator (* Administrator

Reset | _Modiy

Table 5-17: Edit IPMI Over LAN User Accounts menu items

Menu items Description
UserID Displays a user ID.
Status! Enables or disables a user account.
Username? User account name (up to 32 alphanumeric characters)
Password? 34 Entry of a password (up to 16 alphanumeric characters)

Password(Confirm)?34

Re-entry of a password

Privilege Level?

Sets a privilege level.

Back button

Disables what you edited, and returns to the IPMI Over LAN
Settings window.

Reset button

Disables what you edited, and returns to the status before editing.

Modify button

Enables what you edited, and goes to the confirming window.
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Menu items Description

1

Notes:

2 UserID 1 and 2 cannot be changed.
3 For userID 8, 9, and 10, a blank cannot be set as a password.
4 A 16-byte password compatible with IPMI1.5 can be set.

If this item is set to Disable, the user name and privilege level in the IPMI Over LAN Settings
window are displayed as N/A.

If you change Edit IPMI Over LAN User Accounts items, click Modify to go to
confirming window. And then, click Confirm to save the change settings.

Tip ., the AC cables are disconnected.

e IPMI Over LAN function setting information is retained even when

e Setting information of the IPMI Over LAN is not included in Backup
or restored the Management settings data with a Web console.
When restore the Management settings, set an IPMI Over LAN
again.

BMC Date menu

See Setting BMC date and time on page 5-16.

Remote KVM Settings menu

See Setting mouse mode of Remote Console on page 5-14.
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SSH Server menu

Click Server Settings from the top tab, and then click SSH Server in the left
pane. The following window is displayed.

I:Iitachi Compute Rack family

Server Name: CR21-ESD0000123456 Username: user0] Previous Login: Mon Apr 9 15:01:25 2012

SSH Server Settings @Refresh

]| Renew SSH Host K
T sion

. . RSA Pubkey 1d:7£0a:¢b:85:57:41:45:51 Te:67:5 20094223
Fingerprint of Host Keys DSA Pubkey 59:17:87:20:2d:86: 5a:e0red:64:54:52:12:6€ b3 -2
| SSH Settings
‘This saction is r satting of the services that SH.
SSH User. ication Method | (= Password and Public Key Public Key Only
Reset | Modify

i Tk Setine

Launch
Remaote Console

The following table shows description of menu items in the window.

Table 5-18: SSH Server menu items

Menu items Description
Refresh button Refreshes user account information.
Fingerprints of Host Keys Displays the fingerprint of a host key (public key) used by an SSH
server.
Renew SSH Host Keys button Renewal the SSH host keys.

SSH User Authentication Method | Selects an authentication method used by an SSH server.

Reset button Disables what you edited, and returns to the status before editing.

Modify button Enables what you edited, and goes to the confirming window.

If you want to renew the SSH keys, click Renew SSH Host Keys to go to
confirming window. And then, click Confirm to save the change settings.

If you change settings, click Modify to go to confirming window. And then, click
Confirm to save the change settings.
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SSL Server menu

Click Server Settings from the top tab, and then click SSL Server in the left
pane. The following window is displayed.

HITACHI

Hitachi Compute Rack family

Server Name: CR210-ESD0000123456 Username: user01 Previous Login: Thu Feb 16 10:05:14 2012

Logout

Server Operation

Lansvase Sattines
Asset Tnformation

Metworks Satting:

Server Settings

Maintenance

SSL Server

| server Certificate Information

Services Confisuration i
Version 3
User Acsounts
Serial Number aaaff2:dlf2ccfleb
A0 Over T AN tattings Public Key Algorithm and Key Size RSAC2048bit)
BMC Date and Time Validity (Not Before) Feb 16 11:00:06 2012 UTC
PR Validity (Not After) Feb 16 11:00:06 2032 UTC
Issuer Common Name (CN) Test
SSH Sarver
Country Name (C) £
—— State or Province Name (ST) Kanagawa
DS Clisat Locality Name (L) Yokohama
. Organization Name (0) Organization Test
Organizational Unit Name (OU) Organizational Unit Name Test
NP Setting Subject ‘Common Name (CN) Test
SVB Settings Email Address test@testeap
‘Power Cappine function settine e
Surname.
Eitashi Compyts Svstams
Manager Ssfting Given Name
Tnitials

Fi-Track Sattine

Launch
Remote Console

SHAI Fingerprint

| Create Self-signed Certificate

Algorithm and Key Size

5C:TD:FC-TE26:30:D0:92:71:BB:34:13 BD4B:C1:-CD-A6:C4-ACCS

@RSA(2048bit) CRSA(1024bit)

Country Name (€) P

State or Province Name (ST) [Kanagawa

Locality Name (L) [Yokohama -
P Organization Name (0) [Organization Test
T Organizational Unit Name (0U)  [Organizational Unit Name Test
P, Subject Common Name (CN) [Test
N, Email Address fiest@test co jp
O v AN St Q=T I

Surname [
EMC Dats 1nd Time

Given Name [
Remots KVAL

Initials [
SSH Servar

Reset | Create Self-signed Certificate
SSLServer
DS Clisnt
| Create csR
LDap .
P Satting Public Key Algorithm and Key Size RSA(048bit) CRSA(1024bit)
SVE Sattings Format @PEM CDER
Power Cappins fonction setting Country Name (C) fe
P A N State or Provinee Name (ST) [<anagawa
Manazer Sstting Localify Name (L) [Fokohama
ek Sating Organization Name (0) [Organization Test
Launch Organizational Unit Name (QU) | [Organizational Unit Name Test |
Remote Cansole Subject Common Name (CN) [Test

Email Address frest@test.co

DN Qualifier [

Surname [

Given Name [
DINS Clizne L I
D Unstructured Name [
P Challenge Password [

Reset |[Create and Download CSR

SVP Sattings

Power Capping function ssiting

EHitachi Computs Svstems

[ tmport Server Certificate

Manazec Setting
- Track Satting Format PEM ("DER
Certificate to Import T

Launch
Remote Console

|| Download Server Certificate

PEM "DER

Format

Import Server Certficate

Download Server Certificate

The following table shows description of menu items in the window.
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Table 5-19: SSL Server menu items

Menu items

Description

Server Certificate Information

Refresh button

Refreshes user account information.

Version

Displays the version of a server certificate.

Serial Number

Displays a serial number.

Public key Algorithm and key Size

Displays information on public key.

Validity (Not Before)

Displays a start date of validity period.

Validity (Not After)

Displays an end date of validity period.

Issuer

Common Name (CN)

Displays information on common names (CN).

Subject

Country Name (C)

State or Province Name (ST)

Locality Name (L)

Organization Name (O)

Organizational Unit Name (OU)

Common Name (CN)

Email Address

DN Qualifier

Surname

Given Name

Initials

Displays information on a target of issuance

SHA1 fingerprint

Displays SHA1 fingerprint information.
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Menu items Description

Create Self-signed Certificate

Public key Algorithm and key Size Selects information on public key.
Subject
Country Name (C)! Entry country name. You can enter upper-case 2 alphabets.
State or Province Name (ST)! Entry state or province name (ST), locality name (L),
] . organization name (0), and organizational unit name (OU).
Locality Name (L) You can specify 1 to 60 alphanumeric characters and
symbols?.

Organization Name (0)*

Organizational Unit Name (OU)*

Common Name (CN) Entry common name (CN).
You can specify 1 to 60 alphanumeric characters including a
hyphen (-) and a period (.).

Email Address! Entry Email address.
You can enter an ASCII character string of up to 60
characters.

DN Qualifier! Entry DN qualifier, surname and given name.

. You can enter 1 to 60 alphanumeric characters and symbols?.
Surname

Given Name!

Initials! Entry initials.
You can enter 1 to 30 alphanumeric characters and symbols?.

Reset button Disables what you edited in Server Certificate Information
column, and returns to the status before editing.

Create Self-signed Certificate button Enables what you edited in Server Certificate Information
column, and goes to the confirming window.

Create CSR
Public key Algorithm and key Size Selects information on public key.
Format Selects the format of CSR to be downloaded.
Country Name (C)! Entry country name. You can enter upper-case 2 alphabets.
State or Province Name (ST)! Entry state or province name (ST), locality name (L),
] . organization name (O), and organizational unit name (OU).
Locality Name (L) You can specify 1 to 60 alphanumeric characters and
2
Organization Name (0)* symbols®.
Organizational Unit Name (OU)*
Common Name (CN) Entry common name (CN).

You can specify 1 to 60 alphanumeric characters including a
hyphen (-) and a period (.).

Email Address? Entry Email address.
You can enter an ASCII character string of up to 60
characters.

DN Qualifier! Entry DN qualifier, surname and given name.

1 You can enter 1 to 60 alphanumeric characters and symbols?.
Surname

Given Name!

Initials® Entry initials.
You can enter 1 to 30 alphanumeric characters and symbols?.
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Menu items Description

Unstructured Name! You can specify 1 to 60 alphanumeric characters and
symbols?.

Challenge Password' You can specify 1 to 30 alphanumeric characters and
symbols?.

Reset button Disables what you edited in Create CSR column, and returns

to the status before editing.

Create and Download CSR button Enables what you edited in Create CSR column, and goes to
the confirming window.

Import Server Certificate

Format Selects the format of a server certificate to be imported.
Certificate to Import Specifies a server certificate file.
Import Server Certificate button Goes to the confirming window to imports the server

certificate file specified in Certificate to Import.

Download Server Certificate

Format Selects the format of a server certificate to be downloading.

Download Server Certificate button Downloads a registered server certificate in the format
specified in Format.

Notes:
1 This Item is omissible.

2 The following symbols can be used:
Blank symbol, '(apostrophe), - (hyphen), , (comma), = (equal), / (slash), () (parentheses), .
(period), : (colon), + (plus), and ? (question)

If you change Create Self-signed Certificate items, click Create Self-signed
Certificate to go to confirming window. And then, click Confirm to save the
change settings.

If you change Create CSR items, click Create and Download CSR to go to
confirming window. And then, click Confirm to save the change settings.

If you select an importing server certificate file, click Import Server Certificate

to go to confirming window. And then, click Confirm to perform the file
importation.
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DNS Client Settings menu

Click Server Settings from the top tab, and then click DNS Client in the left
pane. The following window is displayed.

Hitachi Compute Rack family

R210-ESD0000123456 Username: user01 Previous Login: Thu Feb 16 10:05:14 2012
Logs

i DNS Client Settings CRefiesh |
| DS Client settings

DNS Server [P Address] fozesoq0l
DNS Server IP Address2 pooo
DNS Server IP Address3 pooo
Reset

Launch
Remote Console

The following table shows description of menu items in the window.

Table 5-20: DNS Client Settings menu items

Menu items Description
Refresh button Refreshes information.
DNS Server IP Address1 Used to enter an IP address for DNS server.
DNS Server IP Address2 Up to three IP addresses for DNS server can be set, each of which
DNS Server IP Address3 is used beginning at the top.

If you do not set second and third DNS servers, enter "0.0.0.0".
If you do not use DNS, set all of three IP addresses to "0.0.0.0".

Reset button Disables what you edited, and returns to the status before editing.

Modify button Enables what you edited, and goes to the confirming window.

If you change settings, click Modify to go to confirming window. And then, click
Confirm to save the change settings.

5-38 How to use the Web console (BMC version: 09-79 or lower)

Hitachi Compute Rack 220S Remote Management User’s Guide



LDAP menu

Click Server Settings from the top tab,

The following window is displayed.

Hitachi Compute Rack family

Server Name: CR210-ESD0000123456 Username: user01 Previous Login: Thu Feb 16 10:05:14 2012

—— e 'When local user do LDAP user
IEMI Over LAN Settines LDAP Server 1 [192.168.0.129
BMC Dats 10d Tims LDAP Server 2 192.166.0.130
Remote KVM LDAP Server 3 [192.168.0.131
SSH Server Port Number 638
S Server Bind DN [r23¢
DN Client Bind Password [eoecceee
LDae =) I
P Settin Base DN [en=Users dc=example dc=local
T Attribute for Login ID [saMAccountame
R Attribute for Role ftest
Fitachi Compute Seatoms Attribute for Group Member [member
- GroupDN 1 [12345
Bk Trzok Satting GroupDN 2 [12345
Launch GroupDN 3 [12345
Remote Consale GroupDN 4 [12345
GroupDN 5 [12345]

The following table shows description of menu items in the window.

Server Operation

Laneuase Settines
Asset Information
Nstwerk Ssttinzs

Services Confizuration

Server Settings Maintenance

LDAP

ILoar

o not use LDAP user authentication.
fail

and then click LDAP in the left pane.

GFRefresh
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Table 5-21: LDAP menu items

Menu items Description
Refresh button Refreshes information.
User Authentication Method Sets a user authentication method using LDAP.

e Do not use LDAP user authentication.
A set user account is used for user authentication.

¢ When local user authentication fails, do LDAP user
authentication.
A set user account is used for user authentication. If the user
authentication is not successful, a user account for LDAP server
is used for user authentication.

LDAP Server 1 Specifies an LDAP server using an IP address or FQDN (up to 127
LDAP Server 2 characters).
LDAP Server 3

Port Number Specifies a destination port number as a decimal number (1 to
65535).

Bind DN Specifies DN used when binding to an LDAP server (up to 256
characters). If nothing is entered, Anonymous bind is specified.

Bind Password Specified a password used when binding to an LDAP server (up to
32 characters). If nothing is entered, no password is used.

Bind Password (Confirm) Used to enter confirmation of a bind password.

Base DN Specifies basic DN for user search (up to 256 characters).

Attribute for Login ID Specifies a user entry attribute used as a login ID (up to 64
characters).

Attribute for Role Specifies a user entry attribute in which a character string
representing a role is embedded (up to 64 characters).

Attribute for Group Member Specifies a group entry attribute that represents user membership
(up to 64 characters).

Group DN 1 Specifies DN of a group authorized for login (up to 256 characters).

Group DN 2 If no DN is entered, no group authentication is performed.

Group DN 3

Group DN 4

Group DN 5

Reset button Disables what you edited, and returns to the status before editing.

Modify button Enables what you edited, and goes to the confirming window.

If you change settings, click Modify to go to confirming window. And then, click
Confirm to save the change settings.
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SNMP settings menu

Click Server Settings from the top tab, and then click SNMP Setting in the left
pane. The following window is displayed.

ser01 Previous Login: Thu Feb 16

Maintenance Logs

i SNMP settings {4 Edit Setting || GRefresh
P
Network Settinz | The settings of SNMP Agent
Services Confizuration Voucan aeer = =
SNMP Agent Function Valid
User Ascoums
System Contact Name 192.168.48.192
e System Location SystemLocation
BMC Dats and Tims Port number 161
Remote KVM. Traplevel Al
SNMP version vifvle
S Sorver
SSL Server B
| The settings of SNMP Manager
DNS Client This window displ:
Daz Manager 0
SNMP version v3
SNMP Settine
IP address/host name 192.168.48.193
SUB Settines Port number 162 =
Power Capping fanction setting User Name TestUser0L
Fitachi Compote Sustems Access type noAuthnoPriv
Manaser Settine Manager 1
TP SNMP version 3
TP address/host name 192.168.48.194
e Port mumber 162
Remote Console User Name TestUser02
Access trpe AuthnoPriv
Authentication type D3
Authentication password (Hide)
Services Confisuration Manager2
e SNMP version v
IP address/host name 192.168.48.195
IEMI Over LA Sattnes
Port number 162
T e e User Name TestUserl3
Remote KYM Access type AuthPriv
e Authentication type MDs
Authentication password ide)
SSL Server = (Eide)
Encryption type DES
DNS Client Encryption password (Eide)
R Manager 3
SNMP version vile
DM Setting
IP address/host name 192.168.48.196
R Port number 162
‘Power Cappins function setting TestUser04
Hitachi Compute Svstems
Manaser Settine
00-00-00-01

i Track Satting

Launch | operation
Remote Console Download MIB file

Download

send]|

The following table shows description of menu items in the window.
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Table 5-22: SNMP settings menu items

Menu items

Description

Refresh button

Refreshes information.

Edit Setting button

Goes to the edit settings window.

The settings of SNMP Agent

SNMP Agent Function

Displays enable or disable the SNMP agent.

System Contact Name

Displays system administrator's contact information.

System Location

Displays a system installation site.

Port number

Displays a port number that the SNMP uses.

Trap level

Displays a trap notification level.

e Disable: Disables every trap notification.

e Alert: Enables an alert trap notification.

e Information: Enables an information trap notification.
e All: Enables every trap notification.

SNMP version

Displays an SNMP version that the SNMP agent uses.
You can choose v1/v2c or vli/v2c/v3.

Engine ID string?

Sets a character string for creating an engine ID that is used by the
SNMP agent (1 to 27 lowercase alphanumeric characters and
symbols).

Engine ID!

Represents an engine ID that is used by the SNMP agent and
created from a character string for creating an engine ID.

The settings of SNMP Manager

Manager 0, Manager 1, Manager 2, Manager 3

SNMP version

Displays an SNMP version that the SNMP manager uses.
You can choose vl1/v2c or v3.

IP address/host name

Displays an IP address for the SNMP manager.

Port number

Displays a port number a trap notification destination for the SNMP
manager.

Community Name?

Displays a community name for the SNMP manager.

User Name?

Displays a user name for the SNMP manager.

Access type?

Displays an access type for the SNMP manager.
You can choose noAuthnoPriv, AuthnoPriv or AuthPriv.

Authentication type*

Displays an authentication type for the SNMP manager.
You can choose MD5 or SHA.

Authentication password*

Displays an authentication password for the SNMP manager.

Encryption type®

Displays an encryption type for the SNMP manager.
You can choose DES or AES.

Encryption password®

Displays an encryption password for the SNMP manager.

MIB Information

Revision

Displays a revision of the MIB file.
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Menu items

Description

Operation

Download button

Goes to the save window to downloads a MIB file.

Send button

Sends a SNMP test file.

Notes:

1 This item is displayed when SNMP version in The settings of SNMP Agent is set vli/v2c/v3.
2 This item is displayed and enabled when SNMP version in The settings of SNMP Manager is set

vi/v2c.

3 Thisitem is displayed and enabled when SNMP version in The settings of SNMP Manager is set

v3.

4 This item is displayed and enabled when SNMP version and Access type in The settings of

SNMP Manager are each set v3 and Authnopriv or Authpriv.

5 This item is displayed and enabled when SNMP version and Access type in The settings of

SNMP Manager are each set v3 and Authpriv.

If you want to change settings, click Edit Setting to go to following editing

window.

Hitachi Compute Rack family

Server Name: CR210-ESD0000123456 Username: user0] Previous Login: Thu Feb 16 1

Server Operation Server Settings Maintenance

i SNMP settings
Aot Information
Mebwork Settinzs | The settings of SNMP Agent

Services Confisuration

2 SNMP agent.

- . SNMP Agent Function Valid |
S System Contact Name 192.168.48.192
MG Date aad Tie System Location [SystemLacation
Port number 161
Remots KVM
Traplevel Al -
SSHServer
[, SNMP version vihe =
DINS Cliznt
| The settings of SNMP Manager
LD
This window disl: age =
SHME Settine Manager 0 =
SVP Settines SNMP version 3
P sstting i3 192.168.48.193
Hhitachi Comprie Syatems Port mumber 162
Menacer Seitine
User Name esrUser01
Ei-Trsck Satting
Access trpe noAuthnoPriv =
Launch I To remove this sctting
Remote Console Manager 1
SNMP version v3 b
IP address/host name 192.168.48.194
Port mumber 162
User Name estUser02
e DV, Access type AuthnoPrv )
Remote KVM Authentication type MD5 ~
it e
SSH Server password L
T [To remove this setting.
Manager2
NS Client
SNMP version v3 |
LD
IP address/host name 192.168.48.195
DO Settin
e Port number 162
i User Name [restUsero3
v [aem =
R o
£ =tz tipe MD5 7
I e
Ei-Trzck Setting e L
Encryption type DES »
Launch E . d l—
Remote Console ‘neryption passwor feecsccse
[ To remove this setting.
= Manager3
i Teack Sattng
- SNMP version ke =
Launch IP address/host name 192168 48196
Remote Console I
Community Name [TestUsertd]

[~To remove this setting

ey
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Table 5-23: SNMP settings > Edit Setting menu items

Menu items

Description

The settings of SNMP Agent

SNMP Agent Function

Enables or disables the SNMP agent.

System Contact Name

Sets system administrator's contact information (up to 60
lower-case alphanumeric characters).

System Location

Sets a system installation site (up to 60 lower-case alphanumeric
characters).

Port number

Sets a port number that the SNMP uses (1 to 65535).

Trap level

Sets a trap notification level.

e Disable: Disables every trap notification.

e Alert: Enables an alert trap notification.

e Information: Enables an information trap notification.
e All: Enables every trap notification.

SNMP version

Sets an SNMP version that the SNMP agent uses.
You can choose vl/v2c or vli/v2c/v3.

Engine ID string?

Sets a character string for creating an engine ID that is used by the
SNMP agent (1 to 27 lowercase alphanumeric characters and
symbols).

Engine ID!

Represents an engine ID that is used by the SNMP agent and
created from a character string for creating an engine ID.

The settings of SNMP Manager

Manager 0, Manager 1, Manager 2, Manager 3

SNMP version

Sets an SNMP version that the SNMP manager uses.
You can choose v1/v2c or v3.

IP address/host name

Sets an IP address for the SNMP manager.

Port number

Sets a port number a trap notification destination for the SNMP
manager (1 to 65535).

Community Name?

Sets a community name for the SNMP manager (up to 60
lowercase alphanumeric characters and symbols).

User Name?

Sets a user name for the SNMP manager (1 to 31 lowercase
alphanumeric characters and symbols).

Access type?

Sets an access type for the SNMP manager.
You can choose noAuthnoPriv, AuthnoPriv or AuthPriv.

Authentication type*

Sets an authentication type for the SNMP manager.
You can choose MD5 or SHA.

Authentication password*

Sets an authentication password for the SNMP manager (8 to 64
lowercase alphanumeric characters and symbols).

Encryption type®

Sets an encryption type for the SNMP manager.
You can choose DES or AES.

Encryption password®

Sets an encryption password for the SNMP manager (8 to 64
lowercase alphanumeric characters and symbols).
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Menu items Description

Notes:
1 This item is displayed when SNMP version in The settings of SNMP Agent is set vl/v2c/v3.

2 This item is displayed and enabled when SNMP version in The settings of SNMP Manager is set
vli/v2c.

3 Thisitem is displayed and enabled when SNMP version in The settings of SNMP Manager is set
v3.

4 This item is displayed and enabled when SNMP version and Access type in The settings of
SNMP Manager are each set v3 and Authnopriv or Authpriv.

5 This item is displayed and enabled when SNMP version and Access type in The settings of
SNMP Manager are each set v3 and Authpriv.

If you change setting, click Modify to go to confirming window. And then, click
Confirm to save the change settings.
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SVP Settings menu

Click Server Settings from the top tab, and then click SVP Setting in the left
pane. The following window is displayed.

Hitachi Compute Rack family

Server Name: CR210-ESD0000123456  Username: user01 Previous Login: Thu Feb 16 10:05:14 2012

Server Operation Server Settings Maintenance

Lansuase Settings SVP Settings Refresh
Asset Information

Motwork Settings | Set up SVP alert destination settings

Set up the ads VP alert s reported to,

Services Confizuration

i Destination Name ﬁg;‘svpm — |
T Destination address1 IP address Tz 680113
Alert Port [6555
EMC Date 20d Time
Destination Name estSVP02
Remots K¥M
Destination address2 IP address 192.168.0114
$SH Sorvar
Alert Port [6555
SSL Server
Destination Name estSVP03
DNS Clieat
Destination address3 IP address 192.168.0.115
LDap
Alert Port 16557
SNMP Settine
et d Destination Name estSVPOd
VP Stinn
Destination address4 IP address 152.168.0116
Power Cappine function settine. Alert Port Es5g
Hitachi Compots Scstoms

i Track Satting

Launch
Remote Console

(& Alert (“Information (" All ¢"Disable

SVP Alert Notificatic
« cation Reset | Modify

The following table shows description of menu items in the window.
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Table 5-24: SVP Settings menu items

Menu items

Description

Refresh button

Refreshes information.

Set up SVP alert destination settings

Destination address1, Destination address2, Destination address3, Destination address4

Destination Name

Sets a name to SVP alert notification destination.

IP address

Sets an IP address to SVP alert notification destination.

Alert Port

Sets a port number to SVP alert notification destination.

Reset button

Disables what you edited in Set up SVP alert destination
settings column, and returns to the status before editing.

Modify button

Enables what you edited in Set up SVP alert destination
settings column, and goes to the confirming window.

SVP alert notification settings

SVP Alert Notification

Sets an SVP alert notification level.

e Alert: Notifies an alert of caution, warning or failure level.
o Information: Notifies an alert of information level.

e All: Notifies an alert of every level.

e Disable: Notifies no alert.

Reset button

Disables what you edited in SVP alert notification settings
column, and returns to the status before editing.

Modify button

Enables what you edited in SVP alert notification settings
column, and goes to the confirming window.

If you change settings, click each Modify to go to confirming window. And then,
click Confirm to save the change settings.
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Electric Power Setting

Click Server Settings from the top tab, and then click Power Capping
function setting in the left pane. The following window is displayed.

Hitachi Compute Rack family

Server Name: CR210-ESD0000123456  Username: user01 in: Thu Feb 16 10:05:14 2012

Electric Power Setting C#Refresh |

| Etectric Power Setting

Services Confisation Mode Setting ©"DCMI mode @ Dynamic capping mode(" Disable
o " Intake Temperature Failed to retrieve the value
Current electricity oW
IPMI Over LAN Ssttings
Record high electricity 30W
EMC Date 2nd Time o e W
Remote KVM ‘Consumption electricity upper limit set point | [100] w

Launch
Remote Console

Reset

The following table shows description of menu items in the window.

Table 5-25: Electric Power Setting menu items

Menu items

Description

Refresh button

Refreshes information.

Mode setting

Sets a power saving mode.

e DCMI mode:
Electric power is controlled by the DCMI command.
When sets DCMI mode, application software to use DCMI
command is required.

e Dynamic capping mode:
Enables the dynamic power capping.

e Disable:
Disables the DCMI command and the dynamic power capping.

Intake Temperature

Displays an intake temperature.

Current electricity

Displays current power consumption.

Record-high electricity

Displays highest power consumption after Mode setting or
Consumption electricity upper limit set point item is set
(changed).

Record-Average electricity

Displays a mean power consumption after Mode setting or
Consumption electricity upper limit set point item is set
(changed).

Consumption electricity upper
limit set point

Sets an upper limit of power consumption.

Reset button

Disables what you edited, and returns to the status before editing.

Modify button

Enables what you edited, and goes to the confirming window.
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If you change settings, click Modify to go to confirming window. And then, click
Confirm to save the change settings.

Consumption electricity upper limit set point

For the power capping function, when you set Consumption electricity upper
limit set point to too low value, the CPU performance may be lowered
constantly due to the state of being active for the power capping.

In this state, it can not control the actual power consumption to less than or
equal to the Consumption electricity upper limit set point setting value.

When you set a value equal to or greater than the maximum power consumption
of the system unit for Consumption electricity upper limit set point, the
power capping function will not work.

Therefore, you can use the power capping function effectively when set a
Consumption electricity upper limit set point as follows:

Maximum power consumption of the system unit =
Setting value of Consumption electricity upper limit set point >
Maximum power consumption of the system unit -
Maximum value of the power consumption that can be suppressed by
power capping

e Setting value of Consumption electricity upper limit set point >
Maximum power Consumption of the system unit -
Maximum value of the power Consumption that can be suppressed by
power capping

If this condition is not satisfied, the power saving function can work using the
power capping, but the actual power consumption may exceed the setting of
Consumption electricity upper limit set point.

e Maximum power consumption of the system unit =
Setting value of Consumption electricity upper limit set point

If this condition is not satisfied, the actual power consumption does not
exceed the setting of Consumption electricity upper limit set point, but
the power saving function does not have effect.

Maximum power consumption of the system unit

When estimating the system unit, refer to the specification of the system unit for
the maximum power consumption of the system unit.

However, the power consumption of the system unit is dependent upon the

operating environment (such as temperature) and running program on the
system unit.
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In order to make fine adjustments, we recommend you that check the maximum
power consumption of system unit by trial operation in an environment that uses
the system unit.

Maximum power consumption of the system unit can be found in the following
procedure.

1. Power Capping Function Setting > Mode setting set to Disable.
2. Continuous operation under the maximum load condition in the system unit.

3. Check the value of Power Capping Function Setting > Record-High
electricity.

The power consumption of the system unit may increase due to the rotational
speed of FAN increased dependent upon the operating environment. You should
check the value of Power Capping Function Setting in the environment that
the temperature is near the actual temperature.

Maximum value of the power consumption that can be suppressed by
power capping

The degree of suppression of power consumption is different depends on the
model of the system unit, the CPU type of the mounted on the system unit, and
the load condition of the program running on the system unit.

Approximate of the maximum value of the power consumption that can be
suppressed are as follows:

Table 5-26: Approximate of the maximum value of the power consumption
that can be suppressed

CPU type Clock speed power consumption that can be suppressed
(approximate of the maximum value)*

1CPU 2 CPU
Xeon processor E5-2470 2.30 GHz 60 W 120 W
Xeon processor E5-2440 2.40 GHz 50 W 100 W
Xeon processor E5-2420 1.90 GHz 20 W 40 W
Xeon processor E5-2403 1.80 GHz 10 W 20 W
Xeon processor E5-2430L 2 GHz 25 W 50 W

* Power consumption that can be suppressed shows the values based on the measurement result of
the model.
Power consumption that can be suppressed includes the effect that the power consumption of the

peripheral circuit is reduced by reduced the power consumption of CPU.
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Hitachi Compute Systems Manager Setting menu

Click Server Settings from the top tab, and then click Hitachi Compute
Systems Manager Setting in the left pane. The following window is displayed.

Hitachi Compute Rack family

Server Name: CR210-ESD0000123456 Username: user0l Previons

Maintenance

Server Operation Server Settings

Laneuace Settines

@Refresh

Hitachi Compute Systems Manager Setting
Assst Information

Notwork Sattings | Management Server Setting

ount 4
s " Entry Number 0
Server Name [restServerA
AT Over LAY Sattings
IP Address 192.168.0 214
EMC Date 204 Time
Alert Port Number [es119
Remote KVM .
Management Serverl Infomation o o o ert Poicy Information, Warning and Failure ¥
S Sarver
Alert Retry Interval(s) 120
SSLserver Fe—
uration
DNS Client (min) fio
1Dap Connection Status Unconnect
Entry Number 1
S0P Satting
Server Name estSenerB
SVP Settines
IP Address 192.168.0.216
e
Alert Port Number EQEH
rver2 Infomatic
e PR Notice of Alert Policy Information, Warning and Failure >/
B Trak Sting Alert Retry Interval(s) 120
T @
. 10
Launch (min)
Remote Console Connection Status Unconnect
Entry Number
Remote KVM -
Server Name estServerC
SSH Server
1P Address 192.168.0.172
L Server
Alert Port Number EZE‘ 1
NS Client Manag 1t Serverd Infomatic
gement Servers IOMAON  Notice of Alert Policy Information. Warning and Failure =]
LDAP
Alert Retry Interval(s) 120
DO attin
e Alert Retransmission Duration [ —
SVP Ssttines =)
Connection Staus Unconnect
Power Cappine function sstting.
Entry Number
Hitachi Compots Sostems
e Server Name [TestServerd
ek St TP Address 192.168.0.173
Alert Port Number 22611
Management Ser -4 Infomatic
et gement Server [nfomation | Notice of Alert Policy Information, Warning and Failure =)
Remote Console
Alert Retry Interval(s) 120
‘Alert Retransmission Duration ,m—
(min)
Connection Status Unconnect

Reset | Modify

The following table shows description of menu items in the window.
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Table 5-27: Hitachi Compute Systems Manager Setting menu items

Menu items

Description

Refresh button

Refreshes information.

Management server Count

Displays the number of Hitachi Compute Systems Manager
(HCSM) servers.

Management serverl Information,
Management server3 Information,

Management server2 Information,
Management server4 Information

Entry Number

Displays a registration number.

Server Name

Sets a server name.

IP Address*

Used to enter an IP address.

Alert Port Number

Sets a port number to be used.

Notice of Alert Policy

Sets an alert policy.
e Do not notify: Issues no alert notification.

e Only Failure:
Notifies an alert of failure level

e Warning and Failure:
Notifies an alert of warning or failure level.

¢ Information, Warning and Failure:
Notifies an alert of information, warning or failure level

Alert Retry Interval(s)

Sets an alert retry interval within an allowable range from 60 to
240 seconds.

Alert Retransmission
Duration(min)

Sets an alert retry duration time within an allowable range from 4
to 15 minutes.

Connection Status

Displays the HCSM server connection status.

Reset button

Disables what you edited, and returns to the status before editing.

Modify button

Enables what you edited, and goes to the confirming window.

* If you forcibly disconnect HCSM server because of HCSM connection problem reason, you set
0.0.0.0 to this IP address item.
In this case, other information of the HCSM server is also cleared.

If you change settings, click Modify to go to confirming window. And then, click
Confirm to save the change settings.

e Only when the Connection Status is "Unconnect”, you can change
Management server Information each setting.

¢ VMware vSphere ESXi regards system BIOS time as UTC time, but
CR 220S's BIOS manages internal time as local time.
So the time of BIOS is changed to the time a difference of local time
and the UTC slipped off (it is not local time) when you set time by
vSphere Client after installing VMware vSphere ESXi.
You can confirm the difference of time on BIOS setup screen.
HCSM's Alert time and BMC Web console time also refer System
BIOS time, so these times also have difference of time from
VMware vSphere ESXi set time.
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Hi-Track Setting menu

Click Server Settings from the top tab, and then click Hi-Track Setting in the
left pane. The following window is displayed.

Hitachi Compute Rack family

CR210-ESD0000123456 Username: user01 Previous Login: Thu Feb 16 10:05:14 2012

e Hi-Track Setting GReiesh |
et Toformation
MNetwork Settingy [ Management server setting
ount 2

o Accennts Entry Numbe:

Server Name [TestSenerE
IEMI Over LN Settines
. Management server] Infomation  Language System

IP Address 152.168.10.100
Bemote KM

Port Number 5565
S Srver

Eatry Numbe:
S Sorver

Server Name [TestSener
DS Clisnt

Management server? Infomation  Language System +!

Lpap

TP Address 192 168 10 101

Port Number 15566
Reset

Hi-Track Setting

Launch
Remote Console

The following table shows description of menu items in the window.

Table 5-28: Hi-Track Setting menu items

Menu items Description
Refresh button Refreshes information.
Management server Count Displays the number of Hi-Track servers.

Management serverl Information, Management server2 Information

Entry Number Displays a registration number.
Server Name Sets a server name.
Language Sets a langue to be used.

e System: Uses a language configured by the system unit.
e English: Uses English.
e Japanese: Uses Japanese.

IP Address Used to enter an IP address.

Port Number Sets a port number to be used.
Reset button Disables what you edited, and returns to the status before editing.
Modify button Enables what you edited, and goes to the confirming window.

If you change settings, click Modify to go to confirming window. And then, click
Confirm to save the change settings.
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Maintenance

Maintenance tab enables you to update the firmware, backs up and restores
the data that is managed by the firmware, and restarts BMC.

BMC Firmware Management menu

Click Maintenance from the top tab, and then click BMC Firmware
Management in the left pane. The following window is displayed.

Hitachi Compute Rack family

R210-ESD0000123456 rname: user0] Previous Login: Thu Feb 16 10:05:14 2012

BMC Fiomears Manasement

BMC Firmware Management CpRefresh |
Backop Server Manazement

| BMC Firmware Information

This sestica shows BMC fimvase information
Base W 0108

SDR Version 210Nm:t22
Bank F/W 09-05
Launch
Remote Console Remote Console F/W. 01-00
Logical SVP 01-00-01

| BMC Firmware Update

opsration uatil upload is finished.
[CWsers Administraton\ Desktop\ Bl & +07 +FIROMEshl _Browse.
[Update BMC Firmuware]

Update BMC Firmware

The following table shows description of menu items in the window.

Table 5-29: BMC Firmware Management menu items

Menu items Description

Refresh button Refreshes information.

Base F/W Displays the version of base firmware.

SDR Version Displays the SDR version.

Bank F/W Displays the version of firmware.

Remote Console F/W Displays the version of a remote console function.

Logical SVP Displays the version of the logical SVP function.

Browse button Specifies a BMC firmware image file to be uploaded.

Update BMC Firmware button Uploads a specified image file. It takes a few minutes to upload the
file. After the end of uploading, the confirming window is
displayed.
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If you want to update the BMC firmware, click Browse to select an image file.
And then, click Update BMC Firmware to go to following the confirming
window.

Hitachi Compute Rack family

Server Name: CR210-ESD0000123456 Username: user01 Previous Login: Thu Feb 16 10:05:14 2012

erver Settings Maintenance Logs

BMC Firmware Management

[ F:3Y

ipda
Base E/W 0108
Bank F/W 09.05
Remote Console /W 0100

Logical SVP 01-00-01

Back | _Confirm

Confirm the information of updating firmware version, and then click Confirm to
update the firmware.

While a BMC firmware is updating, communication with the BIOS is
Tip . shut off. Therefore, you must turn off the system unit before updating
a BMC firmware.
If the system unit does not boot after updating a BMC firmware, turn
off the system unit, shut down the AC power by disconnecting the AC
cable, wait 30 seconds or more, and then reconnect AC power and turn
on the system unit.

Do not start other operation until firmware update is finished.
n Otherwise, updating firmware may not finish properly.

After the updating is completed, BMC is restarted. Therefore, the system unit is
logged out of the Web console and disconnected.

When BMC is restarted, the SERVICE LED on the system unit blinks about 30 to
60 seconds.

Wait until the SERVICE LED stops blinking, and then turn off the system unit.
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e Restarting the BMC terminates both Web console and Remote
Tip . Console application, also disconnects from these services.
The above services cannot be restart until restarting the BMC is
finished.
e If you specify a BMC firmware image file which is not supported by
the system unit, the BMC will be restarted without updating the
firmware.
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Backup Management Settings menu

Click Maintenance from the top tab, and then click Backup Management

Settings in the left pane. The following window is displayed.

Hitachi Compute Rack family
e: C

Sex ame: userd]l Previous Login: Thu Feb 16 10:05:14 2012

BMCFimmuare Manzeement || B ckyp Management Settings
et
Settnns

|| Backup Management Settings
B X "Creata and Dovnload Backup Data” button s pressed, backup data i eated and downloaded

Backup Management Settings
R BMC

Launch
Remote Console

Create and Download Backup Datal

Table 5-30: Backup Management Settings menu item

Menu items Description

Create and Download Backup Creates and downloads a backup data file.
Data

If you want to update the BMC firmware, click Create and Download Backup

Data. Following the dialog box is displayed.

51
Do you want to save this file, or find a program online to open
it?

Name: ...0HM-NDM-Y_323asaaaasaaaaaaaaaloooonod bak
Type: Unknown File Type, 26 6B
From: 192.168.0.80

Find Save

r "‘~| While fileg from the Intemet can be useful, zome files can potentially
d harm your computer. f you do not trust the source, do not find a
= program to open this file or save this file. What's the righk?
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Click Save. Following the window is displayed.

Savein | i My Computer BT [« e

$3‘h Floppy (4:)
4 Local Disk (C:)
L DVD Drive (D)

File piame:

=] sse |
=l Cancel

¥

Save as lype: I Document

Select a saving location and then click Save.

Backup data is saved. When The Download Complete window is displayed,
click Close.
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Restore Server Management Settings menu

Click Maintenance from the top tab, and then click Restore Server
Management Settings in the left pane. The following window is displayed.

Hitachi Compute Rack family
: =

Server Name: CR210-ESD0000Y:

'BAC Fismuware Manacement

Backop Server Mamazement
Settines
Bestore Serves Manasement
Ssttings . R

Backup Data File
R BMC

Launch
Remote Console

|| Restore Server Management Settings

sername: userlll Previous Login: Thu Feb 16 10:05:14 2012

Restore Server Management Settings

_backup_6Q _ Browse.. |

Restore Senver Management Settings]

Table 5-31: Restore Server Management Settings items

Menu items

Description

Browse button

Specifies a backup data file downloaded in the Backup
Management Settings menu.

Restore Server Management
Settings

Uploads a specified backup data file and goes to the confirming
window.
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If you want to restore the Management Settings, click Browse to select a backup

data file. And then, click Restore Server Management Settings to go to
following the confirming window.

Hitachi Compute Rack family
'R210- rname: use:

) ESDO000123: r01 Previous Login: Thu Feb 16 10:05:14 2012

Restore Server Management Settings

[ Restore Server Management Settings (Confirm)
1o -

Restore Server Mangsement

Bt isin the specified backsp file

Rastast BMC

management_backup_GQ-CR210EM-NDN-Y_323aassasasasacaana (oo bak

Back | Confirm
Launch
Remote Console

Confirm the file information, and then click Confirm. Following the window is

displayed.
21X
Loak in: [ <es Local Disk [C) B

DDocuments and Settings

I empd
Ell

File name: |bmeBackup =] Open |
Files of type: |4 Files 7] =l Cancel
“

Confirm the selected file, and then click Open to start restoring.

. While a management setting is restored, communication with the BIOS
Tip . is shut off. Therefore, you must turn off the system unit before
restoring a management setting.

If the system unit does not boot after restoring a management setting,
turn off the system unit, shut down the AC power by disconnecting the

AC cable, wait 30 seconds or more, and then reconnect AC power and
turn on the system unit.
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After the restoring is completed, BMC is restarted. Therefore, the system unit is
logged out of the Web console and disconnected.

When BMC is restarted, the SERVICE LED on the system unit blinks about 30 to
60 seconds.

Wait until the SERVICE LED stops blinking, and then turn off the system unit.

Restarting the BMC terminates both Web console and Remote Console
application, also disconnects from these services.
The above services cannot be restart until restarting the BMC is
finished.

Restart BMC menu

This window is available only with "ceconsl!" users (users for maintenance work),
and inaccessible to unauthorized personnel.
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Logs

Logs tab enables you to download log taken by BMC.

Download Logs menu

Click Logs from the top tab, and then click Download Logs in the left pane. The
following window is displayed.

Hitachi Compute Rack family

'R210-ESDO000. ame: user01 Previous Login: Thu Feb 16 10:05:14 2012

Downlosd Lon Download Logs

| Download Logs

Dovnload Logs Download Logs

Table 5-32: Download Logs menu item

Menu items Description

Download Logs button Downloads a log taken by BMC.

This log is used to investigate a hardware failure.
Under normal operation, you do not need to take a log.
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Exiting Web console

If you changed any settings, perform the backup of Management settings before
exiting the Web console. See Backup Management Settings menu on page 5-57.

By pressing Logout on the right of the window, you can log out of the Web
console.

Hitachi Compute Rackfamily HITACHI

Server Name: CR210-ESD0000123456 Username: userll Previous Login: Thu Feb 16 10:05:14 2012 Logout

Server Operation Server Settings Maintenance

If you close the Web browser without logging out, the user login state

Tip . will continue until the automatic logout is performed in 30 minutes.
Therefore, if you repeat this action of closing the Web browser without
logging out, you cannot log in to the Web console again until a lapse of
30 minutes. Before closing the Web browser, be sure to press Logout
and log out of the Web console.
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Notice for setting up BMC network

This chapter describes the notice for setup of a BMC network.
O Types and settings of BMC network setup methods
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Hitachi Compute Rack 220S Remote Management User’s Guide



Types and settings of BMC network setup methods

This section describes the types and settings of BMC network setup methods.

Types of BMC network setup methods
The following two types of BMC network setup methods are available when you
use the remote management functions:
e Setup by the system BIOS setup menu

e Setup by the Web console
(Setup from the client by connecting to a BMC network according to initial
network setup)

The following table lists the relationship between the main items of remote
management function and the tools used for setup. The thick frame displays the
tools recommended setting the function.

Particularly, multiple BMC network setup methods are available but we
recommend that you adopt the same setup method as other setting items.

Table 5-1: Types of BMC network setup methods

Methods that can be set
Function Main setup items
Web console System BIOS

SVP Emulation® BMC network setup v v

SVP alert connection destination v -

setting

SVP alert notification level v -

Detailed setting of error monitoring v -
Web console BMC network setup v v

Restrictions on connection v -

destination address

User account setup v -
Remote console BMC network setup v v

Mouse mode setup v -

Restrictions on connection v -

destination address

User account setup v -
IPMI Over LAN BMC network setup v v

Restrictions on connection v -

destination address
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Methods that can be set

Function Main setup items
Web console System BIOS

Setup recovery when BMC network setup - v
network connections are o R
disabled Restrictions on connection - v

destination address

User account setup - v
Notes:
Vv Available
- N/A

1 The SVP emulation function is a function that supports emulating on the BMC firmware, such as
remote power supply control, power supply control scheduling, and remote failure monitoring.

BMC network settings

Properly configure the BMC network settings (IP addresses, subnet masks and
default gateway) according to your network environment.

For setting items, the following values are specifiable: The IP address of each
setting tool is noted as a decimal number of IPv4's IP address.

e IP address

An IP address can be set within the range from 1.0.0.0 to 223.255.255.255,
except the following addresses:

- An address whose value becomes all "1" when the host part is expressed
in a binary number (Because overlapping with a broadcast address)

- An address whose value becomes all "0" when the host part is expressed
in a binary number (Because overlapping with the network address)

- Addresses ranging from 127.0.0.0 to 127.255.255.255

If Windows systems exist within the same network, do not use any address
whose low-order 8 bites become all "1" in binary notation, such as
XXX . XXX, XXX.255".

For example, if an IP address is "192.168.0.0" and a subnet mask is
"255.255.252.0", this address cannot be used because a broadcast address
becomes "192.168.3.255". Similarly, do not use such addresses as
"xxx.xxX.0.255", "xxx.xxx.1.255", and "xxx.xxx.2.255".
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e Subnet mask

You can set a value having continuous mask bits in binary notation within the
range from "255.0.0.0" to "255.255.255.255".

For instance, you cannot set 255.255.255.64 (binary notation: 1111 1111
1111 111111111111 0100 0000) because its mask bits are not successive.

Also, you cannot set any value not having two or more IP addresses which
can be set at a specified host part (in a subnet).

For instance, you cannot set 255.255.255.254 (binary notation: 1111 1111
111111111111 1111 1111 1110) because there is no value which can be set
as an IP address at the host part (in a subnet).

No IP address for specifying a host cannot be assigned because both of a
network address and a broadcast address are used.

e Default gateway

You can set a value which can be specified as an IP address existing in a
network (subnet) defined by an IP address and a subnet mask.

For example, the following combinations cannot be set:

— An address not existing in a network (subnet) defined by an IP address
and a subnet mask.

e IP address 192.168.0.1
e Subnet mask 255.255.255.0
e Default gateway 192.168.10.20

Because addresses that can be set within a subnet must range from
192.168.0.1 to 192.168.0.254.

— An address that cannot be set as an IP address
e IP address 192.168.0.1
e Subnet mask 255.255.255.0
e Default gateway 192.168.0.255

Because 192.168.0.255 is a broadcast address.
Also 192.168.0.0 cannot set because it is a network address.

The setup tool does not always determine whether any value other than the
above can be set if specified. If a wrong value is specified, however, the setup
tool accepts such a value normally but the value is judged abnormal when you
attempt to set it on the BMC side. The value may not be set normally.

If a BMC network does not work normally after setup, reconfirm the network
setup with the setup tool and try to specify normal values.
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Software license

This chapter describes the license information of the software embedded into
components of the system unit.

O Software license information

Software license 7-1
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Software license information

Software embedded in this product consists of independent multiple pieces of
software. Each of them is copyrighted by Hitachi, Ltd. or third parties.

The property rights and the intellectual property rights of software embedded in
this product, which Hitachi, Ltd. itself has developed or created, are owned by
Hitachi, Ltd. The property rights and the intellectual property rights of
documents related to the software are owned by Hitachi, Ltd. Those are
protected by the copyright and other laws.

This product uses the following open source software in compliance with each
software license agreement as well as software developed or created by Hitachi,
Ltd.

Table 7-1: BSD license

Embedded software Software license agreement

XML_RPC BSD-style License

Refer to the next URL:
http://xmlrpc-c.svn.sourceforge.net/viewvc/xmlrpc-c/
trunk/doc/COPYING?view=markup

Net-SNMP BSD License

Refer to the next URL:
http://www.net-snmp.org/about/license.html

Table 7-2: GNU General Public License (GPL)

Embedded software Software license agreement
Linux kernel GNU General Public License version 2
LbJ-Bost Refer to the next URL:

DUSyDOX http://www.gnu.org/licenses/gpl-2.0.html

iptables

mii-tool

gawk

rsync

liblzo

cron

ethtool

logrotate

mtd-utils

e2fsprogs

zlib zlib license
Refer to the next URL:
http://www.zlib.net/zlib license.html

7-2 Software license

Hitachi Compute Rack 220S Remote Management User’s Guide


http://xmlrpc-c.svn.sourceforge.net/viewvc/xmlrpc-c/trunk/doc/COPYING?view=markup
http://xmlrpc-c.svn.sourceforge.net/viewvc/xmlrpc-c/trunk/doc/COPYING?view=markup
http://www.net-snmp.org/about/license.html
http://www.gnu.org/licenses/gpl-2.0.html
http://www.zlib.net/zlib_license.html

Embedded software

Software license agreement

openssl|

OpenSSL License

Refer to the next URL:
http://www.openssl.org/source/license.html

openssh

BSD License

Refer to the next URL:
http://www.openbsd.org/cgi-bin/cvsweb/src/usr.bin/ssh

/LICENCE?rev=HEAD

openldap

The OpenLDAP Public License

Refer to the next URL:
http://www.openldap.org/software/release/license.html

pam_ldap

GNU LESSER GENERAL PUBLIC LICENSE

Refer to the next URL:
http://www.gnu.org/copyleft/lesser.html

perl

GNU General Public License/Artistic License

Refer to the next URL:
http://dev.perl.org/licenses/

netkit-tftp
syslogd

BSD License

Refer to the next URL:
http://www.freebsd.org/copyright/license.html

stunnel

stunnel license

Refer to the next URL:
https://www.stunnel.org/sdf copying.html

ntp
ntpdate

NTP License

Refer to the next URL:
http://opensource.org/licenses/NTP

We provide you with source code of software licensed under the terms of the
license, such as GNU General Public License (GPL), which says that we must
distribute the source code, on CD-ROM/DVD-ROM by your request. Please take
note that you will be charged for the media, shipping fee, and commission then.
When you need to have source code media, check the BMC firmware version, jot
it down, and contact your reseller to give them the version.

For the above open source software, consult your reseller.
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SMASH

This Appendix-A describes the functions of SMASH.

O

O0O0o0o0oaod

Overview

Setting up SMASH

SMASH-CLP

WS-Management

SMASH operation

CIM classes, properties and methods

Troubleshooting
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Overview

This section overviews what SMASH is and what you can do with SMASH
functions.

What SMASH is

SMASH is a management standard tool for server hardware provided by DMTF.

What you can do with SMASH

You can use SMASH to perform operations including powering on or off a server
system and referring to FRU information. Both SMASH-CLP and WS-Management
are supported. See DMTF web site shown below for details about SMASH-CLP
and WS-Management.

http://dmtf.org/

Operations
The following operations are available for SMASH with CR 220S.

Table A-1: SMASH Operations

# Operation

Server System operation (Retrieving status, powering on/off and rebooting)

Retrieving processor status

Retrieving memory status

Retrieving power supply module status

Retrieving fan module status

Retrieving sensor information

Retrieving FRU information

Changing boot device

V| |o(N|[ocojun | |W[N|[F

Retrieving account information

Restarting BMC

-
o

Profiles
SMASH can perform many types of operations defined by CIM profiles. CR 220S
support the profiles in the following table.
For details, see the following DMTF web site:
http://dmtf.org/standards/profiles
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Table A-2: Supported CIM Profiles

DSP# Profile Organization Version
DSP1004 Base Server DMTF 1.0.0 or later
DSP1006 SMASH Collections DMTF 1.0.0 or later
DSP1007 SM CLP Admin Domain DMTF 1.0.0 or later
DSP1009 Sensors DMTF 1.0.0 or later
DSP1011 Physical Asset DMTF 1.0.0 or later
DSP1012 Boot Control DMTF 1.0.0 or later
DSP1013 Fan DMTF 1.0.0 or later
DSP1015 Power Supply DMTF 1.0.0 or later
DSP1018 Service Processor DMTF 1.0.0 or later
DSP1022 CPU DMTF 1.0.0 or later
DSP1026 System Memory DMTF 1.0.0 or later
DSP1033 Profile Registration DMTF 1.0.0 or later
DSP1034 Simple Identity Management DMTF 1.0.0 or later
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Setting up SMASH

This section describes how to set up SMASH before starting to use it.

Setting user account

Configure user accounts to operate the server system remotely. Privileges to
operate the server system, validity, username and password can be configured
for each user account.

Give the roles of "Login" and "SMASH CLP" to a user account that you wish to use
the SMASH.

For details, see Setting user account.

Enabling ports for SMASH

After setting up a user account, set up a port for SMASH. For details of how to
enable ports.

Set the WS-MAN > Use > Enable on Security and Service".
For details, see Security and Service.

following.
e SMASH (WS-Management) to its default (5986).
e SMASH (CLP) to its default (Telnet (23)/SSH (22)).

' WS-Management and SMASH-CLP default port number are as

Importing digital certificate

Connection via WS-Management requires installing the digital certificate on the
client PC prior to the connection. For details on the how to use the digital
certificate, see Certificate.

browser on the client PC, and then, enter “https://<BMC's IP
address>"; for example, “https://192.168.0.1/” . For details on how to
download and how to install the digital certificate, see help for web
browser.

To download the digital certificate from the BMC directly, run the web
Tip .
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SMASH-CLP

This section describes how to use SMASH-CLP.

Connecting SMASH-CLP

You can use SMASH-CLP (Command Line Protocol) using terminal software on a
console terminal connected via Telnet or SSH. To connect SMASH-CLP, follow
these steps:

1. Start the terminal software on a console terminal, and connect to a server
system, on which you use SMASH-CLP, via Telnet or SSH.

2. Enter a user name and a password via Telnet or SSH to connect to
SMASH-CLP. Successful authentication displays the following prompt.

+< Telnet 192.168.0.61 BEE|
-]

When using SMASH-CLP, check if there is SMASH-CLP role in the user account.
If not, the terminal software directly connects to CLI.

If your user account includes either roles: “Administrator and SMASH-CLP” or
“Service Setting and SMASH-CLP”, the following console menu screen is
displayed for selection.

Telnet 1 168.0.61
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Using SMASH-CLP

With SMASH-CLP, you can operate “target” shown in a hierarchical structure
using “verb”. Type the following string in SMASH-CLP command line to operate
an item shown in the table: SMASH Operations.

<verb> [<options>] [<target>] [<properties>]

For the SMASH-CLP, see Table A-3 Verbs and Their Options. For the targets
corresponding to items in Table A-1 SMASH Operations, see Table A-4 Targets
for Operations. To view verb option details, enter the following command.

help <verb>

Example:

->help show

Description:
The show command is used to display information about Managed
Elements. It can be used to view information about a single Managed
Element, a tree of Managed Elements, or Managed Elements matching
a property value filter.

Syntax:
show [{options}] [{target}] [{properties}] [{propertyname}==
{propertyvalue}]

Options:

-a, all

The all option instructs the Command Processor to select all values

To view target properties, move to a target and enter the following.

cd <target>
show —-display properties

Example:

-> cd /adminl/systeml

-> show -display properties

Command Status: COMMAND COMPLETED

ufip=/adminl/systeml

Properties:

HealthState=5

RequestedState=0

EnabledState=2

ElementName=IPMI BMC DevicelID.32
CreationClassName=CIM ComputerSystem
Name=IPMI BMC DeviceID.32
Dedicated={0}
OperationalStatus={2}
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OtherIdentifyingInfo={HITACHI: :GOXT20XM-XXXXXXX:
323aaaaaaaaaaaaaaaalxxxxxxx}
IdentifyingDescriptions={CIM:Model:SerialNumber}

Table A-3: Verbs and Their Options

Verb Options Description

cd -default, -examine, -help, -output, -version Changes the current default target.

show -all, -default, -display, -examine, -help, -level, | Views properties and verbs for a
-output, -version target.

exit -help, -output, -version Finishes SMASH-CLP.

help -examine, -help, -output, -version Shows help for a target.

version -examine, -help, -output, -version Shows a version of a target.

set -examine, -help, -output, -version Sets properties for a target.

start -examine, -force, -help, -output, -version Requests the target to start.

stop -examine, -force, -help, -output, -state, Requests the target to stop.
-version, -wait

reset -examine, -help, -output, -version Requests the target to reset.

Table A-4: Targets for Operations

Target

Object

Operation

/adminl/system1

Server system

Displays the server system status,
powers on/off, or reboots.

/adminl/hdwrl/mainchassis1

Server system

Displays FRU information.

/adminl/system1/cpu<N> Processor Displays the processor status.
/admin1l/hdwrl/mainchassisl/card1/chip<N>

/adminl/system1/capabilitiesl/cpucap<N>

/adminl/systeml/memory1l Memory Displays the memory status.

/adminl/hdwrl/mainchassisl/cardl/pmem<N>

/adminl/system1/pwrsupply<N>

Power supply

Displays the power supply status.

module
/adminl/systeml/fan<N> Fan module Displays the fan status.
/adminl/system1/sensorsl/sensor<N> Sensor Displays the sensor status.
/adminl/systeml/sensorsl/currentsensor<N>
/adminl/systeml/sensorsl/tachsensor<N>
/adminl/system1/sensorsl/tempsensor<N>
/adminl/system1/sensorsi/voltsensor<N>
/adminl/system1/sp1l BMC Displays the BMC status or

restarts BMC.

/adminl/system1/settings1/bootcfgsettingl/boo | Boot device Changes the boot device.
tsrcsetting<N>
/adminl/system1/spl/account<N> Account Displays account information.
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WS-Management

This section describes how to use WS-Management.

Connecting WS-Management

Use software which supports WS-Management protocol. In this chapter, WinRM
is used as an example.

..+ | You can download Windows management framework including WinRM
from Microsoft web site.

Using WinRM

To perform operations shown in the table OPERATION below, enter the following
command line at the command prompt on the WinRM-installed console terminal
or in Windows PowerShell.

\winrm <OPERATION> <RESOURCE URI> [-SWITCH:VALUE] [@{KEY=VALUE}]

For available WinRM operations, see the tables below: Table A-5 OPERATION,
Table A-6 RESOURCE_URI, and Table A-7 -SWITCH:VALUE. For WinRM details,
see help for WinRM.

Table A-5: OPERATION

OPERATION Description
g(et) Retrieves management information.
s(et) Sets management information.
c(reate) Creates a new instance of management resources.
d(elete) Deletes an instance of management resources.
e(numerate) Enumerates all instances of management resources.
i(nvoke) Invokes a method to management resources.
id(entify) Identifies if WS-Management is executed on the server system connected.

Table A-6: RESOURCE_URI

RESOURCE Description
cimv2/CIM_ComputerSystem Powers on/off, reboots server systems, or restarts the BMC.
cimv2/CIM_Processor Retrieves the processor status.

cimv2/CIM_Chip

cimv2/CIM_ProcessorCapabilities
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RESOURCE

Description

cimv2/CIM_Memory

Retrieves the memory status.

cimv2/CIM_PhysicalMemory

cimv2/CIM_PowerSupply

Retrieves the power status.

cimv2/CIM_Fan

Retrieves the fan status.

cimv2/CIM_Sensor

Retrieves sensor information.

cimv2/CIM_NumericSensor

cimv2/CIM_Chassis

Retrieves FRU information.

cimv2/CIM_BootConfigSetting

Switches boot device.

cimv2/CIM_Account

Retrieves account information.

Table A-7: -SWITCH:VALUE

-SWITCH VALUE Description
-r(emote) [TRANSPORT] Sets a URI scheme: HTTP or HTTPS. The default value is HTTP
but select HTTPS.
HOST Sets a host address. Valid formats: DNS name, NetBIOS name
or IP address.
[PORT] By default, 5985 is used for HTTP; 5986 for HTTPS.
[PREFIX] By default, wsman is set.
-u(sername) USERNAME Specifies the user name for a server system connected.
-p(assword) PASSWORD Specifies the user password for a server system connected.
-a(uthentication) | VALUE Specifies authentication mechanism used for server connection
- None
- Basic
- Digest
- Negotiate
-encoding VALUE Specifies the encoding for communication with a server system
connected.
-file VALUE Specifies an XML file read from a file when s(et), c(reate) and

i(nvoke) operations are executed.

The following shows an example of command for using WinRM. The example
assumes that you have created an account with user name “user02” and
password “pass02”. Also assumes BMC's IP address is "192.168.0.1".

To view sensor information, start WinRM by a command like the following.

C:\>winrm e cimv2/CIM Sensor -r:https://192.168.0.1:5986/wsman
—u:user02 -p:pass02 -a:basic —-encoding:utf-8

SMASH A-9
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A-10

Example:

C:\>winrm e cimv2/CIM Sensor -r:https://192.168.0.1:5986/wsman
—u:user0l -p:pass0l -a:basic —-encoding:utf-8
CIM NumericSensor

Accuracy = null

Availability = null

BaseUnits = 2

Caption = Temperature (206.0.32)

CommunicationStatus = null

CreationClassName = CIM NumericSensor

CurrentReading = 2800

CurrentState = Normal

Description = HDD PLT2 TEMPI1 (206.0.32) :Temperature for Drive
Backplane 3

DetailedStatus = null

DeviceID = 1.206.0.32.1.99

ElementName = HDD PLT2 TEMP1 (206.0.32)

EnabledDefault = null

EnabledState = 1

EnabledThresholds = 3, 1, 2, 0

ErrorCleared = null

ErrorDescription = null

HealthState = 5

Hysteresis = null

InstallDate = null

IsLinear = TRUE

LastErrorCode = null

LocationIndicator = null

LowerThresholdCritical = 0

LowerThresholdFatal = null

LowerThresholdNonCritical = 300

MaxQuiesceTime = null

MaxReadable = 12700

MinReadable = 12800

Name = null

NominalReading = 4500

NormalMax = null

NormalMin = null

OperatingStatus = null

s When an error message saying that the envelope is too large is
displayed, enter the following command to avoid troubles.

C:\>winrm s winrm/config @{MaxEnvelopeSizekb="4096"}

SMASH
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SMASH operation

This section describes how to operate SMASH.

Retrieving server system information

You can retrieve identification and status of server systems by SMASH.; for
example, to know the product serial number .You can extract them from
OtherldentifyingInfo property in the instance of CIM_ComputerSystem class.

WS-Management

By using WS-Management to retrieve server system information, you can find
the information in the instance of which Dedicated property is 0 (Not dedicated)
among the instances in the CIM_ComputerSystem class.

SMASH-CLP

Enter the following command.

cd /adminl/systeml
show

Properties

Table A-8: CIM_ComputerSystem class properties for server system

Property

Description

EnabledState

Shows the power status of the server system.
2 (Enabled) : Power is ON.
3 (Disabled) : Power is OFF.

HealthState

Shows whether a failure occurred or not.
5 (OK) : Normal

10 (Degraded/Warning) : Warning

25 (Critical error) : Failure

OperationalStatus

Shows whether a failure occurred or not.
2 (OK) : Normal

3 (Degraded) : Warning

6 (Error) : Failure

IdentifyingDescriptions

Shows the character string that represents the OtherIdentifyingInfo
property. The order of items corresponds to that of
OtherIdentifyingInfo property.

OtherldentifyingInfo

Shows the server identifying character string. The format corresponds
to IdentifyingDescriptions "HITACHI::LocationID” is “<Chassis
serial number>".
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Powering on/off or rebooting server system

You can power on/off and reboot server system. Note that SMASH does NOT shut
down the OS automatically in powering off or rebooting.
WS-Management

1. Find the instance of which Dedicated property is 0 (Not dedicated) among
the instances in the CIM_ComputerSystem class.

2. Invoke RequestStateChange() method of the instance with appropriate
RequestedState parameter shown below.

Table A-9: RequestedState parameters

RequestedState parameter Operation
2 (Enabled) Powers on.
3 (Disabled) Powers off.
11 (Reset) Reboots.
SMASH-CLP

You can power on/off and reboot server systems by entering the following
commands:

To power on

‘start /adminl/systeml

To power off

‘ stop /adminl/systeml

To reboot

‘reset /adminl/systeml

A-12 SMASH
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Retrieving processor status

You can retrieve the processor status.

WS-Management

You can get the status by retrieving the CIM_Processor class instances.

SMASH-CLP

You can get the status by entering the following command.

show

cd /adminl/systeml/cpu<N>

Properties

Table A-10: CIM_Processor class properties

Property

Description

ElementName

Shows the name of the processor. If the value is “Unknown”, the

processor is not installed.

HealthState

Shows whether a failure occurred or not.
5 (OK) : Normal

10 (Degraded/Warning) : Warning

25 (Critical error) : Failure

OperationalStatus

Shows whether a failure occurred or not.
2 (OK) : Normal

3 (Degraded) : Warning

6 (Error) : Failure

SMASH
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Retrieving memory status

You can retrieve the memory status.

WS-Management

You can get the status by retrieving the CIM_PhysicalMemory class instances.

SMASH-CLP

You can get the status by entering the following command.

cd //adminl/hdwrl/mainchassisl/cardl/pmem<N>

show

Properties

A-14

Table A-11: CIM_PhysicalMemory class properties

Property

Description

Capacity

Shows the memory capacity. If the value is “0” (zero), memory module
is not installed.

HealthState

Shows whether a failure occurred or not.
5 (OK) : Normal

10 (Degraded/Warning) : Warning

25 (Critical error) : Failure

OperationalStatus

Shows whether a failure occurred or not.
2 (OK) : Normal

3 (Degraded) : Warning

6 (Error) : Failure

SMASH
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Retrieving power supply module status

You can retrieve the power supply module status.

WS-Management

You can get the status by retrieving the CIM_PowerSupply class instances.

SMASH-CLP

You can get the status by entering the following command.

show

cd /adminl/systeml/pwrsupply<N>

Properties

Table A-12: CIM_PowerSupply class properties

Property

Description

HealthState

Shows whether a failure occurred or not.
5 (OK) : Normal

10 (Degraded/Warning) : Warning

25 (Critical error) : Failure

OperationalStatus

Shows whether a failure occurred or not.
2 (OK) : Normal

3 (Degraded) : Warning

6 (Error) : Failure

SMASH
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Retrieving fan module status

You can retrieve the fan module status.
WS-Management

You can get the status by retrieving the CIM_Fan class instances.
SMASH-CLP

You can get the status by entering the following command.

cd /adminl/systeml/fan<N>
show

Properties

Table A-13: CIM_Fan class properties

Property Description

HealthState Shows whether a failure occurred or not.
5 (OK) : Normal

10 (Degraded/Warning) : Warning

25 (Critical error) : Failure

OperationalStatus Shows whether a failure occurred or not.
2 (OK) : Normal

3 (Degraded) : Warning

6 (Error) : Failure
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Retrieving fan rotating speed
You can retrieve the fan rotating speed.
WS-Management

You can get the information in the following steps:
1. Find the CIM_Fan class instance.

2. Extract the sensor number (<SensorNumber>) from the DevicelD property
in the instance.

3. Find the instance corresponding to the <SensorNumber> from among the
CIM_NumericSensor class instances.

4. The CurrentReading property in the instance found in the step 3 shows the
rotating speed.

The format of the DevicelID property in the CIM_Fan class is:

<EntityID> “:” <EntityInstance> ":” <SensorNumber> “:Fan”

<SensorNumber> is surrounded by second and third colons(*:"”).

The format of the DevicelID property in the CIM_NumericSensor class is:

<1 or 2>.<SensorNumber>.<OwnerLUN>.<OwnerID>.<Event/Reading Type
Code>.<Sensor Specific Offset or 99>

A\S /4

<SensorNumber> is surrounded by first and second periods(*.”).

SMASH-CLP
You can get the rotating speed from the target

/adminl/systeml/sensorsl/tachsensor<N> of which ElementName
property begins with “FAN".
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Retrieving FRU information
You can retrieve FRU information.
WS-Management
You can get FRU information by retrieving the CIM_Chassis class instance.

SMASH-CLP

You can get the status by entering the following command.

cd //adminl/hdwrl/mainchassisl
show

Properties

Table A-14: CIM_Chassis class properties

Property Description
Manufacturer Shows manufacturer of the server system.
Model Shows model name of the server system.
PartNumber Shows part number of the server system.
SerialNumber Shows serial number of the server system
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Changing boot device
You can change boot device for next single boot.
WS-Management

You can change the boot device in the following steps:

1. Find the CIM_BootSourceSetting class instance that containing the
StructuredBootString property for the boot device you want to use.

2. Find the CIM_BootConfigSetting class instance and invoke
ChangeBootOrder() method, designating the CIM_BootSourceSetting
class instance found above as a parameter.

To use WinRM, execute the following command:

C:\>winrm i ChangeBootOrder cimv2/CIM BootConfigSetting?InstancelD=
CIM:bcsl -r:https://192.168.0.1:5968/wsman -a:basic -u:userA -p:pas
s01l —encoding:utf-8 —-file:input-ChangeBootOrder.xml

The contents of the input-ChangeBootOrder.xml are shown below:

<nl:ChangeBootOrder INPUT
xmlns:nl="http://schemas.dmtf.ofg/wbem/wscim/1/cim-schema/2/CIM
_BootConfigSetting”
xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing”
xmlns:wsman="http://schemas.dmtf.org/wbem/wsman/1/wsman.xsd”>
<nl:Source>
<wsa:ReferenceParameters>
<wsman:ResourceURI>http://schemas.dmtf.org/wbem/wscim/1/cim-
schema/2/CIM BootSourceSetting</wsman:ResourceURI>
<wsman:SelectorSet>
<wsman:Selector Name="InstanceID”>BootSource</wsman:Selector>
</wsman:SelectorSet>
</wsa:ReferenceParameters>
</nl:Source>
</nl:ChangeBootOrder INPUT>

Replace BootSource in the file by InstancelID property value of the
CIM_BootSourceSetting instance which you want to use.
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SMASH-CLP

A-20

You can change the boot device in the following steps:

1. Find the target bootsrcsetting<N> under /adminl/systeml1/
settings1/bootcfgsettingl, which StructuredBootString property is the
device you want to boot from.

2. Execute the following command.

<N>"

cd /adminl/system1/settingsl/bootcfgsettingl
set bootorder="/adminl/system1/settings1/bootcfgsettingl/bootsrcsetting

The following table shows the relationship between StructuredBootString
property values and the boot device.

Table A-15: StructuredBootString property values

StructuredBootString property

Boot device

HITACHI:None:1

None. Cancels the boot device designation.

CIM:Network:1 PXE boot

CIM:Hard-Disk:1 Hard disk

CIM:CD/DVD:1 CD/DVD ROM
SMASH
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Restarting BMC

You can restart BMC. Note that this operation terminates current SMASH session
immediately.

WS-Management

You can restart BMC in the following steps:

1. Find the instance of which Dedicated property is 28 (Management
Controller) among the instances in the CIM_ComputerSystem class.

2. Execute the RequestStateChange() method in the instance, designating
11 (Reset) as a RequestedState parameter.

SMASH-CLP

You can restart BMC by entering the following command.

‘reset /adminl/systeml/spl
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CIM classes, properties and methods

This section provides the list of CIM classes, properties and methods.

List of CIM classes, properties and methods

The following tables show supported CIM classes, properties and methods. This
list covers only major ones.

Table A-16: Support Profiles Classes

Profile Class Element Name

Base Server CIM_ComputerSystem Name

CreationClassName

EnabledState

RequrestedState

OperationalStatus

HealthState

ElementName

Dedicated

IdentifyingDescriptions

OtherldentifyingInfo

RequestStateChange()
CIM_ComputerSystemPackage Dependent

Antecedent
CIM_ElementCapabilities ManagedElement

Capabilities

CIM_EnabledLogicalElementCapabilities RequestedStatesSupported

CIM_PhysicalPackage Tag

CreationClassName

PackageType

ChassisPackageType

Manufacturer

Model

SerialNumber

PartNumber

VendorCompatibilityStrings

ElementName

CIM_RegisteredProfile RegisteredName

RegisteredVersion

RegisteredOrganization
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Profile

Class

Element Name

SMASH Collection

CIM_ConcreteCollection

InstancelD

ElementName

CIM_MemberOfCollection

Collection

Member

CIM_OwningCollectionElement

OwningElement

OwnedElement

CIM_RegisteredProfile

RegisteredName

RegisteredVersion

RegisteredOrganization

SM CLP Admin CIM_AdminDomain Name
Domain CIM_ConcreteCollection InstancelD
ElementName
CIM_MemberOfCollection Collection
Member
CIM_OwningCollectionElement OwningElement
OwnedElement
CIM_RegisteredProfile RegisteredName
RegisteredVersion
RegisteredOrganization
CIM_SystemComponent GroupComponent
PartComponent
Sensors CIM_Sensor SystemCreationClassName

SystemName

CreationClassName

DevicelD

SensorType

PossibleStates

CurrentStates

ElementName

OtherSensorTypeDescription

EnabledState

RequestedState

OperationalStatus

HealthState

SystemCreationClassName

CIM_NumericSensor

SystemCreationClassName

SystemName

CreationClassName

SMASH
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Profile

Class

Element Name

Sensors

CIM_NumericSensor

DevicelD

BaseUnits

UnitModifier

RateUnits

CurrentReading

LowerThresholdNonCritical

UpperThresholdNonCritical

LowerThresholdCritical

UpperThresholdCritical

LowerThresholdFatal

UpperThresholdFatal

SupportedThresholds

SettableThresholds

SensorType

PossibleStates

CurrentStates

ElementName

OtherSensorTypeDescription

EnabledState

RequestedState

OperationalStatus

HealthState

CIM_SystemDevice

GroupComponent

PartComponent

CIM_AssociatedSensor

Antecedent

Dependent

CIM_RegisteredProfile

RegisteredName

RegisteredVersion

RegisteredOrganization

Physical

Asset

CIM_Chassis

Tag

CreationClassName

PackageType

ChassisPackageType

Manufacturer

Model

SerialNumber

PartNumber

VendorCompatibilityStrings
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Profile

Class

Element Name

Physical Asset

CIM_Chassis

ElementName

CIM_ComputerSystemPackage

PlatformGUID

CIM_Container GroupComponent
PartComponent
CIM_PhysicalMemory Tag

CreationClassName

FormFactor

MemoryType

Speed

Capacity

BankLabel

ElementName

HealthState

OperationalStatus

CIM_PhysicalAssetCapabilities

InstancelD

ElementName

FRUInfoSupported

CIM_PhysicalPackage

Tag

CreationClassName

PackageType

ChassisPackageType

Manufacturer

Model

SerialNumber

PartNumber

VendorCompatibilityStrings

ElementName

CIM_Realizes

Antecedent

Dependent

CIM_RegisteredProfile

RegisteredName

RegisteredVersion

RegisteredOrganization

Boot Control

CIM_RegisteredProfile

RegisteredName

RegisteredVersion

RegisteredOrganization

CIM_BootService

CreationClassName

Name

SystemCreationClassName

SMASH
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Profile

Class

Element Name

Boot Control

CIM_BootService

SystemName

ElementName

CIM_BootConfigSetting

InstancelD

ElementName

ChangeBootOrder()

CIM_BootSourceSetting

InstancelD

ElementName

BootString

BIOSBootString

StructuredBootString

FailThroughSupported

CIM_ElementCapabilities

ManagedElement

Capabilities
CIM_ElementSettingData
CIM_HostedService Antecedent
Dependent
CIM_OrderedComponent GroupComponent
PartComponent

AssignedSequence

CIM_ServiceAffectsElement

AffectingElement

AffectedElement

ElementEffects

Fan

CIM_Fan

SystemCreationClassName

SystemName

CreationClassName

DevicelD

OperationalStatus

HealthState

VariableSpeed

DesiredSpeed

ActiveCooling

EnabledState

RequestedState

ElementName

CIM_NumericSensor

SensorType

BaseUnits

RateUnits

CIM_RegisteredProfile

RegisteredName
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Profile

Class

Element Name

Fan

CIM_RegisteredProfile

RegisteredVersion

RegisteredOrganization

CIM_Sensor SensorType
CIM_SystemDevice GroupComponent
PartComponent

Power Supply

CIM_PowerSupply

SystemCreationClassName

SystemName

CreationClassName

DevicelD

TotalOutputPower

ElementName

OperationalStatus

HealthState

EnabledState

RequestedState

CIM_RegisteredProfile

RegisteredName

RegisteredVersion

RegisteredOrganization

CIM_SystemDevice GroupComponent
PartComponent
Service Processor CIM_ComputerSystem Dedicated
Name

CreationClassName

OtherldentifyingInfo

IdentifyingDescriptions

EnabledState

RequrestedState

OperationalStatus

HealthState

ElementName

RequestStateChange()

CIM_ElementCapabilities

ManagedElement

Capabilities

CIM_EnabledLogicalElementCapabilities

RequestedStatesSupported

CIM_RegisteredProfile

RegisteredName

RegisteredVersion

RegisteredOrganization

Profile Registration

CIM_RegisteredProfile

InstancelD

SMASH
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Profile

Class

Element Name

Profile Registration

CIM_RegisteredProfile

RegisteredOrganization

RegisteredName

RegisteredVersion

AdvertiseTypes

CIM_ElementConformsToProfile

ConformantStandard

ManagedElement

CIM_ReferencedProfile

Antecedent

Dependent

Simple Identity
Management

CIM_Account

SystemCreationClassName

SystemName

CreationClassName

Name

UserID

UserPassword

OrganizationName

ElementName

RequestedState

EnabledState

CIM_AccountManagementService

SystemCreationClassName

CreationClassName

SystemName

Name

RequestedState

EnabledState

ElementName

CIM_AccountOnSystem GroupComponent
PartComponent
CIM_Assignedldentity IdentityInfo

ManagedElement

CIM_ElementCapabilities
(CIM_AccountManagementService)

ManagedElement

Capabilities
CIM_HostedService Antecedent
Dependent
CIM_Identity Instanceld

ElementName

CIM_RegisteredProfile

RegisteredName

RegisteredVersion

RegisteredOrganization
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Profile

Class

Element Name

Simple Identity

CIM_ServiceAffectsElement

AffectingElement

Management
AffectedElement
ElementAffects
CPU CIM_Processor CPUStatus

CreationClassName

CurrentClockSpeed

DevicelD

ElementName

EnabledState

ExternalBusClockSpeed

Family

HealthState

MaxClockSpeed

OperationalStatus

RequestedState

SystemCreationClassName

SystemName

CIM_ProcessorCapabilities

InstancelD

NumberOfHardwareThread

NumberOfProcessorCores

System Memory

CIM_Memory

Access

BlockSize

ConsumableBlocks

CreationClassName

DevicelD

ElementName

EnabledState

HealthState

NumberOfBlocks

OperationalStatus

RequestdState

SystemCreationClassName

SystemName

Volatile

SMASH
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Troubleshooting

A-30

This section describes examples of basic troubleshooting with the SMASH.

Table A-17: Troubleshooting

#

Problem

Description

1

Cannot connect to BMC

Check the following from web console.

1) BMC's IP address and ports are properly configured.

2) IPMI/SMASH user account is properly configured.

3) Secure transport protocol (HTTPS or SSH) is used.

4) Connection from your client PC's IP address is allowed.

An error message displayed when
“show
//adminl/hdwrl/mainchassisl”
is executed in CLP.

The error message is below.

cmdstat
status H
status_tag : COMMAND PROCESSING FAILED
error : 246
error tag : INVALID TARGET

This message appears when asset tag contains non-ASCII
characters. Compute Rack 210/220 series only support ASCII
encoding for asset tag.

Set asset tag containing only ASCII characters from web
console.

SMASH
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CLI Console

This Appendix-B describes the functions of CLI Console.
O Common function

O CLI command

CLI Console B-1
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Common function

Login/logout

Login
1. Start the terminal emulator as a system console (SSH or telnet).

2. Setthe IP address of the BMC, and terminal emulator connect BMC IP address
through SSH or telnet.

3. When you have successfully logged in, the login prompt window is displayed.
4. The following user account and password of the system administrator are set
to the factory default settings. Enter the following values in the table.

Table B-1: Factory default settings

Item Factory default settings

User account userO1

Password pass01

ees We strongly recommend that the password of the system
Tip . administrator changed for security.

5. Enter the user account in the login prompt to connect the management
module, and then press Enter.

Login:user01

6. Enter the password, and then press Enter.

Login:user01
Password:pass01

7. The following initial window is displayed after logging in to the management
module.

ees. The following item appear on the initial window after logging in to
Tip .. the management module.

Example:
7PESE
ALL RIGHTS RESERVED, COPYRIGHT (C), 2011, 2012, HITACHI, LTD.
Chassis ID : 9 7999999999
Firmware Revision :
$
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Logout

Enter exit in the CLI prompt, and then press Enter.

S exit

CLI Console
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Command input assistance

The CLI console provides command input assistance which helps an operator to
type a command line.

Characters available to input

"' (space), "', """ (double quotation), '#','$', '%', '&"', "'(single quotation) , '(",
I)l , ! , I+l , III , I_I , '.' , I/I ,I:l , l;l , l<| , |=l , I>l , I? ',l@' ,l[l , l\l , I]I , IAL , I_I ’I‘l ,
I{l , I}I , INI , IOI ~ l9| , IAI ~ IZI , lal ~ IZI ,
Deleting characters
[BackSpace] key
Moves the cursor backward and deletes the character to the left of the cursor.

[Delete] key
Moves the cursor backward and deletes the character to the left of the cursor.

e If no command matches, the command line remains the same.
Tip .

e Auto-completion works only on command name, and doesn't on
parameter.
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CLI command

This section describes CLI command.

Chassis
show chassis setting

Command

show chassis setting

Description

Shows the setting of chassis.

Parameters

None

Show items

-- chassis setting --
Chassis ID
Chassis ID
Maximum of 21 characters

Maintenance classification
Setting of long life support
normal : standard service.
long : long life support service.

-- chassis FRU setting --
Part/model number
Part/model number of the chassis
Maximum of 32 characters

Serial number
Serial number of the chassis
Maximum of 27 characters

Model ID
Chassis type

Midplane ID
Midplane type

CLI Console
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B-6

First WWN
First additional WWN
The smallest WWN in 256 WWNs assigned the additional WWM
chassis.

Message

None

Example

[Shows the setting of server chassis.]
show chassis setting

Comment

None

CLI Console
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set chassis id

Command
set chassis id -c <cid> [-F]
Description

Edits the Chassis ID.

Parameters
-c <cid>
Chassis ID
Maximum of 21 characters
-F
Executes the command without inquiry.
Show items
None
Message
None
Example

[Edits the Chassis ID into "SERVER1"]
set chassis id -c¢ SERVERIL

Comment

None

CLI Console
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Front panel

show front-panel status

B-8

Command
show front-panel status
Description

Shows the status of front panel.

Parameters

None

Show items

-- Front panel status --
Install
Install status of a module
Install : The module is installed.

Not Install : The module is not installed.
-- LED status --
LED type
LED type
Power Led
Location Led: Location ID
Error Led
Mode Led
Maintenance Led
Light
Lighting status of LED.
on : turn-on
off : turn-off
Message
None
Example

[Show status of front panel.]
show front-panel status

CLI Console
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Comment

None

CLI Console
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set front-panel led

Command
set front-panel led -1 <led type> -t <led on off> [-F]
Description

Turns on or turn off the LID of chassis.

Parameters
-| <led_type>
LED type
lid : Location ID
-t <led_on_off>
Turn on or turn off of LED.
on : turn-on
off : turn-off

-F
Executes the command without inquiry.

Show items
None
Message
None

Example

[Turns on the LID of chassis.]
set front-panel led -1 1id -t on

[Turns off the LID of chassis.]
set front-panel led -1 1lid -t off

Comment

None
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Server
show server status
Command
show server status [<server no>]
Description
Shows the status of server.

Parameters

<server_no>
Slot number is always 0.

Show items

-- Server status --
Slot
Slot number is always 0.

Initialize
Initialize status.

Init comp : Server is completed to initialize.
Power detail
Power status of server.

off : Server is powered off.

On : Server is powered on.
Power

Status of power
off : Powered off
on : Powered on

Fail
Status of Fail.
normal : Not fail
fail : Fail

Mass(kg)
Mass of module(kg)
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-- LED status --

LED type
LED type
lid : Shows Location ID.
Light
Lighting status of LED
on : turned on
off : turned off
Message
None
Example

[Shows the status of server 0.]
show server status 0

Comment

None

B-12 CLI Console

Hitachi Compute Rack 220S Remote Management User’s Guide



show server mgmt-lan

Command

show server mgmt-lan [<server no>]

Description

Shows the management LAN of BMC in the server.

Parameters

<server_no>

Slot number of server in the server chassis.

Range is fixed value 0 .
Multiple selection is available.

If "all' is specified for this parameter or this parameter is omitted,
the command shows all servers.

Show items
-- Server LAN interface setting --
Slot
Slot number of server in the server chassis.
Range is fixed value 0.

IP address
IP address

Subnetmask
Subnet mask

Default gateway
Default gateway of the module

DHCP
Show current DHCP setting

Message
None
Example

[Show management LAN of BMC in the server 0.]

show server mgmt-lan O

Comment

None
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set server mgmt-lan

B-14

Command

set server mgmt-lan <server no> [-i <ip addr>]
<default gateway>] [-F]

Description

Edits the management LAN of BMC in the server.

Parameters

<server_no>
Slot number of server in the server chassis
Range is fixed value 0 .
Multiple selection is not available.

-i <ip_addr>
IP address

-s <subnet_mask>
Subnet mask

-g <default_gateway>
Default gateway of module

-d <DHCP setting>
Set DHCP setteing
Enabled : enabled DHCP
Disabled : disabled DHCP

-F
Executes the command without inquiry.

Show items

None

Message

None

CLI Console
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Example
[Set IP address, subnet mask, and default gateway of the management LAN of
BMC in the server 0.]

set server mgmt-lan 0 -i 192.168.0.50 -s 255.255.255.0 -g
192.168.0.1

[Edit IP address of management LAN of BMC on server 0.]
set server mgmt-lan 0 -i 192.168.0.60

Comment

None
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poweron server

Command
poweron server [<server no>] [-F]
Description

Power on the server.

Parameters
<server_no>
Slot number of server in the server chassis
Range is fixed value O .

Multiple selection is available.

If 'all' is specified for this parameter or this parameter is omitted,
the command shows all servers.

-F
Executes the command without inquiry.

Show items

None

Message
None
Example

[Power on server 0.]
poweron server 0

Comment

The server will not power on when the chassis is in silent mode and the server is
not supporting silent mode.
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poweroff server

Command

poweroff server [<server no>] [-h|-s] [-F]

Description

Power off the server.

Parameters

<server_no>
Slot number of the server in the server chassis
Range is fixed value 0.
Multiple selection is available.
If "all' is specified for this parameter or this parameter is omitted,
the command shows all servers.

-h
Force power off the server.
-S
Shutdown the server.
If omitted -h and -s parameter, this parameter is applied.

-F
Executes the command without inquiry.

Show items
None
Message
None
Example

[Shuts down the OS which is operated by the server 0.]

poweroff server 0

[Force power off server 0.]
poweroff server all -h

Comment

None
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bmc-reset server

Command
bmc-reset server [<server no>] [-h|-s] [-F]
Description

Resets BMC on the server.

Parameters
<server_no>
Slot number of the server in the server chassis
Range is from O .
Multiple selection is available.
If 'all' is specified for this parameter or this parameter is omitted,
the command shows all servers.

-S
Restart the BMC.

-F
Executes the command without inquiry.

Show items

None

Message
None
Example

[The sub power supply of the server 0 is turned off / on.]

[BMC of all the servers are rebooted.]
bmc-reset server all -s

Comment

None
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reset server

Command

reset server [<server no>] [-h|-s] [-F]

Description

Resets the server.

Parameters
<server_no>
Slot number of the server in the server chassis

Range is fixed value 0.
Multiple selection is available.
If "all' is specified for this parameter or this parameter is omitted,
the command shows all servers.

-h

Hard reset the server.

If omitted -h and -s parameter, this parameter is applied.

-S
Issues NMI (Non-Maskable Interrupt).

-F
Executes the command without inquiry.

Show items
None
Message
None

Example

[Reset server 0.]
reset server 0

[NMI is sent to all the servers.]
reset server all -s

Comment

None
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show server firmware

Command

show server firmware [<server no>]

Description

Shows the firmware version of server.

Parameters

<server_no>
Slot number of server in the server chassis.
Range is fixed value 0
Multiple selection is available.
If 'all' is specified for this parameter or this parameter is omitted,
the command shows all servers.

Show items
-- Server firmware version --
Slot
Slot number of the server in the server chassis.
Range is fixed value 0.
-- BMC version --
Current version
Current BMC firmware version

Next version
Next BMC firmware version

-- EFI version --
Current version
Current EFI firmware version

Next version
Next EFI firmware version

Message

None

Example

[Shows the firmware version of server 0.]
show server firmware O
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Comment

None
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Fan module

show fan-module status

Command

show fan-module status [<fan no>]

Description

Show status of the fan module.

Parameters

<fan_no>
Slot number of cooling fan module in the server chassis

Multiple selection is available.
If 'all' is specified for this parameter or this parameter is omitted,
the command shows all servers.

Show items

-- Fan module status --

Slot
Slot number of cooling fan module in the server chassis
Range is fixed value 0 .

Install
Install status of a module
installed : Module is installed.
not installed : Module is not installed.
Power
Status of power
off : Power-off
on : Power-on
Fail

Status of Fail.
normal : Not fail
fail : Fail

Tachometer (rpm)
Revolution of cooling fan
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Message

None

Example

[Shows the status of cooling fan module 0.]
show fan-module status 0

Comment

None
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Time
show time local
Command
show time local
Description
Shows the local time of management module.
Parameters
None
Show items
-- Local time --
Date
Date uses 'YYYY-MM-DD' format.
'YYYY' is from '1970' to '2037'. 'MM' is from '01' to '12'. 'DD' is from
'01' to '31".
Time
Time uses 'hh:mm:ss' format.
'hh' is from '00' to '23". 'mm' is from '00' to '59'. 'ss' is from '00' to
'59',
Message

None

Example

[Shows the local time of management module. ]
show time local

Comment

None
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set time local

Command
set time local -d <date time> [-F]
Description

Edits the local time of management module.

Parameters
-d <date_time>
Date and time.
Formatis "YYYY-MM-DD hh:mm:ss". Date and time is divided with a
space. Input string must be enclosed in double quotes because
including a space.

-F
Executes the command without inquiry.

Show items
None
Message
None

Example

[Edits the local time of management module. ]
set time local -d "2013-05-01 15:00:00"

Comment

None
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show time timezone

Command
show time timezone
Description
Shows the time zone of management module.
Parameters
None
Show items
-- Timezone --
Timezone
Range is from '-24:59' to '+24:59".
Message
None
Example

[Shows the time timezone of management module.]
show time timezone

Comment

None
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set time timezone

Command

set time timezone -z <timezone> [-F]
Description

Edits the time zone of management module.
Parameters

-z <timezone>
Range is from '-24:59' to '+24:59",

Enclose the value within double quotation marks to input a minus value.

-F
Executes the command without inquiry.

Show items

None

Message
None
Example

[Edits the time zone of management module.]
set time timezone -z +09:00

Comment

None
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Language
show language system
Command
show language system
Description
Shows the language mode of management module.
Parameters
None
Show items
-- System language --
Language
Language mode

english : English
japanese : Japanese

Message

None

Example

[Shows the language mode of management module.]
show language system

Comment

None
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set language system
Command
set language system [-1 <language>] [-F]
Description
Edits the language mode of management module.

Parameters

-l <language>
Language mode

english : English
japanese : Japanese

-F

Executes the command without inquiry.

Show items

None

Message

None

Example

[Sets the language mode of management module to Japanese. ]
set language system -1 japanese

Comment

None
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Remote access
show remote-access protocol http

Command

show remote-access protocol http

Description

Shows the setting of connection allowance of http

Parameters

None

Show items
-- HTTP setting --
Port number
Port number of protocol.
Range is from 1 to 65535.
Allow
Allowance or denial
allow : Allowance
deny : Denial

Network address
Network address.

Subnetmask
Subnet mask.

Message

None

Example

[Shows the setting of connection allowance of http.]
show remote-access protocol http

Comment

None
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set remote-access protocol http

Command
set remote-access protocol http [-a <allow>] [-p <protocol port>] [-n
<network addr>] [-s <subnet mask>] [-F]

Description

Edits the setting of connection allowance of http.

Parameters
-a <allow>
Allowance or denial
allow : Allowance
deny : Denial
-p <protocol_port>
Port number of protocol.
Range is from 1 to 65535.

-n <network_addr>
Network address.

-s <subnet_mask>
Subnet mask.

-F
Executes the command without inquiry.

Show items

None

Message

None

Example

[Allows the HTTP connection of IP address from 192.168.0.0 to 192.168.0.255.]
set remote-access protocol http -p 80 -a allow -n 192.168.0.0 -s

255.255.255.0

[Deny all the HTTP connection.]

set remote-access protocol http -a deny
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Comment

None
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show remote-access protocol https

Command

show remote-access protocol https

Description

Shows the setting of connection allowance of https.

Parameters

None

Show items
-- HTTPS setting --
Port number
Port number of protocol.
Range is from 1 to 65535.
Allow
Allowance or denial
allow : Allowance
deny : Denial

Network address
Network address.

Subnetmask
Subnet mask.

Message

None

Example

[Shows the setting of connection allowance of https]
show remote-access protocol https

Comment

None
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set remote-access protocol https

B-34

Command

set remote-access protocol https [-a <allow>]
<network addr>] [-s <subnet mask>] [-F]
Description

Edits the setting of connection allowance of https.

Parameters
-a <allow>
Allowance or denial
allow : Allowance
deny : Denial

-p <protocol_port>
Port number of protocol.
Range is from 1 to 65535.

-n <network_addr>
Network address.

-s <subnet_mask>
Subnet mask.

-F
Executes the command without inquiry.

Show items

None

Message

None

Example

[-p <protocol port>]

[Sets the HTTPS port number to 443 and allows the HTTP connection of IP

address from 192.168.0.0 to 192.168.0.255.]

[-n

set remote-access protocol https -p 443 -a allow -n 192.168.0.0

-s 255.255.255.0

[Deny all the HTTPS connection.]

set remote-access protocol https -a deny
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Comment

None
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show remote-access protocol ssh

Command
show remote-access protocol ssh
Description

Shows the setting of connection allowance of SSH.

Parameters

None

Show items

-- SSH setting --

Allow

Allowance or denial

allow : Allowance
deny : Denial

Network address
Network address.

Subnetmask
Subnet mask.

Message

None

Example

[Shows the setting of connection allowance of SSH.]
show remote-access protocol ssh

Comment

None
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set remote-access protocol ssh

Command

set remote-access protocol ssh [-a <allow>] [-n <network addr>] [-s
<subnet mask>] [-F]

Description

Edit the setting of connection allowance of SSH.

Parameters
-a <allow>
Allowance or denial
allow : Allowance
deny : Denial

-n <network_addr>
Network address.

-s <subnet_mask>
Subnet mask.

-F
Executes the command without inquiry.

Show items
None
Message
None
Example

[Allows the SSH connection of IP address from 192.168.0.0 to 192.168.0.255.]

set remote-access protocol ssh -a allow -n 192.168.0.0 -s
255.255.255.0

[Deny all the SSH connection.]
set remote-access protocol ssh -a deny

Comment

None
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show remote-access protocol telnet

Command

show remote-access protocol telnet

Description

Shows the setting of connection allowance of TELNET.
Parameters

None

Show items

-- TELNET setting --

Allow
Allowance or denial
allow : Allowance
deny : Denial

Network address
Network address

Subnetmask
Subnet mask

Message

None

Example

[Shows the setting of connection allowance of TELNET.]
show remote-access protocol telnet

Comment

None
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set remote-access protocol telnet

Command

set remote-access protocol telnet [-a <allow>] [-n <network addr>] [-s
<subnet mask>] [-F]

Description

Edits the setting of connection allowance of TELNET.

Parameters
-a <allow>
Allowance or denial
allow : Allowance
deny : Denial

-n <network_addr>
Network address

-s <subnet_mask>
Subnet mask

-F
Executes the command without inquiry.

Show items

None

Message

None

Example
[Allows the TELNET connection of IP address from 192.168.0.0 to
192.168.0.255.]

set remote-access protocol telnet -a allow -n 192.168.0.0 -s
255.255.255.0

[Deny all the TELNET connection.]

set remote-access protocol telnet -a deny

Comment

None
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show hitrack setting

Command
show hitrack setting
Description

Shows the setting of HiTrack setting.

Parameters

None

Show items
-- HiTrack agent setting --
Server cooperation
HiTrack Enable or Disable
enable : HiTrack enable
disable : HiTrack disable
-- HiTrack management server setting --

IP address
IP address of HiTrack management server.

Message

None

Example

[Shows the setting of HiTrack]

show hitrack setting

Comment

None
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set hitrack agent

Command
set hitrack agent -c <hitrack permit con> [-F]
Description

Sets the HiTrack agent.

Parameters
-c <hitrack_permit_con>
HiTrack Enable or Disable
enable : HiTrack enable
disable : HiTrack disable

-F
Executes the command without inquiry.

Show items
None
Message

None

Example

[Sets the HiTrack agent.]

set hitrack agent -c enable

Comment

None
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set hitrack manager

Command

set hitrack manager -i <hitrack ip addr> [-F]
Description

Sets the HiTrack management server.

Adds server when IP address is not registered and updates the setting when
registered.

Parameters

-i <hitrack_ip_addr>
IP address of HiTrack management server

-F
Executes the command without inquiry.

Show items
None
Message
None

Example

[Sets the HiTrack management server.]
set hitrack manager -i 192.168.0.20

Comment

None
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delete hitrack manager

Command

delete hitrack manager -i <hitrack ip addr> [-F]
Description

Deletes the HiTrack management server.

Parameters

-i <hitrack_ip_addr>
IP address of HiTrack management server.

-F
Executes the command without inquiry.

Show items
None
Message

None

Example

[Deletes the HiTrack management server.]
delete hitrack manager -i 192.168.0.20

Comment

None
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SNMP
show snmp agent

Command

show snmp agent

Description

Shows the setting of SNMP agent.

Parameters

None

Show items

-- SNMP agent setting --
Agent
Enabled or disabled of SNMP agent.
Enable : Enabled
Disable : Disabled

Contact name
Contact name of SNMP agent.
Maximum of 60 characters.

Location
Location of SNMP agent.
Maximum of 60 characters.

Port number

Port number of SNMP agent which should be different from the one SNMP

agent uses
Range is from 1 to 65535.

Trap level
Trap level of SNMP agent.
Disable : Not send any reports.

Alert : Send only level ®
Information : Send only level *
ALL : Send all levels.

SNMP version
Version of SNMP agent.
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Engine ID string
Engine ID string of SNMP manager.

Available when SNMP version is v3.

From 1 to 27 characters.

Engine ID
Engine ID of SNMP manager.

Available when SNMP version is v3.

From 12 to 64 characters.
Message

None

Example

[Shows the setting of SNMP agent.]

show snmp agent

Comment

None
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set snmp agent

Command

set snmp agent [-v <snmp valid>] [-c <snmp contact>] [-1 <snmp loc>] [-p
<snmp_port>] [-t <snmp trap>] [-s <snmp_version>] [-e <snmp_engine str>]
[-F]

Description

Edits the setting of SNMP agent.

Parameters

-v <snmp_valid>
Enabled or disabled of SNMP agent.
enable : Enabled
disable : Disabled

-C <snmp_contact>
Contact name of SNMP agent.
Maximum of 60 characters.

-l <snmp_loc>
Location of SNMP agent.
Maximum of 60 characters.

-p <snmp_port>
Port number of SNMP agent.
Range is from 1 to 65535.

-t <snmp_trap>
Trap level of SNMP agent.
disable : Not send any reports.

alert : Send level “non-recoverable” and “serious”.
information : Send only level “information”.
all : Send all levels.

-S <snmp_version>
Version of SNMP agent.

-e <snmp_engine_str>
Engine ID string of SNMP manager.
Available when SNMP version is v3.
From 1 to 27 characters.

-F
Executes the command without inquiry.
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Show items
None
Message
None
Example

[Edit SNMP agent setting.]
set snmp agent -v enable -c contact name -1 location -p 161 -t
information -s vl1/v2c

Comment

None
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show snmp manager

Command

show snmp manager [-n <snmp mgr num>]

Description

Shows the setting of SNMP manager.

Parameters

-n <snmp_mgr_num>
Number of SNMP manager.
Up to 8 SNMP managers can be set.
Range is fixed value 0.

Show items

-- SNMP Manager setting --
SNMP version
Version of SNMP agent.

Host name
Domain name (FQDN) or IP address of SNMP manager.
Maximum of 255 characters.

Port number
Port number of SNMP manager.
Port number must be different from SNMP agent.
Range is from 1 to 65535.

Community name
Community name of SNMP manager.
Maximum of 60 characters.
Available when SNMP version is vl/v2c.

User name
User name of SNMP manager.
From 1 to 32 characters.
Available when SNMP version is v3.

Access type
Access type of SNMP manager.
noauth-nopriv : without authentication, without encryption.
auth-nopriv : with authentication, without encryption.
auth-priv : with authentication, with encryption.
Available when SNMP version is v3.
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Authentication type
Type of authentication.
md5 : MD5.
sha : SHA.
Available when access type is auth-nopriv or auth-priv.

Encrypt type
Type of encryption.
des : DES.

aes : AES.
Available when access type is auth-priv.

Message
None
Example

[Shows the setting of SNMP manager.]

show snmp manager -n 0

Comment

None
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set snmp manager

Command

set snmp manager -n <snmp mgr num> [-s <snmp version>] [-h
<snmp mgr host name>] [-p <snmp mgr port>] [-cC

<snmp_mgr community name>] [-u <snmp mgr user name>] [-a
<snmp mgr access_type>] [-at <snmp mgr auth type>] [-ap
<snmp mgr auth password>] [-et <snmp mgr encrypt type>] [-ep
<snmp_mgr encrypt password>] [-F]

Description

Edits the setting of SNMP manager.

Parameters

-n <snmp_mgr_num>
Number of SNMP manager.
Up to 8 SNMP managers can be set.
Range is fixed value 0.

-s <snmp_version>
Version of SNMP agent.

-h <snmp_mgr_host_name>
Domain name (FQDN) or IP address of SNMP manager.
Maximum of 255 characters.

-p <snmp_mgr_port>
Port number of SNMP manager. Range is from 1 to 65535.

-C <snmp_mgr_community_name>
Community name of SNMP manager.
Maximum of 60 characters.
Available when SNMP version is vl/v2c.

-Uu <snmp_mgr_user_name>
User name of SNMP manager.
From 1 to 32 characters.
Available when SNMP version is v3.

-a <shnmp_mgr_access_type>
Access type of SNMP manager.
noauth-nopriv : without authentication, without encryption.
auth-nopriv : with authentication, without encryption.
auth-priv : with authentication, with encryption.
Available when SNMP version is v3.
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-at <snmp_mgr_auth_type>
Type of authentication.
vmd5 : MD5.
sha : SHA.
Available when SNMP version is v3

-ap <snmp_mgr_auth_password>
Password for authentication.
Available when SNMP version is v3

-et <snmp_mgr_encrypt_type>
Type of encryption.
des : DES.
aes : AES.

Available when SNMP version is v3.

-ep <snmp_mgr_encrypt_password>
Password for encryption.

Available when SNMP version is v3.

-F
Executes the command without inquiry.

Show items
None
Message

None

Example

[Edits the setting of SNMP manager.(v1/v2)]

set snmp manager -n 0 -s v3 -h 0.0.0.0 -p 162 -c community name

[Edits the setting of SNMP manager. (v3)]

set snmp manager -n 0 -s v3 -h 0.0.0.0 -p 162 -u user name
-a auth-priv -at mdb5-ap password -et des -ep password

Comment

None
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show snmp mib

Command

show snmp mib

Description

Shows the SNMP MIB file version.
Parameters

None

Show items

-- MIB information --

Version
Version of MIB.

Message

None

Example

[Shows the SNMP MIB file version.]

show snmp mib

Comment

None
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test snmp trap

Command

test snmp trap [-F]
Description

Sends the SNMP test trap.

Parameters

-F
Executes the command without inquiry.

Show items
None
Message

None

Example

[Send the SNMP test trap.]

test snmp trap

Comment

None
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Log
show log sel
Command
show log sel [-f <filter>] [-1 <level>]
Description
Shows the system event log(SEL).
Parameters
-f <filter>
Filter to select rows to show.

M, MO ~ M1, B, BO, FAN, FANO ~ FAN5,
PS, PSO ~ PS3

-l <level>
Level of system event log.
0 : all level
1 : caution, warning, fail level only
2 : warning, fail level only
3 : fail level only
Show items

-- System event log --

Seq
Sequence number of system event log.
Timestamp
Timestamp of system event log.
Level
Level of system event log.
Info : information level.
Caution : caution level.
WARNING : warning level.
FAIL : fail level.
Module
Symbol name and slot number of module which generates the system
event log.
Bn : Server, 'n' is fixed value 0.
FANn : fan module, 'n'is 0 to 5.
PSn : power supply module, 'n'is 0 to 3.
FP : front panel.
C : chassis.
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XID
XID of system event log.

System event log
Code of system event log.

Message

Message of system event log.
Maximum of 255 characters.

Message

None

Example

[Shows the system event log (SEL).]

show log sel

[Shows the system event log (SEL) of server.]
show log sel -f BO

[Shows the system event log (SEL) of all server.]
show log sel -f B

[Shows the system event log (SEL) of fail level.]
show log sel -1 3

Comment

None
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Backup
backup server bmc
Command
backup server bmc <server no>
Description
Backup data of BMC.

Parameters

<server_no>
Range is always 0.

Show items

None

Message
None
Example

[Backups the BMC setting of the server 0 with backup file.]
backup server bmc 0 -n 0

Comment

None
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restore server bmc

Command
restore server bmc <server no> -n <bank no> [-F]
Description

Restores the BMC setting of the server with backup file.

Parameters
<server_no>
Slot number of server in the server chassis.
Range is fixed value 0.
Only one server can be selected.
-n <bank_no>
Bank number of backup.
Range is from 0 to 4.

-F
Executes the command without inquiry.

Show items
None
Message

None

Example

[Restores the BMC setting of the server 0 with backup file.]

restore server bmc 0 -n O

Comment

None
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Console

exit
Command
exit
Description
Exit CLI console.
Parameters

None

Show items

None
Message

None

Example

[Exit CLI console.]

exit
Comment

None
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MIB

This Appendix-C describes the method and items of MIB.
O Overview

O Standard MIB

O Private MIB

MIB C-1
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Overview

This section describes the method of MIB description.

MIB structure
The following figure describes the MIB tree structure.
root iso org dod internet mgmt mib-2 system
&) (3) (6 &) &) (1) (1)
interfaces
(2
at
(3)
ip
)
icmp
(5
tep
(6)
udp
(7)
snmp
n
private enterprises hitachi systemExMib compute computeRack chassis
4 ) (116) (5) (52) 2 )
component
2
snmpV?2 snmpModules
(6 3)
alertTrap alertTrapCommon
(10) (0)
hesm
2

Figure C-1: MIB tree structure
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Method of MIB description

This section describes the symbolic convention that is used in this guide.
Object identifier

The object identifier displays the name of MIB object identifier.
OoID

The OID displays the OID that is corresponded to the MIB object identifier.
SYNTAX

The following table describes the syntax that is used in the private MIB.

Table C-1: Syntax of MIB

No. SYNTAX Description

Not-Accessible Access is disabled.

Display String 0 to 255 characters are enabled.

Integer32 Integer value range: -2147483648 to 2147483647 are enabled.

1
2
3 INTEGER Integer value range: -2147483648 to 2147483647 are enabled.
4
5

OBJECT Object identifier
IDENTIFIER

Access
e RO: Displays MIB access is read-only.
e RW: Displays MIB access is read-write.

e NA: Displays MIB access is not-accessible.

MIB

Hitachi Compute Rack 220S Remote Management User’s Guide



Standard MIB

This section describes the items of standard MIB.

Support items
The following table describes the nine supported groups by the standard MIB.

Table C-2: Supported standard MIB objects

No. Object identifier (o) 1)) Description
1 system .1.3.6.1.2.1.1* Device information
2 interfaces .1.3.6.1.2.1.2 Interface information
3 at .1.3.6.1.2.1.3 ARP information
4 ip .1.3.6.1.2.1.4 IP information
5 icmp .1.3.6.1.2.1.5 ICMP information
6 tcp .1.3.6.1.2.1.6 TCP information
7 udp .1.3.6.1.2.1.7 UDP information
8 snmp .1.3.6.1.2.1.11 SNMP information
9 snmpModules .1.3.6.1.6.3 SNMPv3 information
* 71.3.6.1.2.1.1.8” and "1.3.6.1.2.1.1.9” are not contained.

e The attribute access that in the standard of SNMP is read-write
Tip .. (RW) displays read-only (RO) in this guide.
e The contents of object are according to the regulation of RFC1213,
RFC1285, and RFC1398.
For details of contents, see the website or the manual of SNMP
manager.
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Private MIB

This section describes the private MIB.

Specification of SNMP Trap

The following table describes the notification of SNMP trap.

Table C-3: Specification of SNMP Trap

Item

Description

Content of messaging

Binding of the first variable

Time of alert transmission

Binding of the second variable Chassis ID
Binding of the third variable Alert level
Binding of the fourth variable Alert ID

Binding of the fifth variable

Alert message

Binding of the sixth variable*

Alert outbreak part

Binding of the seventh variable

Alert module type

Binding of the eighth variable

Alert module location

Binding of the ninth variable

Alert module model name

Binding of the tenth variable

Alert module serial number

Binding of the eleventh variable

Alert event code

* This is not bound in HCSM alert.
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Event contents of SNMP Trap

The following table describes the event contents of SNMP trap.

Table C-4: Contents of SNMP Trap

SNMP trap event name OID Description

hcsmAlertTrapMonitoringError 1.3.6.1.4.1.116.5.52.10.2. | The event of the fault level was

1.1.1 encountered as monitoring alert.
hcsmAlertTrapMonitoringWarning 1.3.6.1.4.1.116.5.52.10.2. | The event of the warning level was

1.1.2 encountered as monitoring alert.
hcsmAlertTrapMonitoringInformation 1.3.6.1.4.1.116.5.52.10.2. | The event of the information level was

1.1.3 encountered as monitoring alert.
hcsmAlertTrapEventError 1.3.6.1.4.1.116.5.52.10.2. | The event of the fault level was

1.2.1 encountered as event alert.
hcsmAlertTrapEventWarning 1.3.6.1.4.1.116.5.52.10.2. | The event of the warning level was

1.2.2 encountered as event alert.
hcsmAlertTrapEventInformation 1.3.6.1.4.1.116.5.52.10.2. | The event of the information level was

1.2.3 encountered as event alert.
hcsmAlertTrapStatusChangeError 1.3.6.1.4.1.116.5.52.10.2. | The event of the fault level was

1.3.1 encountered as state change alert.
hcsmAlertTrapStatusChangeWarning 1.3.6.1.4.1.116.5.52.10.2. | The event of the warning level was

1.3.2 encountered as state change alert.
hcsmAlertTrapStatusChangelnformation 1.3.6.1.4.1.116.5.52.10.2. | The event of the information level was

1.3.3 encountered as state change alert.

Support Groups

The following table describes the support groups of private MIB.

Table C-5: Information of System

Object I
OID identifier Syntax Access Value Description
1.3.6.1.4.1.116.5 systemExMib Not-Acces | NA - This shows the information of
sible inside system.
1.3.6.1.4.1.116.5. | compute Not-Acces | NA - This shows the information of
52 sible "compute".
1.3.6.1.4.1.116.5. | computeRack Not-Acces | NA - This shows the information of
52.2 sible "Compute Rack".
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Table C-6: Basic Information of Server Chassis

Object s
oID identifier Syntax Access Value Description
1.3.6.1.4.1.116. chassis(1) NA NA NA This shows the information of
5.52.2.1 server chassis.
1.3.6.1.4.1.116.5. | chassisBasicInf | NA NA NA This shows the basic
52.2.1.1 o(1) information of server chassis.
1.3.6.1.4.1.116.5. | chassisInfoTyp | INTEGER RO Rackmount(1)/Blade | This shows the chassis type of
52.2.1.1.1 e(1) (2)/Tower(3)/unkno | server chassis.
wn(4)

1.3.6.1.4.1.116.5. | chassisInfoPro DisplayStr | RO (SIZE(0..40)) This shows the product name
52.2.1.1.2 ductName(2) ing of server chassis.
1.3.6.1.4.1.116.5. | chassisInfoMod | DisplayStr | RO (SIZE(0..40)) This shows the model of
52.2.1.1.3 el(3) ing server chassis.
1.3.6.1.4.1.116.5. | chassisInfoSeri | DisplayStr | RO (SIZE(0..40)) This shows the serial number
52.2.1.1.4 alNum(4) ing of server chassis.
1.3.6.1.4.1.116.5. | chassisInfoPro DisplayStr | RO (SIZE(0..40)) This shows the model version
52.2.1.1.5 ductVersion(5) | ing of server chassis.
1.3.6.1.4.1.116.5. | chassisInfoPro DisplayStr | RO (SIZE(0..40)) This shows the product
52.2.1.1.6 ductManufactu | ing manufacturer of chassis.

rer(6)
1.3.6.1.4.1.116.5. | chassisInfoCha | DisplayStr | RO (SIZE(0..40)) This shows the chassis ID of
52.2.1.1.7 ssisID(7) ing server chassis.
1.3.6.1.4.1.116.5. | chassisInfoBoa | DisplayStr | RO (SIZE(0..40)) This shows the product name
52.2.1.1.8 rdProductName | ing of board.

(8)
1.3.6.1.4.1.116.5. | chassisInfoBoa | DisplayStr | RO (SIZE(0..40)) This shows the serial number
52.2.1.1.9 rdSerialNum(9 | ing of board.

)
1.3.6.1.4.1.116.5. | chassisInfoBoa | DisplayStr | RO (SIZE(0..40)) This shows the product
52.2.1.1.10 rdManufacturer | ing manufacturer of board.

(10)
1.3.6.1.4.1.116.5. | chassisInfoUUI | DisplayStr | RO (SIZE(0..40)) This shows UUID(universal
52.2.1.1.11 D(11) ing Unique ID) of server chassis.
1.3.6.1.4.1.116.5. | chassisInfoLogi | INTEGER RO not-support(1)/ This shows whether the
52.2.1.1.12 calPartitionSup support(2)/unknown | chassis supports HVM or not.

port(12) (3)
1.3.6.1.4.1.116.5. | chassisInfoRe INTEGER RO not-support(1)/ This shows whether the
52.2.1.1.13 moteKVMSupp support(2)/unknown | server chassis supports

ort(13) (3) remote KVM or not of server

chassis.

1.3.6.1.4.1.116.5. | chassisInfoSpe | NA NA NA This shows the specification
52.2.1.1.20 c(20) of server chassis.
1.3.6.1.4.1.116.5. | chassisSpecInp | INTEGER RO ac(1)/dc(2)/unknow | This shows the currency type
52.2.1.1.20.1 utCurrentType( n(3) of server chassis.

1)
1.3.6.1.4.1.116.5. | chassisSpecRat | Integer32 RO 0.1V This shows the voltage of
52.2.1.1.20.2 eVoltage(2) server chassis.
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Object

OID identifier Syntax Access Value Description
1.3.6.1.4.1.116.5. | chassisSpecTe Integer32 RO 0.1 degrees C This shows the upper
52.2.1.1.20.3 mpUpperLimit( temperature of sensor in

3) server chassis.
1.3.6.1.4.1.116.5. | chassisSpecTe Integer32 RO 0.1 degrees C This shows the lower
52.2.1.1.20.4 mpLowerLimit( temperature of sensor in

4) server chassis.
1.3.6.1.4.1.116.5. | chassisSpecCo | Integer32 | RO 0.1A This shows the maximum
52.2.1.1.20.5 nsumptionCurr currency of server chassis in

ent(5) current configuration.
1.3.6.1.4.1.116.5. | chassisSpecPo Integer32 | RO 0.1 kW This shows the maximum
52.2.1.1.20.6 werConsumpti power consumption of server

on(6) chassis in current

configuration.

1.3.6.1.4.1.116.5. | chassisSpecCo | Integer32 | RO 0.1A This shows the maximum
52.2.1.1.20.7 nsumptionCurr currency of server chassis in

entMaxConfig( largest configuration.

7)
1.3.6.1.4.1.116.5. | chassisSpecPo Integer32 | RO 0.1 kW This shows the maximum
52.2.1.1.20.8 werConsumpti power consumption of server

onMaxConfig(8 chassis in largest

configuration.

1.3.6.1.4.1.116.5. | chassisSpecMa | Integer32 | RO 0.1 m~3/min This shows the current air
52.2.1.1.20.9 xAirVolume(9) volume of server chassis.
1.3.6.1.4.1.116.5. | chassisSpecHei | Integer32 RO u This shows the height of
52.2.1.1.20.10 ght(10) server chassis.
1.3.6.1.4.1.116.5. | chassisSpecTot | Integer32 RO 0.1 kg This shows the total mass of
52.2.1.1.20.11 alMass(11) server chassis.
1.3.6.1.4.1.116.5. | chassisSpecSiz | DisplayStr | RO (SIZE(0..40)) This shows the size of server
52.2.1.1.20.12 e(12) ing chassis.

Table C-7: Capacity Information of Server Chassis

Object I
OoID identifier Syntax Access Value Description

1.3.6.1.4.1.116.5. | chassisCapacit NA NA NA This shows the capacity of

52.2.1.2 y(2) server chassis.

1.3.6.1.4.1.116.5. | chassisCapacit | Integer32 RO This shows the capacity of

52.2.1.2.1 yCPUSocket(1) CPU sockets of server
chassis.

1.3.6.1.4.1.116.5. | chassisCapacit | Integer32 RO This shows the capacity of

52.2.1.2.2 yDIMMSIot(2) DIMM slots of server chassis.

1.3.6.1.4.1.116.5. | chassisCapacit | Integer32 | RO This shows the capacity of

52.2.1.2.3 yPCISlot(3) PCI slots of server chassis.

1.3.6.1.4.1.116.5. | chassisCapacit | Integer32 | RO This shows the capacity of

52.2.1.2.4 yLOM(4) onboard LAN ports of server
chassis.

1.3.6.1.4.1.116.5. | chassisCapacit | Integer32 RO This shows the capacity of

52.2.1.2.5 yFan(5) onboard fans of server
chassis.
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Object

OID identifier Syntax Access Value Description
1.3.6.1.4.1.116.5. | chassisCapacit | Integer32 RO This shows the capacity of
52.2.1.2.6 yHDDSIlot(6) HDDs of server chassis.
1.3.6.1.4.1.116.5. | chassisCapacit | Integer32 | RO This shows the capacity of
52.2.1.2.7 yMediaDriveSlo Peripheral drives of server

t(7) chassis.
1.3.6.1.4.1.116.5. | chassisCapacit | Integer32 | RO It shows the maximum
52.2.1.2.8 yFanModuleSlo number of slots for Fan
t(8) modules.
1.3.6.1.4.1.116.5. | chassisCapacit | Integer32 RO It shows the maximum
52.2.1.2.9 yPowerSupplyS number of slots for Power
lot(9) Supply modules.
1.3.6.1.4.1.116.5. | chassisCapacit | Integer32 RO This shows the capacity of
52.2.1.2.10 yVoltageSenso voltage sensors of chassis.
r(10)
1.3.6.1.4.1.116.5. | chassisCapacit | Integer32 RO This shows the capacity of
52.2.1.2.11 yTempSensor temperature sensors of
(11) chassis.
1.3.6.1.4.1.116.5. | chassisCapacit | Integer32 | RO This shows the capacity of

52.2.1.2.12 yPhysicalPartiti physical partition of server
on(12) chassis.
Table C-8: Setting Information of Server Chassis
Object i
OID identifier Syntax Access Value Description
1.3.6.1.4.1.116.5. | chassisSettings | NA NA NA This shows the setting of
52.2.1.3 (3) chassis.
1.3.6.1.4.1.116.5. | chassisSettings | Integer32 RO This shows the partition
52.2.1.3.1 BelongPartition number of server chassis.
Num(1)
1.3.6.1.4.1.116.5. | chassisSettings | DisplayStr | RO (SIZE(0..40)) This shows the HVM license of
52.2.1.3.2 DetailHVMLicen | ing detailed server chassis.
ce(2)
1.3.6.1.4.1.116.5. | chassisSettings | DisplayStr | RO (SIZE(0..40)) This shows the IP address of
52.2.1.3.3 ManagementPo | ing management port of server
rtIPAddress(3) chassis.
1.3.6.1.4.1.116.5. | chassisSettings | INTEGER RO invalid(1)/ This shows the power cap
52.2.1.3.4 PowerCapping PCAP(2)/DCMI(3)/u setting server chassis.
(4) nknown(4)
1.3.6.1.4.1.116.5. | chassisSettings | DisplayStr | RO (SIZE(0..40)) Reserved.
52.2.1.3.5 AddMAC(5) ing
1.3.6.1.4.1.116.5. | chassisSettings | DisplayStr | RO (SIZE(0..40)) Reserved.
52.2.1.3.6 AddWWN(6) ing
1.3.6.1.4.1.116.5. | chassisSettings | DisplayStr | RO (SIZE(0..40)) Reserved.
52.2.1.3.7 RackInfo(7) ing
1.3.6.1.4.1.116.5. | chassisSettings | DisplayStr | RO (SIZE(0..40)) Reserved.
52.2.1.3.8 AssetTag(8) ing
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Table C-9: State Information of Server Chassis

Object i
oID identifier Syntax Access Value Description
1.3.6.1.4.1.116.5. | chassisState This shows the state of server
52.2.1.4 @) NA NA NA chassis.
1.3.6.1.4.1.116.5. | chassisStatePo Poweroff(1)/
52.2.1.4.1 wer(1) standby(2)/
PowerOn(3)/
INTEGER RO unknown(4)/ _ This shows the power supply
Power-on-executing( | state of server chassis.
5)/
Power-off-executing
(6)
1.3.6.1.4.1.116.5. | chassisStateHe | DisplayStr This shows the state of server
52.2.1.4.2 alth(2) ing RO (SIZE(0..40)) chassis.
1.3.6.1.4.1.116.5. | chassisStateCu This shows the current
52.2.1.4.3 rrentVoltage Integer32 RO 0.1V .

3) voltage of server chassis.
1.3.6.1.4.1.116.5. | chassisStateCo This shows the consumption
52.2.1.4.4 nsumptionCurr | Integer32 RO 0.1A P

current of server chassis.
ent(4)
1.3.6.1.4.1.116.5. | chassisStatePo This shows the power
52.2.1.4.5 werConsumpti Integer32 RO 0.1 kW consumption of server

on(5) chassis.
1.3.6.1.4.1.116.5. | chassisStatelnt This shows the state of intake
52.2.1.4.6 akeTemp(6) Integer32 | RO 0.1 degrees C temperature of server

chassis.
1.3.6.1.4.1.116.5. | chassisStateFa A ) This shows the current air
52.2.1.4.7 nAirVolume(7) Integer32 RO 0.1 m#3/min volume of fan modulel.
1.3.6.1.4.1.116.5. | chassisRedund NA NA NA This shows the redundancy of
52.2.1.4.8 ancy(8) server chassis.
1.3.6.1.4.1.116.5. | chassisRedund redundancy(1)/ )
52.2.1.4.8.1 ancyFan(1) INTEGER RO non-redundancy(2)/ This shows the redundancy.of
fan module of server chassis.
unknown(3)
1.3.6.1.4.1.116.5. | chassisRedund redundancy(1)/ This shows the redundancy of
52.2.1.4.8.2 ancyPowerSup | INTEGER RO non-redundancy(2)/ | power supply module of
ply(2) unknown(3) server chassis.
1.3.6.1.4.1.116.5. | chassisFrontPa NA NA NA This shows the table of front
52.2.1.4.9 nelLEDTable(9) panel LED of server chassis.
1.3.6.1.4.1.116.5. | chassisFrontPa NA NA NA This shows the entry of front
52.2.1.4.9.1 nelLEDEntry(1) panel LED of server chassis.
1.3.6.1.4.1.116.5. | chassisFrontPa . .
52.2.1.4.9.1.1 nelLEDIndex | Integer32 | RO This shows the Index of front

(1) panel LED of server chassis.
1.3.6.1.4.1.116.5. | chassisFrontPa . .
52.2.1.4.9.1.2 nelLEDName | DISPRAYStr | pg (SIZE(0..40)) This shows the name of front

2) ing panel LED of server chassis.
1.3.6.1.4.1.116.5. | chassisFrontPa | DisplayStr
52.2.1.4.9.1.3 nelLEDType(3) | ing RO (SIZE(0..40)) Reserved.
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Object

OID identifier Syntax Access Value Description
1.3.6.1.4.1.116.5. | chassisFrontPa turn-off(1)/
52.2.1.4.9.1.4 nelLEDState(4) turn-on(2)/
unknown(3)/ This shows the state of front
INTEGER RO blink(4)/ panel LED of server chassis.
blink-fast(5)/
blink-slow(6)
1.3.6.1.4.1.116.5. | chassisFrontPa blue(1)/green(2)/re .
52.2.1.4.9.1.5 nelLEDColor(5) | INTEGER | RO d(3)/amber(4)/unkn | [1is Shows the color of front
panel LED of server chassis.
own(5)
1.3.6.1.4.1.116.5. | chassisPostCod This shows the post code of
52.2.1.4.10 eLED(10) Integer32 RO front panel seven segment
LED of server chassis.
1.3.6.1.4.1.116.5. | chassisStateOt NA NA NA This shows the other state of
52.2.1.4.20 her(20) server chassis.
1.3.6.1.4.1.116.5. | chassisMaintMo Normal(1)/
52.2.1.4.20.1 de(1) INTEGER RO CE-MalnF-mode(Z)/ This shows the malnt_enance
User-Maint-mode(3) | mode of server chassis.
/ unknown(4)
1.3.6.1.4.1.116.5. | chassisLatestH DisplayStr This shows the information on
52.2.1.4.30 WLogInfo(30) | - oP'ay RO (SIZE(0..40)) the newest HW logs of server
ing -
chassis.
1.3.6.1.4.1.116.5. | chassisHWLogT This shows the table on the
52.2.1.4.31 able(31) NA NA NA hardware logs of server
chassis.
1.3.6.1.4.1.116.5. | chassisHWLogE This shows the table on the
52.2.1.4.31.1 ntry(1) NA NA NA hardware logs of server
chassis.
1.3.6.1.4.1.116.5. | chassisHWLogI This shows the index on the
52.2.1.4.31.1.1 ndex(1) Integer32 | RO hardware logs of server
chassis.
1.3.6.1.4.1.116.5. | chassisHWLogE not-exist(1)/ This shows the registrated
52.2.1.4.31.1.2 Xist(2) INTEGER RO exist(2)/ state on the hardware logs of
unknown(3) server chassis.
1.3.6.1.4.1.116.5. | chassisHWLog DisplayStr This shows the occurred part
52.2.1.4.31.1.3 GenerateID(3) | - play RO (SIZE(0..40)) on the hardware logs of
9 server chassis.
1.3.6.1.4.1.116.5. | chassisHWLog DisplayStr This shows the recorded ID
52.2.1.4.31.1.4 RecordID(4) in play RO (SIZE(0..40)) on the hardware logs of
9 server chassis.
1.3.6.1.4.1.116.5. | chassisHWLog DisplayStr This shows the occurred date
52.2.1.4.31.1.5 Date(5) in play RO (SIZE(0..40)) and time on the hardware
9 logs of server chassis.
1.3.6.1.4.1.116.5. | chassisHWLog DisplayStr This shows the occurred
52.2.1.4.31.1.6 Code(6) in play RO (SIZE(0..40)) event code on the hardware
9 logs of server chassis.
1.3.6.1.4.1.116.5. | chassisHWLog DisplayStr This shows the occurred
52.2.1.4.31.1.7 Detail(7) in play RO (SIZE(0..40)) event detail on the hardware
9 logs of server chassis.
1.3.6.1.4.1.116.5. | chassisInstall NA NA NA This shows the installed state
52.2.1.4.40 (40) of server chassis.
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Object

OID identifier Syntax Access Value Description
1.3.6.1.4.1.116.5. | chassisInsFron non-exist(1)/ This shows the installed state
52.2.1.4.40.1 tPanel(1) INTEGER RO exist(2)/ of front panel of server

unknown(3) chassis.
1.3.6.1.4.1.116.5. | chassisInsCPU NA NA NA This shows the table of CPU
52.2.1.4.40.2 SocketTable(2) socket of server chassis.
1.3.6.1.4.1.116.5. | chassisInsCPU NA NA NA This shows the entry of CPU
52.2.1.4.40.2.1 SocketEntry(1) socket of server chassis.
1.3.6.1.4.1.116.5. | chassisInsCPU . .
52.2.1.4.40.2.1.1 | Socketlndex | Integer32 | RO This shows the index of CPU
(1) socket of server chassis.
1.3.6.1.4.1.116.5. | chassisInsCPU This shows the number of
52.2.1.4.40.2.1.2 | SocketNum(2) Integer32 | RO CPU sockets of server
chassis.
1.3.6.1.4.1.116.5. | chassisInsCPU non-exist(1)/ This shows the registrated
52.2.1.4.40.2.1.3 | SocketExist(3) | INTEGER RO exist(2)/ state of CPU socket of server
unknown(3) chassis.
1.3.6.1.4.1.116.5 chassisInsCPU . .
52.2.1.4.40.2.1.4 | SocketCPUNam | DISPRYS | pq (SIZE(0..40)) This Sh°¥VS thfe CPY name of
e(4) ing CPU socket of server chassis.
1.3.6.1.4.1.116.5. | chassisInsCPU This shows the CPU frequency
52.2.1.4.40.2.1.5 SocketCPUFreq | Integer32 RO MHz of CPU socket of server
uency(5) chassis.
1.3.6.1.4.1.116.5. | chassisInsCPU DisplavStr This shows the CPU stepping
52.2.1.4.40.2.1.6 SocketCPUStep in play RO of CPU socket of server
ping(6) 9 chassis.
1.3.6.1.4.1.116.5 chassisInsCPU This shows the CPU core
52.2.1.4.40.2.1.7 | SocketCPUCore | Integer32 | RO number of CPU socket of
Num(7) server chassis.
1.3.6.1.4.1.116.5. | chassisInsCPU This shows the highest
52.2.1.4.40.2.1.8 Sogke_tCPUUpp Integer32 RO 0.1 degrees C temperature '_chreshold of
erLimitTemp CPUO sensor in server
(8) chassis.
1.3.6.1.4.1.116.5. | chassisInsCPU This shows the lowest
52.2.1.4.40.2.1.9 Soc_ke_tCPULow Integer32 RO 0.1 degrees C temperature Fhreshold of
erLimitTemp CPUO sensor in server
(9) chassis.
1.3.6.1.4.1.116.5. | chassisInsDIM This shows the total amount
52.2.1.4.40.3 MCapacity(3) Integer32 | RO GB of DIMM capacity of server
chassis.
1.3.6.1.4.1.116.5. | chassisInsDIM NA NA NA This shows the table of DIMM
52.2.1.4.40.4 MSlotTable(4) slot of server chassis.
1.3.6.1.4.1.116.5. | chassisInsDIM NA NA NA This shows the entry of DIMM
52.2.1.4.40.4.1 MSlotEntry(1) slot of server chassis.
1.3.6.1.4.1.116.5. | chassisInsDIM Integer32 RO This shows the index of DIMM
52.2.1.4.40.4.1.1 MSlotIndex(1) 9 slot of server chassis.
1.3.6.1.4.1.116.5. | chassisInsDIM This shows the registrated
52.2.1.4.40.4.1.2 MSlotNum(2) Integer32 RO state of DIMM slot of server
chassis.
1.3.6.1.4.1.116.5. | chassisInsDIM non-exist(1)/ . .
52.2.1.4.40.4.1.3 | MSIotExist(3) | INTEGER | RO exist(2)/ This shows the capacity of
DIMM slots of server chassis.
unknown(3)
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1.3.6.1.4.1.116.5. | chassisInsDIM .
52.2.1.4.40.4.1.4 | MSIotDIMMCap | Integer32 | RO GB This shows the DIMM type of
- DIMM slot of server chassis.
acity(4)
1.3.6.1.4.1.116.5. | chassisInsDIM DisplayStr This shows the DIMM
52.2.1.4.40.4.1.5 | MSlotDIMMTyp | 5P RO (SIZE(0..40)) frequency of DIMM slot of
e(5) 9 server chassis.
1.3.6.1.4.1.116.5. | chassisInsDIM This shows the DIMM cas
52.2.1.4.40.4.1.6 MSlotDIMMFre Integer32 RO MHz latency of DIMM slot of server
quency(6) chassis.
1.3.6.1.4.1.116.5. | chassisInsDIM normal(1)/unknown(
52.2.1.4.40.4.1.7 MSlotDIMMCas INTEGER RO 2)/degenerated(3)/p | This shows the DIMM state of
Latency(7) lanned-degenerated DIMM slot of server chassis.
(4)
1.3.6.1.4.1.116.5. | chassisInsDIM normal(1)/unknown(
52.2.1.4.40.4.1.8 MSIotDIMMStat INTEGER RO 2)/degenerated(3)/p | This shows the DIMM state of
us(8) lanned-degenerated | DIMM slot of server chassis.
(4)
1.3.6.1.4.1.116.5. | chassisInsPCIS NA NA NA This shows the table of PCI
52.2.1.4.40.5 lotTable(5) slot of server chassis.
1.3.6.1.4.1.116.5. | chassisInsPCIS NA NA NA This shows the entry of PCI
52.2.1.4.40.5.1 lotEntry(1) slot of server chassis.
1.3.6.1.4.1.116.5. | chassisInsPCIS Integer32 RO This shows the index of PCI
52.2.1.4.40.5.1.1 lotIndex(1) 9 slot of server chassis.
1.3.6.1.4.1.116.5 chassisInsPCIS Integer32 RO This shows the slot number of
52.2.1.4.40.5.1.2 | lotNum(2) 9 PCI slot of server chassis.
1.3.6.1.4.1.116.5 chassisInsPCIS | DisplayStr This shows the type of PCI
52.2.1.4.40.5.1.3 | lotType(3) ing RO (S1ZE(0..40)) slot of server chassis.
1.3.6.1.4.1.116.5 chassisInsPCIS non-exist(1)/ This shows the registrated
52.2.1.4.40.5.1.4 lotExist(4) INTEGER RO exist(2)/ state of PCI slot of server
unknown(3) chassis.
1.3.6.1.4.1.116.5. | chassisInsPCIS | DisplayStr This shows the PCI type of
52.2.1.4.40.5.1.5 lotPCIType(5) ing RO (SIZE(0..40)) PCI slot of server chassis.
1.3.6.1.4.1.116.5 chassisInsPCIS DisplayStr This shows the PCI product
52.2.1.4.40.5.1.6 lotPCIProductN in play RO (SIZE(0..40)) name of PCI slot of server
ame(6) 9 chassis.
1.3.6.1.4.1.116.5. | chassisInsPCIS | DisplayStr This shows the serial number
52.2.1.4.40.5.1.7 | IotPClISerial(7) | ing RO (S1ZE(0..40)) of PCI slot of server chassis.
1.3.6.1.4.1.116.5. | chassisInsPCIS . .
52.2.1.4.40.5.1.8 | lotPCIManufact | DISPRRYSIT | pg (SIZE(0..40)) This shows the manufacturer
ing of PCI slot of server chassis.
urer(8)
1.3.6.1.4.1.116.5. | chassisInsLOM This shows the table of
52.2.1.4.40.6 Table(6) NA NA NA onboard LAN of server
chassis.
1.3.6.1.4.1.116.5. | chassisInsLOM This shows the entry of
52.2.1.4.40.6.1 Entry(1) NA NA NA onboard LAN of server
chassis.
1.3.6.1.4.1.116.5. | chassisInsLOMI This shows the index of
52.2.1.4.40.6.1.1 ndex(1) Integer32 | RO onboard LAN of server
chassis.
MIB C-13

Hitachi Compute Rack 220S Remote Management User’s Guide




Object

OID identifier Syntax Access Value Description
1.3.6.1.4.1.116.5. | chassisInsLOM DisplavStr This shows the type of
52.2.1.4.40.6.1.2 | Type(2) olsplay RO (SIZE(0..40)) onboard LAN of server

ing ;
chassis.
1.3.6.1.4.1.116.5. | chassisInsLOM This shows the link speed of
52.2.1.4.40.6.1.3 LinkSpeed(3) Integer32 RO onboard LAN of server
chassis.
1.3.6.1.4.1.116.5. | chassisInsLOM DisplayStr This shows the MAC address
52.2.1.4.40.6.1.4 MAC(4) olsplay RO (SIZE(0..40)) of onboard LAN of server
ing -
chassis.
1.3.6.1.4.1.116.5. | chassisInsLOM up(1)/down(2)/unkn This shows the link state of
52.2.1.4.40.6.1.5 LinkStatus(5) INTEGER RO P onboard LAN of server
own(3) .
chassis.
1.3.6.1.4.1.116.5. | chassisInsLOM ossible(1)/Impossi This shows the port divide
52.2.1.4.40.6.1.6 | PortDivide(6) | INTEGER | RO P p propriety of onboard LAN of
ble(2)/unknown(3) -
server chassis.
1.3.6.1.4.1.116.5. | chassisInsLOM This shows the port divide
52.2.1.4.40.6.1.7 PortDivideNum | Integer32 RO number of onboard LAN of
(7) server chassis.
1.3.6.1.4.1.116.5. | chassisInsFanT NA NA NA This shows the table of fan of
52.2.1.4.40.7 able(7) server chassis.
1.3.6.1.4.1.116.5. | chassisInsFanE NA NA NA This shows the entry of fan of
52.2.1.4.40.7.1 ntry(1) server chassis.
1.3.6.1.4.1.116.5. | chassisInsFanl Integer32 RO This shows the index of fan of
52.2.1.4.40.7.1.1 ndex(1) 9 server chassis.
1.3.6.1.4.1.116.5. | chassisInsFanL | DisplayStr This shows the location of fan
52.2.1.4.40.7.1.2 | ocation(2) ing RO (SIZE(0..40)) of server chassis.
1.3.6.1.4.1.116.5. | chassisInsFanE non-exist(1)/ . .
52.2.1.4.40.7.1.3 | xist(3) INTEGER | RO exist(2)/ This shows the registrated
state of fan.
unknown(3)
1.3.6.1.4.1.116.5. | chassisInsFan Integer32 RO rom This shows the maximum
52.2.1.4.40.7.1.4 | MaxRPM(4) d P rpm of fan.
1.3.6.1.4.1.116.5. | chassisInsFan This shows the maximum air
52.2.1.4.40.7.1.5 MaxAirVolume Integer32 RO 0.1 m~3/min
(5) volume of fan.
1.3.6.1.4.1.116.5. | chassisInsFanR Integer32 RO rom This shows the rpm value of
52.2.1.4.40.7.1.6 | PM(6) 9 P fan.
1.3.6.1.4.1.116.5. | chassisInsFanA A . This shows the air volume of
52.2.1.4.40.7.1.7 | irVolume(7) Integer32 | RO 0.1 m~3/min fan.
1.3.6.1.4.1.116.5. | chassisInsFanR INTEGER RO invalid(1)/ valid(2) This shows the validity of fan
52.2.1.4.40.7.1.8 PMValid(8) /unknown(3) rpm value of fan.
1.3.6.1.4.1.116.5. | chassisInsFanS INTEGER RO normal(1)/fail(2)/un | This shows the health state of
52.2.1.4.40.7.1.9 | tateHealth(9) known(3) fan.
1.3.6.1.4.1.116.5. | chassisHDDSIlo NA NA NA This shows the table of HDD
52.2.1.4.40.8 tTable(8) slot of server chassis.
1.3.6.1.4.1.116.5. | chassisHDDSIlo NA NA NA This shows the entry of HDD
52.2.1.4.40.8.1 tEntry(1) slot of server chassis.
1.3.6.1.4.1.116.5. | chassisHDDSIlo Integer32 RO This shows the index of HDD
52.2.1.4.40.8.1.1 | tIndex(1) 9 slot of server chassis.
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1.3.6.1.4.1.116.5. | chassisHDDSIlo Integer32 RO This shows the number of
52.2.1.4.40.8.1.2 | t1Num(2) 9 HDD slots of server chassis.
1.3.6.1.4.1.116.5. | chassisHDDSIo non-exist(1)/ This shows the registrated
52.2.1.4.40.8.1.3 | t1Exist(3) INTEGER RO exist(2)/ state of HDD slot of server

unknown(3) chassis.
1.3.6.1.4.1.116.5. | chassisHDDSIlo | DisplayStr This shows the HDD type of
52.2.1.4.40.8.1.4 t1HDDType(4) ing RO (S1ZE(0..40)) HDD slot of server chassis.
1.3.6.1.4.1.116.5. | chassisHDDSIlo DisplayStr This shows the HDD product
52.2.1.4.40.8.1.5 | t1HDDProduct in play RO (SIZE(0..40)) name of HDD slot of server
Name(5) 9 chassis.
1.3.6.1.4.1.116.5. | chassisHDDSIlo . .
52.2.1.4.40.8.1.6 | tLHDDModel(6 | DISPIYST | po (SIZE(0..40)) This shows the HDD mode] of
) ing HDD slot of server chassis.
1.3.6.1.4.1.116.5. | chassisHDDSIlo DisplayStr This shows the HDD serial
52.2.1.4.40.8.1.7 t1HDDSerialNu in play RO (SIZE(0..40)) number of HDD slot of server
m(7) 9 chassis.
1.3.6.1.4.1.116.5. | chassisHDDSIlo This shows the HDD capacity
52.2.1.4.40.8.1.8 | t1HDDCapacity | Integer32 RO GB of HDD slots of server
(8) chassis.
1.3.6.1.4.1.116.5. | chassisHDDSIo This shows the HDD drive
52.2.1.4.40.8.1.9 | t1HDDRPM(9) Integer32 RO rpm speed of HDD slot of server
chassis.
1.3.6.1.4.1.116.5 chassisHDDSIlo poweroff(1)/ This shows the HDD power
52.2.1.4.40.8.1.1 t1HDDStatePo INTEGER RO poweron(2)/ supply state of HDD slot of
0 wer(10) unknown(3) server chassis.
1.3.6.1.4.1.116.5. | chassisHDDSIlo normal(1)/fail(2)/un This shows the HDD health
52.2.1.4.40.8.1.1 tiHDDStateHe | INTEGER RO state of HDD slot of server
known(3) .
1 alth(11) chassis.
1.3.6.1.4.1.116.5. | chassisHDDSIo turn-off(1)/
32'2'1'4'40'8'1'1 El:cql_?f’;‘—;teLE E‘rlerI(’]r_nnggz()E{)/ This shows the LED state of
INTEGER RO blink(4)/ HDD slot of server
blink-fast(5)/ chassis(activity).
blink-slow(6)
1.3.6.1.4.1.116.5. | chassisHDDSIlo turn-off(1)/
§2.2 1.4.40.8.1.1 It)lsHTDSI?f;a)\teLE ELrlwrQr-ngagz()E{)/ This shows the LED state of
INTEGER RO blink(4)/ HDD slot of server
blink-fast(5)/ chassis(status).
blink-slow(6)
1.3.6.1.4.1.116.5. | chassisHDDSIlo DisplayStr This shows the HDD firmware
52.2.1.4.40.8.1.2 | t1HDDFWInfol | .- play RO (SIZE(0..40)) name of HDD slot of server
0 Name(20) 9 chassis.
1.3.6.1.4.1.116.5. | chassisHDDSIlo DisplayStr This shows the HDD firmware
52.2.1.4.40.8.1.2 t1HDDFWInfol | . play RO (SIZE(0..40)) current version of HDD slot of
ing )
1 CurrentVer(21) server chassis.
1.3.6.1.4.1.116.5. | chassisHDDSIlo DisplayStr This shows the HDD firmware
52.2.1.4.40.8.1.2 | tIHDDFWInfol | - play RO (SIZE(0..40)) next version of HDD slot of
2 NextVer(22) 9 server chassis.
1.3.6.1.4.1.116.5. | chassisMediaDr This shows the table of
52.2.1.4.40.9 iveSlotTable(9) | NA NA NA Peripheral drive slot of server
chassis.
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1.3.6.1.4.1.116.5 chassisMediaDr This shows the entry of
52.2.1.4.40.9.1 iveSlotEntry(1) | NA NA NA Peripheral drive slot of server
chassis.
1.3.6.1.4.1.116.5 chassisMediaDr This shows the index of
52.2.1.4.40.9.1.1 iveSlotIndex Integer32 | RO Peripheral drive slot of server
(1) chassis.
1.3.6.1.4.1.116.5. | chassisMediaDr This shows the number of
52.2.1.4.40.9.1.2 iveSlotNum(2) Integer32 RO Peripheral drive slots of
server chassis.
1.3.6.1.4.1.116.5. | chassisMediaDr non-exist(1)/ This shows the registrated
52.2.1.4.40.9.1.3 iveSlotExist(3) | INTEGER RO exist(2)/ state of Peripheral drive slot
unknown(3) of server chassis.
1.3.6.1.4.1.116.5 chassisMediaDr DisplayStr This shows the HDD type of
52.2.1.4.40.9.1.4 | iveSlotDriveTy | .- play RO (SIZE(0..40)) Peripheral drive slot of server
pe(4) 9 chassis.
1.3.6.1.4.1.116.5. | chassisMediaDr DisplayStr This shows the HDD product
52.2.1.4.40.9.1.5 iveSlotDrivePro in play RO (SIZE(0..40)) name of Peripheral drive slot
ductName(5) 9 of server chassis.
1.3.6.1.4.1.116.5. | chassisMediaDr DisplayStr This shows the HDD model of
52.2.1.4.40.9.1.6 | iveSlotDriveMo | .- play RO (SIZE(0..40)) Peripheral drive slot of server
del(6) 9 chassis.
1.3.6.1.4.1.116.5. | chassisMediaDr DisplayStr This shows the HDD serial
52.2.1.4.40.9.1.7 iveSlotDriveSer in play RO (SIZE(0..40)) number of Peripheral drive
ialNum(7) 9 slot of server chassis.
1.3.6.1.4.1.116.5. | chassisMediaDr oweroff(1)/ This shows the Peripheral
52.2.1.4.40.9.1.1 iveSlotDriveSta INTEGER RO P drive power supply state of
poweron(2)/ . -
0 tePower(10) Peripheral drive slot of server
unknown(3) .
chassis.
1.3.6.1.4.1.116.5 chassisMediaDr This shows the Peripheral
52.2.1.4.40.9.1.1 iveSlotDriveSta INTEGER RO normal(1)/fail(2)/un | drive health state of
1 teHealth(11) known(3) Peripheral drive slot of server
chassis.
1.3.6.1.4.1.116.5. | chassisInsFanS NA NA NA This shows the table of fan
52.2.1.4.40.10 lotTable(10) module slot of server chassis.
1.3.6.1.4.1.116.5. | chassisInsFanS NA NA NA This shows the entry of fan
52.2.1.4.40.10.1 lotEntry(1) module slot of server chassis.
1.3.6.1.4.1.116.5. | chassisInsFanS . .
52.2.1.4.40.10.1. | lotIndex(1) Integer32 | RO This shows the index of fan
1 module slot of server chassis.
1.3.6.1.4.1.116.5. | chassisInsFanS This shows the number of fan
52.2.1.4.40.10.1. lotNum(2) Integer32 | RO module slots of server
2 chassis.
1.3.6.1.4.1.116.5. | chassisInsFanS non-exist(1)/ This shows the registrated
52.2.1.4.40.10.1. lotExist(3) INTEGER RO exist(2)/ state of fan module slot of
3 unknown(3) server chassis.
1.3.6.1.4.1.116.5. | chassisInsFanS | OBJECT This shows the object ID of
52.2.1.4.40.10.1. lotObjectID(4) IDENTIFIE | RO fan module slot of server
4 R chassis.
1.3.6.1.4.1.116.5. | chassisInsPowe This shows the table of power
52.2.1.4.40.11 rSupplySlotTab | NA NA NA supply module slot of server
le(11) chassis.
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1.3.6.1.4.1.116.5. | chassisInsPowe This shows the entry of power
52.2.1.4.40.11.1 rSupplySlotEnt | NA NA NA supply module slot of server

ry(1) chassis.
1.3.6.1.4.1.116.5. | chassisInsPowe This shows the index of power
52.2.1.4.40.11.1. rSupplySlotind | Integer32 | RO supply module slot of server
1 ex(1) chassis.
1.3.6.1.4.1.116.5. | chassisInsPowe This shows the number of
52.2.1.4.40.11.1. rSupplySlotNu Integer32 RO power supply module slots of
2 m(2) server chassis.
1.3.6.1.4.1.116.5. | chassisInsPowe non-exist(1)/ This shows the registrated
52.2.1.4.40.11.1. rSupplySlotExi INTEGER RO exist(2)/ state of power supply module
3 st(3) unknown(3) slot of server chassis.
1.3.6.1.4.1.116.5. | chassisInsPowe | OBJECT This shows the object ID of
52.2.1.4.40.11.1. rSupplySlotObj | IDENTIFIE | RO power supply module slot of
4 ectID(4) R server chassis.
1.3.6.1.4.1.116.5. | chassisVoltage This shows the table of
52.2.1.4.50 SensorTable NA NA NA voltage sensor of server
(50) chassis.
1.3.6.1.4.1.116.5. | chassisVoltage This shows the entry of
52.2.1.4.50.1 SensorEntry(1) | NA NA NA voltage sensor of server
chassis.
1.3.6.1.4.1.116.5. | chassisVoltage This shows the index of
52.2.1.4.50.1.1 SensorIndex Integer32 | RO voltage sensor of server
(1) chassis.
1.3.6.1.4.1.116.5 chassisVoltage . .
52.2.1.4.50.1.2 | SensorName | DiSPIaYStr | pg (SIZE(0..40)) This Shofws the Voritag‘? sensor
) ing name of server chassis.
1.3.6.1.4.1.116.5. | chassisVoltage This shows the voltage sensor
52.2.1.4.50.1.3 SensorValue Integer32 | RO 0.1V 9
(3) value of server chassis.
1.3.6.1.4.1.116.5. | chassisVoltage . . . This shows the validity of
52.2.1.4.50.1.4 SensorValid(4) | INTEGER RO invalid(1)/valid(2)/u voltage sensor value of server
nknown(3) :
chassis.
1.3.6.1.4.1.116.5. | chassisTempSe This shows the table of
52.2.1.4.51 nsorTable(51) NA NA NA temperature sensor of server
chassis.
1.3.6.1.4.1.116.5. | chassisTempSe This shows the entry of
52.2.1.4.51.1 nsorEntry(1) NA NA NA temperature sensor of server
chassis.
1.3.6.1.4.1.116.5 chassisTempSe This shows the index of
52.2.1.4.51.1.1 nsorlndex(1) Integer32 RO temperature sensor of server
chassis.
1.3.6.1.4.1.116.5. | chassisTempSe DisplayStr This shows the temperature
52.2.1.4.51.1.2 nsorName(2) oisplay RO (SIZE(0..40)) sensor name of server
ing :
chassis.
1.3.6.1.4.1.116.5. | chassisTempSe This shows the temperature
52.2.1.4.51.1.3 nsorValue(3) Integer32 RO 0.1 degrees C sensor value of server
chassis.
1.3.6.1.4.1.116.5. | chassisTempSe . . . This shows the validity of
52.2.1.4.51.1.4 | nsorvalid(4) | INTEGER | RO invalid(1)/valid(2)/u | toberature sensor value of
nknown(3) .
server chassis.
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oID identifier Syntax Access Value Description
1.3.6.1.4.1.116.5. | chassisFWInfo NA NA NA This shows the firmware
52.2.1.5 (5) information of server chassis.
1.3.6.1.4.1.116.5. | chassisFWInfoT DisplayStr This shows the total current
52.2.1.5.1 otalVer(1) oisplay RO (SIZE(0..40)) version of firmware of server
ing .
chassis.
1.3.6.1.4.1.116.5. | chassisFWInfoT This shows the table of
52.2.1.5.2 able(2) NA NA NA firmware information of
server chassis.
1.3.6.1.4.1.116.5. | chassisFWInfoF This shows the entry of
52.2.1.5.2.1 WInfoEntry(1) NA NA NA firmware information of
server chassis.
1.3.6.1.4.1.116.5. | chassisFWInfol This shows the index of
52.2.1.5.2.1.1 ndex(1) Integer32 RO firmware information of
server chassis.
1.3.6.1.4.1.116.5. | chassisFWInfo DisplayStr This shows the firmware
52.2.1.5.2.1.2 Name(2) ing RO (SIZE(0..40)) name of server chassis.
1.3.6.1.4.1.116.5. | chassisFWInfo DisplavStr This shows the firmware
52.2.1.5.2.1.3 CurrentVer(3) olsplay RO (SIZE(0..40)) current version of server
ing -
chassis.
1.3.6.1.4.1.116.5. | chassisFWInfo DisplayStr This shows the firmware next
52.2.1.5.2.1.4 NextVer(4) ing RO (SIZE(0..40)) version of server chassis.

Table C-11: Information of Component

Object -

OID identifier Syntax Access Value Description
1.3.6.1.4.1.116.5. | component(2) NA NA NA This shows the information of
52.2.2 component.

Table C-12: Information of Fan Module
Object A

OID identifier Syntax Access Value Description
1.3.6.1.4.1.116.5. | fanModule(1) This shows the information of
52.2.2.1 NA NA NA fan module.
1.3.6.1.4.1.116.5. | fanModule1(1) This shows the information of
52.2.2.1.1 NA NA NA fan module1.
1.3.6.1.4.1.116.5. | fanModule1Bas NA NA NA This shows the basic
52.2.2.1.1.1 icInfo(1) information of fan modulel.
1.3.6.1.4.1.116.5. | fanModulelInf DisplayStr This shows the type of fan
52.2.2.1.1.1.1 oType(1) ing RO (SIZE(0..40)) modulel.
1.3.6.1.4.1.116.5. | fanModulelInf DisplayStr
52.2.2.1.1.1.2 oProductName ingp Y RO (SIZE(0..40)) Reserved.

(2)
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1.3.6.1.4.1.116.5. | fanModulellnf DisplayStr
52.2.2.1.1.1.3 oModel(3) ing RO (S1ZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | fanModulelInf DisplayStr
52.2.2.1.1.1.4 oSerialNum(4) | ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | fanModulelInf DisplayStr
52.2.2.1.1.1.5 oProductVersio in play RO (SIZE(0..40)) Reserved.

n(5) 9
1.3.6.1.4.1.116.5. | fanModulelInf DisplayStr
52.2.2.1.1.1.6 oProductManuf in play RO (SIZE(0..40)) Reserved.

acturer(6) 9
1.3.6.1.4.1.116.5. | fanModulellnf DisplayStr
52.2.2.1.1.1.7 oBoardProduct | - play RO (SIZE(0..40)) Reserved.

Name(7) 9
1.3.6.1.4.1.116.5. | fanModulelInf DisplayStr
52.2.2.1.1.1.8 oBoardSerialNu | ;- play RO (SIZE(0..40)) Reserved.

m(8) 9
1.3.6.1.4.1.116.5. | fanModulellnf DisplayStr
52.2.2.1.1.1.9 oBoardManufac | - play RO (SIZE(0..40)) Reserved.

turer(9) 9
1.3.6.1.4.1.116.5. | fanModulelInf NA NA NA This shows the specification
52.2.2.1.1.1.20 oSpec(20) of fan modulel.
1.3.6.1.4.1.116.5. | fanModulelSpe Integer32 RO rom This shows the maximum
52.2.2.1.1.1.20.1 | cMaxRPM(1) 9 P rpm of fan module1.
1.3.6.1.4.1.116.5. | fanModulelSpe This shows the maximum air
52.2.2.1.1.1.20.2 cMaxAirVolume | Integer32 RO 0.1 m~3/min

2) volume of fan modulel.
1.3.6.1.4.1.116.5. | fanModule1Spe Integer32 | RO rom This shows the minimum rpm
52.2.2.1.1.1.20.3 | cMinRPM(3) 9 P of fan modulel.
1.3.6.1.4.1.116.5. | fanModule1Spe This shows the minimum air
52.2.2.1.1.1.20.4 cMinAirVolume | Integer32 RO 0.1 m~3/min

(4) volume of fan modulel.

fanModulelCap . .
1.3.6.1.4.1.116.5. A This shows the capacity of fan
52.2.2.1.1.2 acity(2) NA NA NA modulel.

fanModulelCap . .
1.3.6.1.4.1.116.5. A This shows the capacity of
52.2.2.1.1.2.1 acityFan(1) Integer32 RO fans of fan modulel.
1.3.6.1.4.1.116.5. | fanModulelSet | DisplayStr
52.2.2.1.1.3 tings(3) ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | fanModule1Sta This shows the state of fan
52.2.2.1.1.4 te(4) NA NA NA modulel.
1.3.6.1.4.1.116.5. | fanModule1Sta Integer32 | RO This shows the number of
52.2.2.1.1.4.1 teSlotNum(1) 9 installed slots of fan modulel.
1.3.6.1.4.1.116.5. poweroff(1)/
52.2.2.1.1.4.2 standby(2)/

fanModulelSta INTEGER RO poweron(3)/ This shows the power supply

tePower(2) unknown(4)/powero | state of fan modulel.

n-executing(5)/pow
eroff-executing(6)
1.3.6.1.4.1.116.5. | fanModulelSta INTEGER RO normal(1l)/fail(2)/un | This shows the health state of
52.2.2.1.1.4.3 teHealth(3) known(3) fan modulel.
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1.3.6.1.4.1.116.5. | fanModule1Sta redundancy(1)/ .
52.2.2.1.1.4.4 teRedundancy | INTEGER | RO non-redundancy(2)/ | LTS Shows the redundancy of
fan modulel.
(4) unknown(3)
1.3.6.1.4.1.116.5. | fanModulelSta N ) This shows the current air
52.2.2.1.1.4.5 teAirVolume(5) Integer32 RO 0.1 m#3/min volume of fan modulel.
1.3.6.1.4.1.116.5. | fanModulelSta NA NA NA This shows the table of LED of
52.2.2.1.1.4.6 teLEDTable(6) fan modulel.
1.3.6.1.4.1.116.5. | fanModule1Sta NA NA NA This shows the entry of LED of
52.2.2.1.1.4.6.1 teLEDEntry(1) fan modulel.
1.3.6.1.4.1.116.5. | fanModule1Sta Integer32 | RO This shows the index of LED
52.2.2.1.1.4.6.1.1 | teLEDIndex(1) 9 of fan modulel.
1.3.6.1.4.1.116.5. | fanModule1Sta | DisplayStr This shows the name of LED
52.2.2.1.1.4.6.1.2 | teLEDName(2) ing RO (SIZE(0..40)) of fan modulel.
1.3.6.1.4.1.116.5. | fanModule1Sta | DisplayStr
52.2.2.1.1.4.6.1.3 | teLEDType(3) | ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. turn-off(1)/
52.2.2.1.1.4.6.1.4 turn-on(2)/
fanModule1Sta unknown(3)/ This shows the state of LED of
teLEDState(4) | [NTEGER | RO blink(4)/ fan modulet.
blink-fast(5)/
blink-slow(6)
1.3.6.1.4.1.116.5. blue(1)/green(2)/re .
52.2.2.1.1.4.6.1.5 | fanModuleiSta | y\rpeen | o d(3)/amber(4)/unkn | 11is shows the color of LED of
teLEDColor(5) fan modulel.
own(5)
1.3.6.1.4.1.116.5. | fanModule1Sta NA NA NA This shows the table of fan of
52.2.2.1.1.4.10 teFanTable(10) fan modulel.
fanModulelSta ;
1.3.6.1.4.1.116.5. This shows the entry of fan of
52.2.2.1.1.4.10.1 | teFanEntry(1) | NA NA NA fan moduleL.
1.3.6.1.4.1.116.5. . .
fanModulelSta This shows the index of fan of
52.2.2.1.1.4.10.1. teFanIndex(1) Integer32 | RO fan modulel.
1.3.6.1.4.1.116.5. | fanModule1Sta . . .
52.2.2.1.1.4.10.1. | teFanLocation | DISPRYSt | g (SIZE(0..40)) T;"fs shows tlhe location of fan
> ) ing of fan modulel.
1.3.6.1.4.1.116.5. :
fanModulelSta This shows the rpm value of
32.2.2.1.1.4.10.1. teFanRPM(3) Integer32 RO rpm fan modulel.
1.3.6.1.4.1.116.5. | fanModule1Sta . . . . -
52.2.2.1.1.4.10.1. | teFanRPMValid | INTEGER | RO invalid(1)/ valid(2) | This shows the validity of fan
2 (4) /unknown(3) rpm value of fan modulel.
1.3.6.1.4.1.116.5. | fanModule2(2) This shows the information of
52.2.2.1.2 NA NA NA fan module.
1.3.6.1.4.1.116.5. | fanModule2Bas NA NA NA This shows the basic
52.2.2.1.2.1 icInfo(1) information of fan module2.
1.3.6.1.4.1.116.5. | fanModule2Inf DisplayStr This shows the type of fan
52.2.2.1.2.1.1 oType(1) ing RO (SIZE(0..40)) module2.
1.3.6.1.4.1.116.5. | fanModule2Inf DisplavStr
52.2.2.1.2.1.2 oProductName ingp Y RO (SIZE(0..40)) Reserved.
(2)
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1.3.6.1.4.1.116.5. | fanModule2Inf DisplayStr
52.2.2.1.2.1.3 oModel(3) ing RO (S1ZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | fanModule2Inf DisplayStr
52.2.2.1.2.1.4 oSerialNum(4) | ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | fanModule2Inf DisplayStr
52.2.2.1.2.1.5 oProductVersio in play RO (SIZE(0..40)) Reserved.

n(5) 9
1.3.6.1.4.1.116.5. | fanModule2Inf DisplayStr
52.2.2.1.2.1.6 oProductManuf in play RO (SIZE(0..40)) Reserved.

acturer(6) 9
1.3.6.1.4.1.116.5. | fanModule2Inf DisplayStr
52.2.2.1.2.1.7 oBoardProduct | .- play RO (SIZE(0..40)) Reserved.

Name(7) 9
1.3.6.1.4.1.116.5. | fanModule2Inf DisplayStr
52.2.2.1.2.1.8 oBoardSerialNu | ;- play RO (SIZE(0..40)) Reserved.

m(8) 9
1.3.6.1.4.1.116.5. | fanModule2Inf DisplayStr
52.2.2.1.2.1.9 oBoardManufac | - play RO (SIZE(0..40)) Reserved.

turer(9) 9
1.3.6.1.4.1.116.5. | fanModule2Inf NA NA NA This shows the specification
52.2.2.1.2.1.20 oSpec(20) of fan module2.
1.3.6.1.4.1.116.5. | fanModule2Spe Integer32 RO rom This shows the maximum
52.2.2.1.2.1.20.1 | cMaxRPM(1) 9 P rpm of fan module2.
1.3.6.1.4.1.116.5. | fanModule2Spe This shows the maximum air
52.2.2.1.2.1.20.2 cMaxAirVolume | Integer32 RO 0.1 m~3/min

2) volume of fan module2.
1.3.6.1.4.1.116.5. | fanModule2Spe Integer32 | RO rom This shows the minimum rpm
52.2.2.1.2.1.20.3 | cMinRPM(3) 9 P of fan module2.
1.3.6.1.4.1.116.5. | fanModule2Spe This shows the minimum air
52.2.2.1.2.1.20.4 cMinAirVolume | Integer32 RO 0.1 m~3/min

(4) volume of fan module2.
1.3.6.1.4.1.116.5. | fanModule2Cap NA NA NA This shows the capacity of fan
52.2.2.1.2.2 acity(2) module2.
1.3.6.1.4.1.116.5. | fanModule2Cap This shows the capacity of
52.2.2.1.2.2.1 acityFan(1) Integer32 RO fans of fan module2.
1.3.6.1.4.1.116.5. | fanModule2Set | DisplayStr
52.2.2.1.2.3 tings(3) ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | fanModule2Sta This shows the state of fan
52.2.2.1.2.4 te(4) NA NA NA module2.
1.3.6.1.4.1.116.5. | fanModule2Sta Integer32 | RO This shows the number of
52.2.2.1.2.4.1 teSlotNum(1) 9 installed slots of fan module2.
1.3.6.1.4.1.116.5. poweroff(1)/
52.2.2.1.2.4.2 standby(2)/

fanModule2Sta INTEGER RO poweron(3)/ This shows the power supply

tePower(2) unknown(4)/powero | state of fan module2.

n-executing(5)/pow
eroff-executing(6)
1.3.6.1.4.1.116.5. | fanModule2Sta INTEGER RO normal(1l)/fail(2)/un | This shows the health state of
52.2.2.1.2.4.3 teHealth(3) known(3) fan module2.
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1.3.6.1.4.1.116.5. | fanModule2Sta redundancy(1)/ .
52.2.2.1.2.4.4 teRedundancy | INTEGER | RO non-redundancy(2)/ | LTS Shows the redundancy of
fan module2.
(4) unknown(3)
1.3.6.1.4.1.116.5. | fanModule2Sta A . This shows the current air
52.2.2.1.2.4.5 teAirVolume(5) Integer32 RO 0.1 m~3/min volume of fan module2.
1.3.6.1.4.1.116.5. | fanModule2Sta NA NA NA This shows the table of LED of
52.2.2.1.2.4.6 teLEDTable(6) fan module2.
1.3.6.1.4.1.116.5. | fanModule2Sta NA NA NA This shows the entry of LED of
52.2.2.1.2.4.6.1 teLEDEntry(1) fan module2.
1.3.6.1.4.1.116.5. | fanModule2Sta Integer32 RO This shows the index of LED
52.2.2.1.2.4.6.1.1 | teLEDIndex(1) 9 of fan module2.
1.3.6.1.4.1.116.5. | fanModule2Sta | DisplayStr This shows the name of LED
52.2.2.1.2.4.6.1.2 | teLEDName(2) | ing RO (SIZE(0..40)) of fan module2.
1.3.6.1.4.1.116.5. | fanModule2Sta | DisplayStr
52.2.2.1.2.4.6.1.3 | teLEDType(3) | ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. turn-off(1)/
52.2.2.1.2.4.6.1.4 turn-on(2)/
fanModule2Sta unknown(3)/ This shows the state of LED of
teLEDState(4) | [NTEGER | RO blink(4)/ fan module2.
blink-fast(5)/
blink-slow(6)
1.3.6.1.4.1.116.5. blue(1)/green(2)/re .
52.2.2.1.2.4.6.1.5 | fanModule2Sta | yyrecep | Ro d(3)/amber(4)/unkn | 1S Shows the color of LED of
teLEDColor(5) fan module2.
own(5)
1.3.6.1.4.1.116.5. | fanModule2Sta NA NA NA This shows the table of fan of
52.2.2.1.2.4.10 teFanTable(10) fan module2.
1.3.6.1.4.1.116.5. | fanModule2Sta NA NA NA This shows the entry of fan of
52.2.2.1.2.4.10.1 teFanEntry(1) fan module2.
1.3.6.1.4.1.116.5. . .
52.22.1.2.410.1. fanModule2Sta Integer32 RO This shows the index of fan of
1 teFanIndex(1) fan module2.
1.3.6.1.4.1.116.5. | fanModule2Sta . . .
52.2.2.1.2.4.10.1. | teFanLocation | DISPRYSt | g (SIZE(0..40)) T;"fs shows tlhez'°cat'°” of fan
> ) ing of fan module2.
1.3.6.1.4.1.116.5. :
fanModule2Sta This shows the rpm value of
32.2.2.1.2.4.10.1. teFanRPM(3) Integer32 RO rpm fan module2.
1.3.6.1.4.1.116.5. | fanModule2Sta . . . . -
52.2.2.1.2.4.10.1. | teFanRPMVvalid | INTEGER | RO invalid(1)/ valid(2) | This shows the validity of fan
2 (4) /unknown(3) rpm value of fan module2.
1.3.6.1.4.1.116.5. | fanModule3(3) This shows the information of
52.2.2.1.3 NA NA NA fan module.
1.3.6.1.4.1.116.5. | fanModule3Bas NA NA NA This shows the basic
52.2.2.1.3.1 icInfo(1) information of fan module3.
1.3.6.1.4.1.116.5. | fanModule3Inf DisplayStr This shows the type of fan
52.2.2.1.3.1.1 oType(1) ing RO (SIZE(0..40)) module3.
1.3.6.1.4.1.116.5. | fanModule3Inf DisplavStr
52.2.2.1.3.1.2 oProductName ingp Y RO (SIZE(0..40)) Reserved.
(2)
C-22 MIB

Hitachi Compute Rack 220S Remote Management User’s Guide




Object

OID identifier Syntax Access Value Description

1.3.6.1.4.1.116.5. | fanModule3Inf DisplayStr
52.2.2.1.3.1.3 oModel(3) ing RO (S1ZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | fanModule3Inf DisplayStr
52.2.2.1.3.1.4 oSerialNum(4) | ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | fanModule3Inf DisplayStr
52.2.2.1.3.1.5 oProductVersio in play RO (SIZE(0..40)) Reserved.

n(5) 9
1.3.6.1.4.1.116.5. | fanModule3Inf DisplayStr
52.2.2.1.3.1.6 oProductManuf in play RO (SIZE(0..40)) Reserved.

acturer(6) 9
1.3.6.1.4.1.116.5. | fanModule3Inf DisplayStr
52.2.2.1.3.1.7 oBoardProduct | - play RO (SIZE(0..40)) Reserved.

Name(7) 9
1.3.6.1.4.1.116.5. | fanModule3Inf DisplayStr
52.2.2.1.3.1.8 oBoardSerialNu | ;- play RO (SIZE(0..40)) Reserved.

m(8) 9
1.3.6.1.4.1.116.5. | fanModule3Inf DisplayStr
52.2.2.1.3.1.9 oBoardManufac | - play RO (SIZE(0..40)) Reserved.

turer(9) 9
1.3.6.1.4.1.116.5. | fanModule3Inf NA NA NA This shows the specification
52.2.2.1.3.1.20 oSpec(20) of fan module3.
1.3.6.1.4.1.116.5. | fanModule3Spe Integer32 RO rom This shows the maximum
52.2.2.1.3.1.20.1 | cMaxRPM(1) 9 P rpm of fan module3.
1.3.6.1.4.1.116.5. | fanModule3Spe This shows the maximum air
52.2.2.1.3.1.20.2 cMaxAirVolume | Integer32 RO 0.1 m~3/min

2) volume of fan module3.
1.3.6.1.4.1.116.5. | fanModule3Spe Integer32 | RO rom This shows the minimum rpm
52.2.2.1.3.1.20.3 | cMinRPM(3) 9 P of fan module3.
1.3.6.1.4.1.116.5. | fanModule3Spe This shows the minimum air
52.2.2.1.3.1.20.4 cMinAirVolume | Integer32 RO 0.1 m~3/min

(4) volume of fan module3.
1.3.6.1.4.1.116.5. | fanModule3Cap NA NA NA This shows the capacity of fan
52.2.2.1.3.2 acity(2) module3.
1.3.6.1.4.1.116.5. | fanModule3Cap This shows the capacity of
52.2.2.1.3.2.1 acityFan(1) Integer32 | RO fans of fan module3.
1.3.6.1.4.1.116.5. | fanModule3Set | DisplayStr
52.2.2.1.3.3 tings(3) ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | fanModule3Sta This shows the state of fan
52.2.2.1.3.4 te(4) NA NA NA module3.
1.3.6.1.4.1.116.5. | fanModule3Sta Integer32 | RO This shows the number of
52.2.2.1.3.4.1 teSlotNum(1) 9 installed slots of fan module3.
1.3.6.1.4.1.116.5. poweroff(1)/
52.2.2.1.3.4.2 standby(2)/

fanModule3Sta INTEGER RO poweron(3)/ This shows the power supply

tePower(2) unknown(4)/powero | state of fan module3.

n-executing(5)/pow
eroff-executing(6)
1.3.6.1.4.1.116.5. | fanModule3Sta INTEGER RO normal(1)/fail(2)/un | This shows the health state of
52.2.2.1.3.4.3 teHealth(3) known(3) fan module3.
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1.3.6.1.4.1.116.5. | fanModule3Sta redundancy(1)/ .
52.2.2.1.3.4.4 teRedundancy | INTEGER | RO non-redundancy(2)/ | 1S Shows the redundancy of
fan module3.
(4) unknown(3)
1.3.6.1.4.1.116.5. | fanModule3Sta N . This shows the current air
52.2.2.1.3.4.5 teAirVolume(5) Integer32 RO 0.1 m~3/min volume of fan module3.
1.3.6.1.4.1.116.5. | fanModule3Sta NA NA NA This shows the table of LED of
52.2.2.1.3.4.6 teLEDTable(6) fan module3.
1.3.6.1.4.1.116.5. | fanModule3Sta NA NA NA This shows the entry of LED of
52.2.2.1.3.4.6.1 teLEDEntry(1) fan module3.
1.3.6.1.4.1.116.5. | fanModule3Sta Integer32 RO This shows the index of LED
52.2.2.1.3.4.6.1.1 | teLEDIndex(1) 9 of fan module3.
1.3.6.1.4.1.116.5. | fanModule3Sta | DisplayStr This shows the name of LED
52.2.2.1.3.4.6.1.2 | teLEDName(2) | ing RO (SIZE(0..40)) of fan module3.
1.3.6.1.4.1.116.5. | fanModule3Sta | DisplayStr
52.2.2.1.3.4.6.1.3 | teLEDType(3) | ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. turn-off(1)/
52.2.2.1.3.4.6.1.4 turn-on(2)/
fanModule3Sta unknown(3)/ This shows the state of LED of
teLEDState(4) | [NTEGER | RO blink(4)/ fan module3.
blink-fast(5)/
blink-slow(6)
1.3.6.1.4.1.116.5. blue(1)/green(2)/re .
52.2.2.1.3.4.6.1.5 | fanModule3Sta | yrecer | RO d(3)/amber(4)/unkn | 1S Shows the color of LED of
teLEDColor(5) fan module3.
own(5)
1.3.6.1.4.1.116.5. | fanModule3Sta NA NA NA This shows the table of fan of
52.2.2.1.3.4.10 teFanTable(10) fan module3.
1.3.6.1.4.1.116.5. | fanModule3Sta NA NA NA This shows the entry of fan of
52.2.2.1.3.4.10.1 teFanEntry(1) fan module3.
1.3.6.1.4.1.116.5. . .
52.2.2.1.3.4.10.1. fanModule3Sta Integer32 RO This shows the index of fan of
1 teFanIndex(1) fan module3.
1.3.6.1.4.1.116.5. | fanModule3Sta . . .
52.2.2.1.3.4.10.1. | teFanLocation | DISPRYSt | g (SIZE(0..40)) T;"fs shows tlhe location of fan
> ) ing of fan module3.
1.3.6.1.4.1.116.5. :
fanModule3Sta This shows the rpm value of
32.2.2.1.3.4.10.1. teFanRPM(3) Integer32 RO rpm fan module3.
1.3.6.1.4.1.116.5. | fanModule3Sta . . . . -
52.2.2.1.3.4.10.1. | teFanRPMValid | INTEGER | RO invalid(1)/ valid(2) | This shows the validity of fan
2 (4) /unknown(3) rpm value of fan module3.
1.3.6.1.4.1.116.5. | fanModule4(4) This shows the information of
52.2.2.1.4 NA NA NA fan module.
1.3.6.1.4.1.116.5. | fanModule4Bas NA NA NA This shows the basic
52.2.2.1.4.1 icInfo(1) information of fan module4.
1.3.6.1.4.1.116.5. | fanModule4Inf DisplayStr This shows the type of fan
52.2.2.1.4.1.1 oType(1) ing RO (SIZE(0..40)) module4.
1.3.6.1.4.1.116.5. | fanModule4Inf DisplavStr
52.2.2.1.4.1.2 oProductName ingp Y RO (SIZE(0..40)) Reserved.
(2)
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1.3.6.1.4.1.116.5. | fanModule4Inf DisplayStr
52.2.2.1.4.1.3 oModel(3) ing RO (S12E(0..40)) Reserved.
1.3.6.1.4.1.116.5. | fanModule4Inf DisplayStr
52.2.2.1.4.1.4 oSerialNum(4) | ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | fanModule4Inf DisplayStr
52.2.2.1.4.1.5 oProductVersio in play RO (SIZE(0..40)) Reserved.

n(5) 9
1.3.6.1.4.1.116.5. | fanModule4Inf DisplayStr
52.2.2.1.4.1.6 oProductManuf in play RO (SIZE(0..40)) Reserved.

acturer(6) 9
1.3.6.1.4.1.116.5. | fanModule4Inf DisplayStr
52.2.2.1.4.1.7 oBoardProduct | - play RO (SIZE(0..40)) Reserved.

Name(7) 9
1.3.6.1.4.1.116.5. | fanModule4Inf DisplayStr
52.2.2.1.4.1.8 oBoardSerialNu | ;- play RO (SIZE(0..40)) Reserved.

m(8) 9
1.3.6.1.4.1.116.5. | fanModule4Inf DisplayStr
52.2.2.1.4.1.9 oBoardManufac | - play RO (SIZE(0..40)) Reserved.

turer(9) 9
1.3.6.1.4.1.116.5. | fanModule4Inf NA NA NA This shows the specification
52.2.2.1.4.1.20 oSpec(20) of fan module4.
1.3.6.1.4.1.116.5. | fanModule4Spe Integer32 RO rom This shows the maximum
52.2.2.1.4.1.20.1 | cMaxRPM(1) 9 P rpm of fan module4.
1.3.6.1.4.1.116.5. | fanModule4Spe This shows the maximum air
52.2.2.1.4.1.20.2 cMaxAirVolume | Integer32 RO 0.1 m~3/min

2) volume of fan module4.
1.3.6.1.4.1.116.5. | fanModule4Spe Integer32 | RO rom This shows the minimum rpm
52.2.2.1.4.1.20.3 | cMinRPM(3) 9 P of fan module4.
1.3.6.1.4.1.116.5. | fanModule4Spe This shows the minimum air
52.2.2.1.4.1.20.4 cMinAirVolume | Integer32 RO 0.1 m~3/min

(4) volume of fan module4.
1.3.6.1.4.1.116.5. | fanModule4Cap NA NA NA This shows the capacity of fan
52.2.2.1.4.2 acity(2) module4.
1.3.6.1.4.1.116.5. | fanModule4Cap This shows the capacity of
52.2.2.1.4.2.1 acityFan(1) Integer32 RO fans of fan module4.
1.3.6.1.4.1.116.5. | fanModule4Set | DisplayStr
52.2.2.1.4.3 tings(3) ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | fanModule4Sta NA NA NA This shows the state of fan
52.2.2.1.4.4 te(4) module4.
1.3.6.1.4.1.116.5. | fanModule4Sta Integer32 | RO This shows the number of
52.2.2.1.4.4.1 teSlotNum(1) 9 installed slots of fan module4.
1.3.6.1.4.1.116.5. poweroff(1)/
52.2.2.1.4.4.2 standby(2)/

fanModule4Sta INTEGER RO poweron(3)/ This shows the power supply

tePower(2) unknown(4)/powero | state of fan module4.

n-executing(5)/pow
eroff-executing(6)
1.3.6.1.4.1.116.5. | fanModule4Sta INTEGER RO normal(1l)/fail(2)/un | This shows the health state of
52.2.2.1.4.4.3 teHealth(3) known(3) fan module4.
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1.3.6.1.4.1.116.5. | fanModule4Sta redundancy(1)/ .
52.2.2.1.4.4.4 teRedundancy | INTEGER | RO non-redundancy(2)/ | LTS Shows the redundancy of
fan module4.
(4) unknown(3)
1.3.6.1.4.1.116.5. | fanModule4Sta A . This shows the current air
52.2.2.1.4.4.5 teAirVolume(5) Integer32 RO 0.1 m~3/min volume of fan module4.
1.3.6.1.4.1.116.5. | fanModule4Sta NA NA NA This shows the table of LED of
52.2.2.1.4.4.6 teLEDTable(6) fan module4.
1.3.6.1.4.1.116.5. | fanModule4Sta NA NA NA This shows the entry of LED of
52.2.2.1.4.4.6.1 teLEDEntry(1) fan module4.
1.3.6.1.4.1.116.5. | fanModule4Sta Integer32 | RO This shows the index of LED
52.2.2.1.4.4.6.1.1 | teLEDIndex(1) 9 of fan module4.
1.3.6.1.4.1.116.5. | fanModule4Sta | DisplayStr This shows the name of LED
52.2.2.1.4.4.6.1.2 | teLEDName(2) | ing RO (SIZE(0..40)) of fan module4.
1.3.6.1.4.1.116.5. | fanModule4Sta | DisplayStr
52.2.2.1.4.4.6.1.3 | teLEDType(3) | ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. turn-off(1)/
52.2.2.1.4.4.6.1.4 turn-on(2)/
fanModule4Sta unknown(3)/ This shows the state of LED of
teLEDState(4) | [NTEGER | RO blink(4)/ fan moduled.
blink-fast(5)/
blink-slow(6)
1.3.6.1.4.1.116.5. blue(1)/green(2)/re .
52.2.2.1.4.4.6.1.5 | lanModuleaSta |y rpeen | o d(3)/amber(4)/unkn | 11is shows the color of LED of
teLEDColor(5) fan module4.
own(5)
1.3.6.1.4.1.116.5. | fanModule4Sta NA NA NA This shows the table of fan of
52.2.2.1.4.4.10 teFanTable(10) fan module4.
1.3.6.1.4.1.116.5. | fanModule4Sta NA NA NA This shows the entry of fan of
52.2.2.1.4.4.10.1 teFanEntry(1) fan module4.
1.3.6.1.4.1.116.5. . .
fanModule4Sta This shows the index of fan of
52.2.2.1.4.4.10.1. teFanIndex(1) Integer32 | RO fan moduled.
1.3.6.1.4.1.116.5. | fanModule4Sta . . .
52.2.2.1.4.4.10.1. | teFanLocation | DISPRYSt | g (SIZE(0..40)) T;"fs shows tlhe location of fan
> ) ing of fan module4.
1.3.6.1.4.1.116.5. .
fanModule4Sta This shows the rpm value of
32.2.2.1.4.4.10.1. teFanRPM(3) Integer32 RO rpm fan module4.
1.3.6.1.4.1.116.5. | fanModule4Sta . . . . -
52.2.2.1.4.4.10.1. | teFanRPMValid | INTEGER | RO invalid(1)/ valid(2) | This shows the validity of fan
2 (4) /unknown(3) rpm value of fan module4.
1.3.6.1.4.1.116.5. | fanModule5(5) This shows the information of
52.2.2.1.5 NA NA NA fan module.
1.3.6.1.4.1.116.5. | fanModule5Bas NA NA NA This shows the basic
52.2.2.1.5.1 icInfo(1) information of fan module5.
1.3.6.1.4.1.116.5. | fanModule5Inf DisplayStr This shows the type of fan
52.2.2.1.5.1.1 oType(1) ing RO (SIZE(0..40)) module5.
1.3.6.1.4.1.116.5. | fanModule5Inf DisplavStr
52.2.2.1.5.1.2 oProductName ingp Y RO (SIZE(0..40)) Reserved.
(2)
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1.3.6.1.4.1.116.5. | fanModule5Inf DisplayStr
52.2.2.1.5.1.3 oModel(3) ing RO (S1ZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | fanModule5Inf DisplayStr
52.2.2.1.5.1.4 oSerialNum(4) | ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | fanModule5Inf DisplayStr
52.2.2.1.5.1.5 oProductVersio in play RO (SIZE(0..40)) Reserved.

n(5) 9
1.3.6.1.4.1.116.5. | fanModule5Inf DisplayStr
52.2.2.1.5.1.6 oProductManuf in play RO (SIZE(0..40)) Reserved.

acturer(6) 9
1.3.6.1.4.1.116.5. | fanModule5Inf DisplayStr
52.2.2.1.5.1.7 oBoardProduct | - play RO (SIZE(0..40)) Reserved.

Name(7) 9
1.3.6.1.4.1.116.5. | fanModule5Inf DisplayStr
52.2.2.1.5.1.8 oBoardSerialNu | ;- play RO (SIZE(0..40)) Reserved.

m(8) 9
1.3.6.1.4.1.116.5. | fanModule5Inf DisplayStr
52.2.2.1.5.1.9 oBoardManufac | - play RO (SIZE(0..40)) Reserved.

turer(9) 9
1.3.6.1.4.1.116.5. | fanModule5Inf NA NA NA This shows the specification
52.2.2.1.5.1.20 oSpec(20) of fan module5.
1.3.6.1.4.1.116.5. | fanModule5Spe Integer32 RO rom This shows the maximum
52.2.2.1.5.1.20.1 | cMaxRPM(1) 9 P rpm of fan module5.
1.3.6.1.4.1.116.5. | fanModule5Spe This shows the maximum air
52.2.2.1.5.1.20.2 cMaxAirVolume | Integer32 RO 0.1 m~3/min

2) volume of fan module5.
1.3.6.1.4.1.116.5. | fanModule5Spe Integer32 | RO rom This shows the minimum rpm
52.2.2.1.5.1.20.3 | cMinRPM(3) 9 P of fan modules.
1.3.6.1.4.1.116.5. | fanModule5Spe This shows the minimum air
52.2.2.1.5.1.20.4 cMinAirVolume | Integer32 RO 0.1 m~3/min

(4) volume of fan module5.
1.3.6.1.4.1.116.5. | fanModule5Cap NA NA NA This shows the capacity of fan
52.2.2.1.5.2 acity(2) module5.
1.3.6.1.4.1.116.5. | fanModule5Cap This shows the capacity of
52.2.2.1.5.2.1 acityFan(1) Integer32 | RO fans of fan modules.
1.3.6.1.4.1.116.5. | fanModule5Set | DisplayStr
52.2.2.1.5.3 tings(3) ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | fanModule5Sta This shows the state of fan
52.2.2.1.5.4 te(4) NA NA NA modules.
1.3.6.1.4.1.116.5. | fanModule5Sta Integer32 | RO This shows the number of
52.2.2.1.5.4.1 teSlotNum(1) 9 installed slots of fan module5.
1.3.6.1.4.1.116.5. poweroff(1)/
52.2.2.1.5.4.2 standby(2)/

fanModule5Sta INTEGER RO poweron(3)/ This shows the power supply

tePower(2) unknown(4)/powero | state of fan module5.

n-executing(5)/pow
eroff-executing(6)
1.3.6.1.4.1.116.5. | fanModule5Sta INTEGER RO normal(1l)/fail(2)/un | This shows the health state of
52.2.2.1.5.4.3 teHealth(3) known(3) fan module5.
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1.3.6.1.4.1.116.5. | fanModule5Sta redundancy(1)/ .
52.2.2.1.5.4.4 teRedundancy | INTEGER | RO non-redundancy(2)/ | LTS Shows the redundancy of
fan module5.
(4) unknown(3)
1.3.6.1.4.1.116.5. | fanModule5Sta A . This shows the current air
52.2.2.1.5.4.5 teAirVolume(5) Integer32 RO 0.1 m~3/min volume of fan module5.
1.3.6.1.4.1.116.5. | fanModule5Sta NA NA NA This shows the table of LED of
52.2.2.1.5.4.6 teLEDTable(6) fan module5.
1.3.6.1.4.1.116.5. | fanModule5Sta NA NA NA This shows the entry of LED of
52.2.2.1.5.4.6.1 teLEDEntry(1) fan module5.
1.3.6.1.4.1.116.5. | fanModule5Sta Integer32 RO This shows the index of LED
52.2.2.1.5.4.6.1.1 | teLEDIndex(1) 9 of fan module5.
1.3.6.1.4.1.116.5. | fanModule5Sta | DisplayStr This shows the name of LED
52.2.2.1.5.4.6.1.2 | teLEDName(2) | ing RO (SIZE(0..40)) of fan module5.
1.3.6.1.4.1.116.5. | fanModule5Sta | DisplayStr
52.2.2.1.5.4.6.1.3 | teLEDType(3) | ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. turn-off(1)/
52.2.2.1.5.4.6.1.4 turn-on(2)/
fanModule5Sta unknown(3)/ This shows the state of LED of
teLEDState(4) | [NTEGER | RO blink(4)/ fan modules.
blink-fast(5)/
blink-slow(6)
1.3.6.1.4.1.116.5. blue(1)/green(2)/re .
52.2.2.1.5.4.6.1.5 | fanModuleSSta | yyrecep | Ro d(3)/amber(4)/unkn | 1S Shows the color of LED of
teLEDColor(5) fan module5.
own(5)
1.3.6.1.4.1.116.5. | fanModule5Sta NA NA NA This shows the table of fan of
52.2.2.1.5.4.10 teFanTable(10) fan module5.
1.3.6.1.4.1.116.5. | fanModule5Sta NA NA NA This shows the entry of fan of
52.2.2.1.5.4.10.1 teFanEntry(1) fan module5.
1.3.6.1.4.1.116.5. . .
52.2.2.1.5.4.10.1. fanModule5Sta Integer32 RO This shows the index of fan of
1 teFanIndex(1) fan module5.
1.3.6.1.4.1.116.5. | fanModule5Sta . . .
52.2.2.1.5.4.10.1. | teFanLocation | DISPRYSt | g (SIZE(0..40)) T;"fs shows tlhe location of fan
> ) ing of fan module5.
1.3.6.1.4.1.116.5. :
fanModule5Sta This shows the rpm value of
32.2.2.1.5.4.10.1. teFanRPM(3) Integer32 RO rpm fan modules.
1.3.6.1.4.1.116.5. | fanModule5Sta . . . . -
52.2.2.1.5.4.10.1. | teFanRPMValid | INTEGER | RO invalid(1)/ valid(2) | This shows the validity of fan
2 (4) /unknown(3) rpm value of fan module5.
1.3.6.1.4.1.116.5. | fanModule6(6) This shows the information of
52.2.2.1.6 NA NA NA fan module.
1.3.6.1.4.1.116.5. | fanModule6Bas NA NA NA This shows the basic
52.2.2.1.6.1 icInfo(1) information of fan module6.
1.3.6.1.4.1.116.5. | fanModule6Inf DisplayStr This shows the type of fan
52.2.2.1.6.1.1 oType(1) ing RO (SIZE(0..40)) module6.
1.3.6.1.4.1.116.5. | fanModule6Inf DisplavStr
52.2.2.1.6.1.2 oProductName ingp Y RO (SIZE(0..40)) Reserved.
(2)
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1.3.6.1.4.1.116.5. | fanModule6Inf DisplayStr
52.2.2.1.6.1.3 oModel(3) ing RO (S1ZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | fanModule6Inf DisplayStr
52.2.2.1.6.1.4 oSerialNum(4) | ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | fanModule6Inf DisplayStr
52.2.2.1.6.1.5 oProductVersio in play RO (SIZE(0..40)) Reserved.

n(5) 9
1.3.6.1.4.1.116.5. | fanModule6Inf DisplayStr
52.2.2.1.6.1.6 oProductManuf in play RO (SIZE(0..40)) Reserved.

acturer(6) 9
1.3.6.1.4.1.116.5. | fanModule6Inf DisplayStr
52.2.2.1.6.1.7 oBoardProduct | - play RO (SIZE(0..40)) Reserved.

Name(7) 9
1.3.6.1.4.1.116.5. | fanModule6Inf DisplayStr
52.2.2.1.6.1.8 oBoardSerialNu | ;- play RO (SIZE(0..40)) Reserved.

m(8) 9
1.3.6.1.4.1.116.5. | fanModule6Inf DisplayStr
52.2.2.1.6.1.9 oBoardManufac | - play RO (SIZE(0..40)) Reserved.

turer(9) 9
1.3.6.1.4.1.116.5. | fanModule6Inf NA NA NA This shows the specification
52.2.2.1.6.1.20 oSpec(20) of fan module6.
1.3.6.1.4.1.116.5. | fanModule6Spe Integer32 RO rom This shows the maximum
52.2.2.1.6.1.20.1 | cMaxRPM(1) 9 P rpm of fan module6.
1.3.6.1.4.1.116.5. | fanModule6Spe This shows the maximum air
52.2.2.1.6.1.20.2 cMaxAirVolume | Integer32 RO 0.1 m~3/min

2) volume of fan module6.
1.3.6.1.4.1.116.5. | fanModule6Spe Integer32 | RO rom This shows the minimum rpm
52.2.2.1.6.1.20.3 | cMinRPM(3) 9 P of fan module6.
1.3.6.1.4.1.116.5. | fanModule6Spe This shows the minimum air
52.2.2.1.6.1.20.4 cMinAirVolume | Integer32 RO 0.1 m~3/min

(4) volume of fan module6.
1.3.6.1.4.1.116.5. | fanModule6Cap NA NA NA This shows the capacity of fan
52.2.2.1.6.2 acity(2) module6.
1.3.6.1.4.1.116.5. | fanModule6Cap This shows the capacity of
52.2.2.1.6.2.1 acityFan(1) Integer32 | RO fans of fan module6.
1.3.6.1.4.1.116.5. | fanModule6Set | DisplayStr
52.2.2.1.6.3 tings(3) ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | fanModule6Sta This shows the state of fan
52.2.2.1.6.4 te(4) NA NA NA modules.
1.3.6.1.4.1.116.5. | fanModule6Sta Integer32 | RO This shows the number of
52.2.2.1.6.4.1 teSlotNum(1) 9 installed slots of fan module6.
1.3.6.1.4.1.116.5. poweroff(1)/
52.2.2.1.6.4.2 standby(2)/

fanModule6Sta INTEGER RO poweron(3)/ This shows the power supply

tePower(2) unknown(4)/powero | state of fan module6.

n-executing(5)/pow
eroff-executing(6)
1.3.6.1.4.1.116.5. | fanModule6Sta INTEGER RO normal(1)/fail(2)/un | This shows the health state of
52.2.2.1.6.4.3 teHealth(3) known(3) fan module6.
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1.3.6.1.4.1.116.5. | fanModule6Sta redundancy(1)/ .
52.2.2.1.6.4.4 teRedundancy | INTEGER | RO non-redundancy(2)/ | LTS Shows the redundancy of
fan module6.
(4) unknown(3)
1.3.6.1.4.1.116.5. | fanModule6Sta N ) This shows the current air
52.2.2.1.6.4.5 teAirVolume(5) Integer32 RO 0.1 m~3/min volume of fan module6.
1.3.6.1.4.1.116.5. | fanModule6Sta NA NA NA This shows the table of LED of
52.2.2.1.6.4.6 teLEDTable(6) fan module6.
1.3.6.1.4.1.116.5. | fanModule6Sta NA NA NA This shows the entry of LED of
52.2.2.1.6.4.6.1 teLEDEntry(1) fan module6.
1.3.6.1.4.1.116.5. | fanModule6Sta Integer32 | RO This shows the index of LED
52.2.2.1.6.4.6.1.1 | teLEDIndex(1) 9 of fan module6.
1.3.6.1.4.1.116.5. | fanModule6Sta | DisplayStr This shows the name of LED
52.2.2.1.6.4.6.1.2 | teLEDName(2) | ing RO (SIZE(0..40)) of fan module6.
1.3.6.1.4.1.116.5. | fanModule6Sta | DisplayStr
52.2.2.1.6.4.6.1.3 | teLEDType(3) | ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. turn-off(1)/
52.2.2.1.6.4.6.1.4 turn-on(2)/
fanModule6Sta unknown(3)/ This shows the state of LED of
teLEDState(4) | [NTEGER | RO blink(4)/ fan modules.
blink-fast(5)/
blink-slow(6)
1.3.6.1.4.1.116.5. blue(1)/green(2)/re .
52.2.2.1.6.4.6.1.5 | [anModule6Sta | y\rreen | Ro d(3)/amber(4)/unkn | 11is shows the color of LED of
teLEDColor(5) fan module6.
own(5)
1.3.6.1.4.1.116.5. | fanModule6Sta NA NA NA This shows the table of fan of
52.2.2.1.6.4.10 teFanTable(10) fan module6.
1.3.6.1.4.1.116.5. | fanModule6Sta NA NA NA This shows the entry of fan of
52.2.2.1.6.4.10.1 | teFanEntry(1) fan module6.
1.3.6.1.4.1.116.5. . .
52.2.2.1.6.4.10.1. fanModule6Sta Integer32 RO This shows the index of fan of
1 teFanIndex(1) fan module6.
1.3.6.1.4.1.116.5. | fanModule6Sta . . .
52.2.2.1.6.4.10.1. | teFanLocation | DISPRYSt | g (SIZE(0..40)) T;"fs shows tlhe location of fan
> ) ing of fan module6.
1.3.6.1.4.1.116.5. :
fanModule6Sta This shows the rpm value of
32.2.2.1.6.4.10.1. teFanRPM(3) Integer32 RO rpm fan module6.
1.3.6.1.4.1.116.5. | fanModule6Sta . . . . -
52.2.2.1.6.4.10.1. | teFanRPMValid | INTEGER | RO invalid(1)/ valid(2) | This shows the validity of fan
2 (4) /unknown(3) rpm value of fan module6.
1.3.6.1.4.1.116.5. | fanModule7(7) This shows the information of
52.2.2.1.7 NA NA NA fan module.
1.3.6.1.4.1.116.5. | fanModule7Bas NA NA NA This shows the basic
52.2.2.1.7.1 icInfo(1) information of fan module7.
1.3.6.1.4.1.116.5. | fanModule7Inf DisplayStr This shows the type of fan
52.2.2.1.7.1.1 oType(1) ing RO (SIZE(0..40)) module?.
1.3.6.1.4.1.116.5. | fanModule7Inf DisplavStr
52.2.2.1.7.1.2 oProductName ingp Y RO (SIZE(0..40)) Reserved.
(2)
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1.3.6.1.4.1.116.5. | fanModule7Inf DisplayStr
52.2.2.1.7.1.3 oModel(3) ing RO (S12E(0..40)) Reserved.
1.3.6.1.4.1.116.5. | fanModule7Inf DisplayStr
52.2.2.1.7.1.4 oSerialNum(4) | ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | fanModule7Inf DisplayStr
52.2.2.1.7.1.5 oProductVersio in play RO (SIZE(0..40)) Reserved.

n(5) 9
1.3.6.1.4.1.116.5. | fanModule7Inf DisplayStr
52.2.2.1.7.1.6 oProductManuf in play RO (SIZE(0..40)) Reserved.

acturer(6) 9
1.3.6.1.4.1.116.5. | fanModule7Inf DisplayStr
52.2.2.1.7.1.7 oBoardProduct | - play RO (SIZE(0..40)) Reserved.

Name(7) 9
1.3.6.1.4.1.116.5. | fanModule7Inf DisplayStr
52.2.2.1.7.1.8 oBoardSerialNu | ;- play RO (SIZE(0..40)) Reserved.

m(8) 9
1.3.6.1.4.1.116.5. | fanModule7Inf DisplayStr
52.2.2.1.7.1.9 oBoardManufac | - play RO (SIZE(0..40)) Reserved.

turer(9) 9
1.3.6.1.4.1.116.5. | fanModule7Inf NA NA NA This shows the specification
52.2.2.1.7.1.20 oSpec(20) of fan module?7.
1.3.6.1.4.1.116.5. | fanModule7Spe Integer32 RO rom This shows the maximum
52.2.2.1.7.1.20.1 | cMaxRPM(1) 9 P rpm of fan module7.
1.3.6.1.4.1.116.5. | fanModule7Spe This shows the maximum air
52.2.2.1.7.1.20.2 cMaxAirVolume | Integer32 RO 0.1 m~3/min

2) volume of fan module?.
1.3.6.1.4.1.116.5. | fanModule7Spe Integer32 | RO rom This shows the minimum rpm
52.2.2.1.7.1.20.3 | cMinRPM(3) 9 P of fan module7.
1.3.6.1.4.1.116.5. | fanModule7Spe This shows the minimum air
52.2.2.1.7.1.20.4 cMinAirVolume | Integer32 RO 0.1 m~3/min

(4) volume of fan module?.
1.3.6.1.4.1.116.5. | fanModule7Cap NA NA NA This shows the capacity of fan
52.2.2.1.7.2 acity(2) module?7.
1.3.6.1.4.1.116.5. | fanModule7Cap This shows the capacity of
52.2.2.1.7.2.1 acityFan(1) Integer32 RO fans of fan module?.
1.3.6.1.4.1.116.5. | fanModule7Set | DisplayStr
52.2.2.1.7.3 tings(3) ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | fanModule7Sta This shows the state of fan
52.2.2.1.7.4 te(4) NA NA NA module7.
1.3.6.1.4.1.116.5. | fanModule7Sta Integer32 | RO This shows the number of
52.2.2.1.7.4.1 teSlotNum(1) 9 installed slots of fan module?.
1.3.6.1.4.1.116.5. poweroff(1)/
52.2.2.1.7.4.2 standby(2)/

fanModule7Sta INTEGER RO poweron(3)/ This shows the power supply

tePower(2) unknown(4)/powero | state of fan module?7.

n-executing(5)/pow
eroff-executing(6)
1.3.6.1.4.1.116.5. | fanModule7Sta INTEGER RO normal(1l)/fail(2)/un | This shows the health state of
52.2.2.1.7.4.3 teHealth(3) known(3) fan module?.
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1.3.6.1.4.1.116.5. | fanModule7Sta redundancy(1)/ .
52.2.2.1.7.4.4 teRedundancy | INTEGER | RO non-redundancy(2)/ | LTS Shows the redundancy of
fan module7.
(4) unknown(3)
1.3.6.1.4.1.116.5. | fanModule7Sta N ) This shows the current air
52.2.2.1.7.4.5 teAirVolume(5) Integer32 RO 0.1 m#3/min volume of fan module?.
1.3.6.1.4.1.116.5. | fanModule7Sta NA NA NA This shows the table of LED of
52.2.2.1.7.4.6 teLEDTable(6) fan module7.
1.3.6.1.4.1.116.5. | fanModule7Sta NA NA NA This shows the entry of LED of
52.2.2.1.7.4.6.1 teLEDEntry(1) fan module?.
1.3.6.1.4.1.116.5. | fanModule7Sta Integer32 | RO This shows the index of LED
52.2.2.1.7.4.6.1.1 | teLEDIndex(1) 9 of fan module?7.
1.3.6.1.4.1.116.5. | fanModule7Sta | DisplayStr This shows the name of LED
52.2.2.1.7.4.6.1.2 | teLEDName(2) ing RO (SIZE(0..40)) of fan module?.
1.3.6.1.4.1.116.5. | fanModule7Sta | DisplayStr
52.2.2.1.7.4.6.1.3 | teLEDType(3) | ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. turn-off(1)/
52.2.2.1.7.4.6.1.4 turn-on(2)/
fanModule7Sta unknown(3)/ This shows the state of LED of
teLEDState(4) | [NTEGER | RO blink(4)/ fan module?.
blink-fast(5)/
blink-slow(6)
1.3.6.1.4.1.116.5. blue(1)/green(2)/re .
52.2.2.1.7.4.6.1.5 | fanModule7Sta |y rpeen | Ro d(3)/amber(4)/unkn | 11is shows the color of LED of
teLEDColor(5) fan module7.
own(5)
1.3.6.1.4.1.116.5. | fanModule7Sta NA NA NA This shows the table of fan of
52.2.2.1.7.4.10 teFanTable(10) fan module7.
1.3.6.1.4.1.116.5. | fanModule7Sta NA NA NA This shows the entry of fan of
52.2.2.1.7.4.10.1 teFanEntry(1) fan module7.
1.3.6.1.4.1.116.5. . .
52.22.1.7.4.10.1. fanModule7Sta Integer32 RO This shows the index of fan of
1 teFanIndex(1) fan module7.
1.3.6.1.4.1.116.5. | fanModule7Sta . . .
52.2.2.1.7.4.10.1. | teFanLocation | DISPRYSt | pq (SIZE(0..40)) T;"fs shows tlhe location of fan
> ) ing of fan module?7.
1.3.6.1.4.1.116.5. :
fanModule7Sta This shows the rpm value of
32.2.2.1.7.4.10.1. teFanRPM(3) Integer32 RO rpm fan module7.
1.3.6.1.4.1.116.5. | fanModule7Sta . . . . -
52.2.2.1.7.4.10.1. | teFanRPMValid | INTEGER | RO invalid(1)/ valid(2) | This shows the validity of fan
2 (4) /unknown(3) rpm value of fan module?.
1.3.6.1.4.1.116.5. | fanModule8(8) This shows the information of
52.2.2.1.8 NA NA NA fan module.
1.3.6.1.4.1.116.5. | fanModule8Bas NA NA NA This shows the basic
52.2.2.1.8.1 icInfo(1) information of fan module8.
1.3.6.1.4.1.116.5. | fanModule8Inf DisplayStr This shows the type of fan
52.2.2.1.8.1.1 oType(1) ing RO (SIZE(0..40)) module8.
1.3.6.1.4.1.116.5. | fanModule8Inf DisplavStr
52.2.2.1.8.1.2 oProductName ingp Y RO (SIZE(0..40)) Reserved.
(2)
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1.3.6.1.4.1.116.5. | fanModule8Inf DisplayStr
52.2.2.1.8.1.3 oModel(3) ing RO (S12E(0..40)) Reserved.
1.3.6.1.4.1.116.5. | fanModule8Inf DisplayStr
52.2.2.1.8.1.4 oSerialNum(4) | ing RO (S1ZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | fanModule8Inf DisplayStr
52.2.2.1.8.1.5 oProductVersio in play RO (SIZE(0..40)) Reserved.

n(5) 9
1.3.6.1.4.1.116.5. | fanModule8Inf DisplayStr
52.2.2.1.8.1.6 oProductManuf in play RO (SIZE(0..40)) Reserved.

acturer(6) 9
1.3.6.1.4.1.116.5. | fanModule8Inf DisplayStr
52.2.2.1.8.1.7 oBoardProduct | - play RO (SIZE(0..40)) Reserved.

Name(7) 9
1.3.6.1.4.1.116.5. | fanModule8Inf DisplayStr
52.2.2.1.8.1.8 oBoardSerialNu in play RO (SIZE(0..40)) Reserved.

m(8) 9
1.3.6.1.4.1.116.5. | fanModule8Inf DisplayStr
52.2.2.1.8.1.9 oBoardManufac | - play RO (SIZE(0..40)) Reserved.

turer(9) 9
1.3.6.1.4.1.116.5. | fanModule8Inf NA NA NA This shows the specification
52.2.2.1.8.1.20 oSpec(20) of fan module8.
1.3.6.1.4.1.116.5. | fanModule8Spe Integer32 RO rom This shows the maximum
52.2.2.1.8.1.20.1 | cMaxRPM(1) 9 P rpm of fan modules.
1.3.6.1.4.1.116.5. | fanModule8Spe This shows the maximum air
52.2.2.1.8.1.20.2 cMaxAirVolume | Integer32 RO 0.1 m~3/min

2) volume of fan module8.
1.3.6.1.4.1.116.5. | fanModule8Spe Integer32 | RO rom This shows the minimum rpm
52.2.2.1.8.1.20.3 | cMinRPM(3) 9 P of fan modules.
1.3.6.1.4.1.116.5. | fanModule8Spe This shows the minimum air
52.2.2.1.8.1.20.4 cMinAirVolume | Integer32 RO 0.1 m~3/min

(4) volume of fan module8.
1.3.6.1.4.1.116.5. | fanModule8Cap NA NA NA This shows the capacity of fan
52.2.2.1.8.2 acity(2) module8.
1.3.6.1.4.1.116.5. | fanModule8Cap This shows the capacity of
52.2.2.1.8.2.1 acityFan(1) Integer32 | RO fans of fan module8.
1.3.6.1.4.1.116.5. | fanModule8Set | DisplayStr
52.2.2.1.8.3 tings(3) ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | fanModule8Sta This shows the state of fan
52.2.2.1.8.4 te(4) NA NA NA modules.
1.3.6.1.4.1.116.5. | fanModule8Sta Integer32 | RO This shows the number of
52.2.2.1.8.4.1 teSlotNum(1) 9 installed slots of fan module8.
1.3.6.1.4.1.116.5. poweroff(1)/
52.2.2.1.8.4.2 standby(2)/

fanModule8Sta INTEGER RO poweron(3)/ This shows the power supply

tePower(2) unknown(4)/powero | state of fan module8.

n-executing(5)/pow
eroff-executing(6)
1.3.6.1.4.1.116.5. | fanModule8Sta INTEGER RO normal(1l)/fail(2)/un | This shows the health state of
52.2.2.1.8.4.3 teHealth(3) known(3) fan module8.
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1.3.6.1.4.1.116.5. | fanModule8Sta redundancy(1)/ .
52.2.2.1.8.4.4 teRedundancy | INTEGER | RO non-redundancy(2)/ | LTS Shows the redundancy of
fan module8.
(4) unknown(3)
1.3.6.1.4.1.116.5. | fanModule8Sta A . This shows the current air
52.2.2.1.8.4.5 teAirVolume(5) Integer32 RO 0.1 m~3/min volume of fan module8.
1.3.6.1.4.1.116.5. | fanModule8Sta NA NA NA This shows the table of LED of
52.2.2.1.8.4.6 teLEDTable(6) fan module8.
1.3.6.1.4.1.116.5. | fanModule8Sta NA NA NA This shows the entry of LED of
52.2.2.1.8.4.6.1 teLEDEntry(1) fan module8.
1.3.6.1.4.1.116.5. | fanModule8Sta Integer32 | RO This shows the index of LED
52.2.2.1.8.4.6.1.1 | teLEDIndex(1) 9 of fan module8.
1.3.6.1.4.1.116.5. | fanModule8Sta | DisplayStr This shows the name of LED
52.2.2.1.8.4.6.1.2 | teLEDName(2) | ing RO (SIZE(0..40)) of fan module8.
1.3.6.1.4.1.116.5. | fanModule8Sta | DisplayStr
52.2.2.1.8.4.6.1.3 | teLEDType(3) | ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. turn-off(1)/
52.2.2.1.8.4.6.1.4 turn-on(2)/
fanModule8Sta unknown(3)/ This shows the state of LED of
teLEDState(4) | [NTEGER | RO blink(4)/ fan modules.
blink-fast(5)/
blink-slow(6)
1.3.6.1.4.1.116.5. blue(1)/green(2)/re .
52.2.2.1.8.4.6.1.5 | [anModule8Sta | y\rpern | Ro d(3)/amber(4)/unkn | 11is shows the color of LED of
teLEDColor(5) fan module8.
own(5)
1.3.6.1.4.1.116.5. | fanModule8Sta NA NA NA This shows the table of fan of
52.2.2.1.8.4.10 teFanTable(10) fan module8.
1.3.6.1.4.1.116.5. | fanModule8Sta NA NA NA This shows the entry of fan of
52.2.2.1.8.4.10.1 | teFanEntry(1) fan module8.
1.3.6.1.4.1.116.5. . .
52.2.2.1.8.4.10.1. fanModule8Sta Integer32 RO This shows the index of fan of
1 teFanIndex(1) fan module8.
1.3.6.1.4.1.116.5. | fanModule8Sta . . .
52.2.2.1.8.4.10.1. | teFanLocation | DISPRYSt | g (SIZE(0..40)) T;"fs shows tlhe location of fan
> ) ing of fan module8.
1.3.6.1.4.1.116.5. .
fanModule8Sta This shows the rpm value of
32.2.2.1.8.4.10.1. teFanRPM(3) Integer32 RO rpm fan modules.
1.3.6.1.4.1.116.5. | fanModule8Sta . . . . -
52.2.2.1.8.4.10.1. | teFanRPMValid | INTEGER | RO invalid(1)/ valid(2) | This shows the validity of fan

4

(4)

/unknown(3)

rpm value of fan module8.

Table C-13: Information of Power Supply Module

Object I
OID identifier Syntax Access Value Description
1.3.6.1.4.1.116.5. | powerSupply NA NA NA This shows the information of
52.2.2.2 (2) power supply module.
1.3.6.1.4.1.116.5. | powerSupplyl NA NA NA This shows the information of
52.2.2.2.1 (1) power supply modulel.
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1.3.6.1.4.1.116.5. | powerSupplyl This shows the basic
52.2.2.2.1.1 BasicInfo(1) NA NA NA information of power supply
modulel.
1.3.6.1.4.1.116.5. | powerSupplyll | DisplayStr
52.2.2.2.1.1.1 nfoType(1) ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | powerSupply1I . .
52.2.2.2.1.1.2 nfoProductNam | DiSPRRYStr | pg (SIZE(0..40)) Tp's shows th‘T pr°d5'°|t name
e(2) ing of power supply modulel.
1.3.6.1.4.1.116.5. | powerSupplyll | DisplayStr This shows the model name
52.2.2.2.1.1.3 nfoModel(3) ing RO (SIZE(0..40)) of power supply modulel.
1.3.6.1.4.1.116.5. | powerSupply1I . . .
52.2.2.2.1.1.4 nfoSerialNum | DiSPIayStr | pq (SIZE(0..40)) This shows the serial number
(4) ing of power supply modulel.
1.3.6.1.4.1.116.5. | powerSupply1l DisplayStr This shows the product
52.2.2.2.1.1.5 nfoProductVers in play RO (SIZE(0..40)) version of power supply
ion(5) 9 modulel.
1.3.6.1.4.1.116.5. | powerSupply1I DisplayStr This shows the product
52.2.2.2.1.1.6 nfoProductMan | play RO (SIZE(0..40)) manufacturer of power
ufacturer(6) 9 supply modulel.
1.3.6.1.4.1.116.5. | powerSupply1I .
52.2.2.2.1.1.7 nfoBoardProdu | DISPIAYSET | go (SIZE(0..40)) Reserved.
ctName(7) 9
1.3.6.1.4.1.116.5. | powerSupply1l .
52.2.2.2.1.1.8 nfoBoardSerial E'Sp'ayStr RO (SIZE(0..40)) Reserved.
Num(8) 9
1.3.6.1.4.1.116.5. | powerSupply1I .
52.2.2.2.1.1.9 nfoBoardManuf | DISPIAYSET | o (SIZE(0..40)) Reserved.
acturer(9) 9
1.3.6.1.4.1.116.5. | powerSupply1I NA NA NA This shows the specification
52.2.2.2.1.1.20 nfoSpec(20) of power supply modulel.
1.3.6.1.4.1.116.5. | powerSupply1l This shows the rated voltage
52.2.2.2.1.1.20.1 SpecRateVolta Integer32 RO 0.1V of power supply
geMain(1) modulel.(main)
1.3.6.1.4.1.116.5. | powerSupplyl This shows the rated voltage
52.2.2.2.1.1.20.2 | SpecRateVolta Integer32 | RO 0.1V of power supply
geSub(2) modulel.(sub)
1.3.6.1.4.1.116.5. | powerSupplyl . .
52.2.2.2.1.1.20.3 | SpecAmbientT This shows the highest
empUpperLimit Integer32 RO 0.1 degrees C temperature of ambient in
(3)p PP power supply module.
1.3.6.1.4.1.116.5. | powerSupply1l .
52.2.2.2.1.1.20.4 | SpecAmbientT This shows thef '°W§.‘°‘t .
empLowerLimit Integer32 RO 0.1 degrees C temperature of ambient in
(4) power supply module.
1.3.6.1.4.1.116.5. | powerSupply1l . .
52.2.2.2.1.1.20.5 | SpecHotSpotTe This shows thef ';'gheSt .
mpUpperLimit Integer32 RO 0.1 degrees C temperature of hot spot in
(5) power supply module.
1.3.6.1.4.1.116.5. | powerSupplyl .
52.2.2.2.1.1.20.6 | SpecHotSpotTe This shows thef 'ﬁWESt .
mpLowerLimit Integer32 RO 0.1 degrees C temperature of hot spot in
(6) power supply module.
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1.3.6.1.4.1.116.5. | powerSupplyl . .
52.2.2.2.1.1.20.7 | SpecExhaustTe This shows the highest

T Integer32 RO 0.1 degrees C temperature of exhaust in
mpUpperLimit
7) power supply module.
1.3.6.1.4.1.116.5. | powerSupply1l .
52.2.2.2.1.1.20.8 | SpecExhaustTe This shows the lowest
T Integer32 | RO 0.1 degrees C temperature of exhaust in
mpLowerLimit
(8) power supply module.
1.3.6.1.4.1.116.5. | powerSupply1l NA NA NA This shows the capacity of
52.2.2.2.1.2 Capacity(2) power supply modulel.
1.3.6.1.4.1.116.5. | powerSupplyl This shows the capacity fans
52.2.2.2.1.2.1 CapacityFan(1) Integer32 RO of power supply modulel.
1.3.6.1.4.1.116.5. | powerSupplyl DisplayStr
52.2.2.2.1.3 Settings(3) ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | powerSupplyl NA NA NA This shows the state of power
52.2.2.2.1.4 State(4) supply modulel.
1.3.6.1.4.1.116.5. | powerSupplyl This shows the number of
52.2.2.2.1.4.1 StateSlotNum Integer32 RO installed slots of power supply
(1) modulel.
1.3.6.1.4.1.116.5. | powerSupply1l poweroff(1)/ This shows the power supply
52.2.2.2.1.4.2 StatePower(2) INTEGER RO poweron(2)/ state of power supply
unknown(3) modulel.
1.3.6.1.4.1.116.5. | powerSupplyl INTEGER RO normal(1)/ fail(2) / This shows the health state of
52.2.2.2.1.4.3 StateHealth(3) unknown(3) power supply modulel.
1.3.6.1.4.1.116.5. | powerSupplyl This shows the temperature
52.2.2.2.1.4.4 StateAmbientT | Integer32 | RO 0.1 degrees C value of ambient sensor of
emp(4) power supply modulel.
1.3.6.1.4.1.116.5. | powerSupplyl This shows the temperature
52.2.2.2.1.4.5 StateHotSpotT | Integer32 | RO 0.1 degrees C value of hot spot sensor of
emp(5) power supply modulel.
1.3.6.1.4.1.116.5. | powerSupply1l This shows the temperature
52.2.2.2.1.4.6 StateExhaustT | Integer32 RO 0.1 degrees C value of exhaust sensor of
emp(6) power supply module.
1.3.6.1.4.1.116.5. | powerSupplyl . .
52.2.2.2.1.4.7 StateMainVolta | Integer32 | RO 0.1V This shows the main voltage
of power supply modulel.
ge(7)
1.3.6.1.4.1.116.5. | powerSupplyl .
52.2.2.2.1.4.8 StateSubVoltag | Integer32 | RO 0.1V This shows the sub voltage of
e(8) power supply modulel.
1.3.6.1.4.1.116.5. | powerSupply1l . .
52.2.2.2.1.4.9 StateInputVolt | Integer32 | RO 0.1V This shows the input voltage
of power supply modulel.
age(9)
1.3.6.1.4.1.116.5. | powerSupplyl . .
52.2.2.2.1.4.10 | StateMainCurr | Integer32 | RO 0.1A This shows the main current
of power supply modulel.
ent(10)
1.3.6.1.4.1.116.5. | powerSupplyl .
52.2.2.2.1.4.11 | StateSubCurre | Integer32 | RO 0.1A This shows the sub current of
power supply modulel.
nt(11)
1.3.6.1.4.1.116.5. | powerSupplyl . .
52.2.2.2.1.4.12 StatelnputCurr | Integer32 | RO 0.1A This shows the input current
of power supply modulel.
ent(12)
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1.3.6.1.4.1.116.5. | powerSupplyl
52.2.2.2.1.4.13 StateLEDTable NA NA NA Reserved.
(13)
1.3.6.1.4.1.116.5. | powerSupply1l
52.2.2.2.1.4.13.1 StateLEDEntry NA NA NA Reserved.
(1)
1.3.6.1.4.1.116.5. | powerSupply1l
52.2.2.2.1.4.13.1. | StateLEDIndex | Integer32 RO Reserved.
1 (1)
1.3.6.1.4.1.116.5. | powerSupplyl .
52.2.2.2.1.4.13.1. | StateLEDName a‘;p'ayStr RO (SIZE(0..40)) Reserved.
2 (2)
1.3.6.1.4.1.116.5. | powerSupply1l .
52.2.2.2.1.4.13.1. | StateLEDType a‘;p'aysw RO (SIZE(0..40)) Reserved.
3 (3)
1.3.6.1.4.1.116.5. | powerSupplyl .
52.2.2.2.1.4.13.1. | StateLEDState a‘;p'aysw RO (SIZE(0..40)) Reserved.
4 (4)
1.3.6.1.4.1.116.5. | powerSupply1l .
52.2.2.2.1.4.13.1. | StateLEDColor a‘sP'ayS” RO (SIZE(0..40)) Reserved.
5 (5) 9
1.3.6.1.4.1.116.5. | powerSupply1l .
52.2.2.2.1.4.14 | StateFanTable | NA NA NA This shows the table of fan of
(14) power supply modulel.
1.3.6.1.4.1.116.5. | powerSupplyl .
52.2.2.2.1.4.14.1 | StateFanEntry | NA NA NA This shows the entry of fan of
(1) power supply modulel.
1.3.6.1.4.1.116.5. | powerSupply1l . .
52.2.2.2.1.4.14.1. | StateFanIndex | Integer32 | RO This shows the index of fan of
1 1) power supply modulel.
1.3.6.1.4.1.116.5. | powerSupply1l . . .
52.2.2.2.1.4.14.1. | StateFanlLocati | DISPRYStT | pg (SIZE(0..40)) T?'S shows thel '°Cat('j°’|‘ ‘if fan
> on(2) ing of power supply modulel.
1.3.6.1.4.1.116.5. | powerSupply1l .
52.2.2.2.1.4.14.1. | StateFanRPM | Integer32 | RO rpm This shows the rpm value of
3 (3) power supply modulel.
1.3.6.1.4.1.116.5. | powerSupply2 NA NA NA This shows the information of
52.2.2.2.2 (2) power supply module2.
1.3.6.1.4.1.116.5. | powerSupply2 This shows the basic
52.2.2.2.2.1 BasicInfo(1) NA NA NA information of power supply
module2.
1.3.6.1.4.1.116.5. owerSupply2l
52.2.2.2.2.1.1 ﬁfoType(Fl)l; Y7 | Integer32 | RO Reserved.
1.3.6.1.4.1.116.5. | powerSupply?2I . .
52.2.2.2.2.1.2 nfoProductNam | DiSPIaYStr | pq (SIZE(0..40)) T?'S shows thel prOd(;’Clt name
e(2) ing of power supply module2.
1.3.6.1.4.1.116.5. | powerSupply2I | DisplayStr This shows the model name
52.2.2.2.2.1.3 nfoModel(3) ing RO (S1ZE(0..40)) of power supply module2.
1.3.6.1.4.1.116.5. | powerSupply2I . . .
52.2.2.2.2.1.4 nfoSerialNum | DiSPRYSEr | pg (SIZE(0..40)) This shows the serial number
(4) ing of power supply module2.
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1.3.6.1.4.1.116.5. | powerSupply2I DisplavStr This shows the product
52.2.2.2.2.1.5 nfoProductVers in play RO (SIZE(0..40)) version of power supply
ion(5) 9 module2.
1.3.6.1.4.1.116.5. | powerSupply2I DisplayStr This shows the product
52.2.2.2.2.1.6 nfoProductMan in play RO (SIZE(0..40)) manufacturer of power
ufacturer(6) 9 supply module2.
1.3.6.1.4.1.116.5. | powerSupply2I .
52.2.2.22.1.7 | nfoBoardProdu | DISPRYSYT | go (SIZE(0..40)) Reserved.
ctName(7) 9
1.3.6.1.4.1.116.5. | powerSupply2I .
52.2.2.2.2.1.8 nfoBoardSerial | DISPIAYSYT | o (SIZE(0..40)) Reserved.
Num(8) 9
1.3.6.1.4.1.116.5. | powerSupply2I .
52.2.2.2.2.1.9 nfoBoardManuf | DISPAYSIT | o (SIZE(0..40)) Reserved.
acturer(9) 9
1.3.6.1.4.1.116.5. | powerSupply2I NA NA NA This shows the specification
52.2.2.2.2.1.20 nfoSpec(20) of power supply module2.
1.3.6.1.4.1.116.5. | powerSupply2 This shows the rated voltage
52.2.2.2.2.1.20.1 SpecRateVolta Integer32 RO 0.1V of power supply
geMain(1) module2.(main)
1.3.6.1.4.1.116.5. | powerSupply2 This shows the rated voltage
52.2.2.2.2.1.20.2 SpecRateVolta Integer32 RO 0.1V of power supply
geSub(2) module2.(sub)
1.3.6.1.4.1.116.5. | powerSupply2 . .
52.2.2.2.2.1.20.3 | SpecAmbientT This shows the highest
empUpperLimit Integer32 RO 0.1 degrees C temperature of ambient in
(3)p PP power supply module.
1.3.6.1.4.1.116.5. | powerSupply2 .
52.2.2.2.2.1.20.4 | SpecAmbientT This shows the lowest
empLowerLimit Integer32 RO 0.1 degrees C temperature of ambient in
(4)p power supply module.
1.3.6.1.4.1.116.5. | powerSupply2 . .
52.2.2.2.2.1.20.5 | SpecHotSpotTe This shows thef E'gheSt .
mpUpperLimit Integer32 RO 0.1 degrees C temperature of hot spot in
(5) power supply module.
1.3.6.1.4.1.116.5. | powerSupply2 .
52.2.2.2.2.1.20.6 | SpecHotSpotTe This shows thef 'ﬁweSt .
mpLowerLimit Integer32 RO 0.1 degrees C temperature of hot spot in
(6) power supply module.
1.3.6.1.4.1.116.5. | powerSupply2 . .
52.2.2.2.2.1.20.7 | SpecExhaustTe This shows the highest
mpUpperLimit Integer32 | RO 0.1 degrees C temperature of exhaust in
7) power supply module.
1.3.6.1.4.1.116.5. | powerSupply2 .
52.2.2.2.2.1.20.8 | SpecExhaustTe This shows the lowest
mpLowerLimit Integer32 | RO 0.1 degrees C temperature of exhaust in
(8F)) power supply module.
1.3.6.1.4.1.116.5. | powerSupply2 NA NA NA This shows the capacity of
52.2.2.2.2.2 Capacity(2) power supply module2.
1.3.6.1.4.1.116.5. | powerSupply2 This shows the capacity fans
52.2.2.2.2.2.1 CapacityFan(1) Integer32 RO of power supply module2.
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1.3.6.1.4.1.116.5. | powerSupply2 DisplayStr
52.2.2.2.2.3 Settings(3) ing RO (S1ZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | powerSupply2 NA NA NA This shows the state of power
52.2.2.2.2.4 State(4) supply module2.
1.3.6.1.4.1.116.5. | powerSupply2 This shows the number of
52.2.2.2.2.4.1 StateSlotNum Integer32 RO installed slots of power supply
(1) module2.
1.3.6.1.4.1.116.5. | powerSupply2 poweroff(1)/ This shows the power supply
52.2.2.2.2.4.2 StatePower(2) INTEGER RO poweron(2)/ state of power supply
unknown(3) module2.
1.3.6.1.4.1.116.5. | powerSupply2 INTEGER RO normal(1)/ fail(2) / This shows the health state of
52.2.2.2.2.4.3 StateHealth(3) unknown(3) power supply module2.
1.3.6.1.4.1.116.5. | powerSupply2 This shows the temperature
52.2.2.2.2.4.4 StateAmbientT | Integer32 | RO 0.1 degrees C value of ambient sensor of
emp(4) power supply module2.
1.3.6.1.4.1.116.5. | powerSupply2 This shows the temperature
52.2.2.2.2.4.5 StateHotSpotT | Integer32 RO 0.1 degrees C value of hot spot sensor of
emp(5) power supply module2.
1.3.6.1.4.1.116.5. | powerSupply2 This shows the temperature
52.2.2.2.2.4.6 StateExhaustT | Integer32 RO 0.1 degrees C value of exhaust sensor of
emp(6) power supply module.
1.3.6.1.4.1.116.5. | powerSupply2 . .
52.2.2.2.2.4.7 StateMainVolta | Integer32 | RO 0.1V This shows the main voltage
of power supply module2.
ge(7)
1.3.6.1.4.1.116.5. | powerSupply2 .
52.2.2.2.2.4.8 StateSubVoltag | Integer32 | RO 0.1V This shows fhe S“db }’O'tage of
e(8) power supply module2.
1.3.6.1.4.1.116.5. | powerSupply2 . .
52.2.2.2.2.4.9 StateInputVolt | Integer32 | RO 0.1V This shows the input voltage
of power supply module2.
age(9)
1.3.6.1.4.1.116.5. | powerSupply2 . .
52.2.2.2.2.4.10 | StateMainCurr | Integer32 | RO 0.1A This shows the main current
of power supply module2.
ent(10)
1.3.6.1.4.1.116.5. | powerSupply2 .
52.2.2.2.2.4.11 | StateSubCurre | Integer32 | RO 0.1A This shows the sub current of
power supply module2.
nt(11)
1.3.6.1.4.1.116.5. | powerSupply2 . .
52.2.2.2.2.4.12 | StateInputCurr | Integer32 | RO 0.1A This shows the input current
of power supply module2.
ent(12)
1.3.6.1.4.1.116.5. | powerSupply2
52.2.2.2.2.4.13 StateLEDTable | NA NA NA Reserved.
(13)
1.3.6.1.4.1.116.5. | powerSupply2
52.2.2.2.2.4.13.1 StateLEDEntry NA NA NA Reserved.
(1)
1.3.6.1.4.1.116.5. | powerSupply2
52.2.2.2.2.4.13.1. | StateLEDIndex | Integer32 | RO Reserved.
1 (1)
1.3.6.1.4.1.116.5. | powerSupply2 DisplayStr
52.2.2.2.2.4.13.1. | StateLEDName | ._ play RO (SI1ZE(0..40)) Reserved.
2 () d
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1.3.6.1.4.1.116.5. | powerSupply2 DisplavStr
52.2.2.2.2.4.13.1. | StateLEDType | - play RO (SIZE(0..40)) Reserved.
3 3) d
1.3.6.1.4.1.116.5. | powerSupply2 DisplayStr
52.2.2.2.2.4.13.1. | StateLEDState | >P'?Y RO (SIZE(0..40)) Reserved.
4 (4) g
1.3.6.1.4.1.116.5. | powerSupply2 DisplayStr
52.2.2.2.2.4.13.1. | StateLEDColor in play RO (SIZE(0..40)) Reserved.
5 (5) d
1.3.6.1.4.1.116.5. | powerSupply2 .
52.2.2.2.2.4.14 | StateFanTable | NA NA NA This shows the table of fan of
(14) power supply module2.
1.3.6.1.4.1.116.5. | powerSupply2 .
52.2.2.2.2.4.14.1 | StateFanEntry | NA NA NA This shows the entry of fan of
(1) power supply module2.
1.3.6.1.4.1.116.5. | powerSupply2 . .
52.2.2.2.2.4.14.1. | StateFanIndex | Integer32 | RO This shows the index of fan of
1 (1) power supply module2.
1.3.6.1.4.1.116.5. | powerSupply2 . . .
52.2.2.2.2.4.14.1. | StateFanlLocati | DiSP1aYStr | g (SIZE(0..40)) T?'s shows thel '°Cat('j°'|1 ‘; fan
> on(2) ing of power supply module2.
1.3.6.1.4.1.116.5. | powerSupply2 .
52.2.2.2.2.4.14.1. | StateFanRPM | Integer32 | RO rpm This shows Ithe rpdml"a'“e of
3 3) power supply module2.
1.3.6.1.4.1.116.5. | powerSupply3 NA NA NA This shows the information of
52.2.2.2.3 (3) power supply module3.
1.3.6.1.4.1.116.5. | powerSupply3 This shows the basic
52.2.2.2.3.1 BasicInfo(1) NA NA NA information of power supply
module3.
1.3.6.1.4.1.116.5. | powerSupply3I | DisplayStr
52.2.2.2.3.1.1 nfoType(1) ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | powerSupply3I . .
52.2.2.2.3.1.2 nfoProductNam | DiSP1ayStr | pq (SIZE(0..40)) T?'S shows th‘T pmd(‘;clt name
e(2) ing of power supply module3.
1.3.6.1.4.1.116.5. | powerSupply3I | DisplayStr This shows the model name
52.2.2.2.3.1.3 nfoModel(3) ing RO (SIZE(0..40)) of power supply module3.
1.3.6.1.4.1.116.5. | powerSupply3I . . .
52.2.2.2.3.1.4 nfoSerialNum | DiSPIayStr | pq (SIZE(0..40)) This shows the serial number
(4) ing of power supply module3.
1.3.6.1.4.1.116.5. | powerSupply3I DisplayStr This shows the product
52.2.2.2.3.1.5 nfoProductVers in play RO (SIZE(0..40)) version of power supply
ion(5) 9 module3.
1.3.6.1.4.1.116.5. | powerSupply3I DisplayStr This shows the product
52.2.2.2.3.1.6 nfoproductMan | =P RO (SIZE(0..40)) manufacturer of power
ufacturer(6) 9 supply module3.
1.3.6.1.4.1.116.5. | powerSupply3I .
52.2.2.2.3.1.7 nfoBoardProdu | DISPIAYSIT | o (SIZE(0..40)) Reserved.
ctName(7) 9
1.3.6.1.4.1.116.5. | powerSupply3I .
52.2.2.2.3.1.8 nfoBoardSerial a‘Sp'ayStr RO (SIZE(0..40)) Reserved.
Num(8) 9
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1.3.6.1.4.1.116.5. | powerSupply3I .
52.2.2.2.3.1.9 nfoBoardManuf E'Sp'ayStr RO (SIZE(0..40)) Reserved.
acturer(9) 9
1.3.6.1.4.1.116.5. | powerSupply3I NA NA NA This shows the specification
52.2.2.2.3.1.20 nfoSpec(20) of power supply module3.
1.3.6.1.4.1.116.5. | powerSupply3 This shows the rated voltage
52.2.2.2.3.1.20.1 | SpecRateVolta Integer32 | RO 0.1V of power supply
geMain(1) module3.(main)
1.3.6.1.4.1.116.5. | powerSupply3 This shows the rated voltage
52.2.2.2.3.1.20.2 SpecRateVolta Integer32 RO 0.1V of power supply
geSub(2) module3.(sub)
1.3.6.1.4.1.116.5. | powerSupply3 . .
52.2.2.2.3.1.20.3 | SpecAmbientT This shows the highest
L Integer32 RO 0.1 degrees C temperature of ambient in
empUpperLimit
(3) power supply module.
1.3.6.1.4.1.116.5. | powerSupply3 .
52.2.2.2.3.1.20.4 | SpecAmbientT This shows the lowest
o Integer32 | RO 0.1 degrees C temperature of ambient in
emplLowerLimit
(4) power supply module.
1.3.6.1.4.1.116.5. | powerSupply3 . .
52.2.2.2.3.1.20.5 | SpecHotSpotTe This shows the highest
L Integer32 | RO 0.1 degrees C temperature of hot spot in
mpUpperLimit
(5) power supply module.
1.3.6.1.4.1.116.5. | powerSupply3 .
52.2.2.2.3.1.20.6 | SpecHotSpotTe This shows the lowest
L Integer32 | RO 0.1 degrees C temperature of hot spot in
mpLowerLimit
(6) power supply module.
1.3.6.1.4.1.116.5. | powerSupply3 - .
52.2.2.2.3.1.20.7 | SpecExhaustTe This shows the highest
T Integer32 RO 0.1 degrees C temperature of exhaust in
mpUpperLimit
7) power supply module.
1.3.6.1.4.1.116.5. | powerSupply3 .
52.2.2.2.3.1.20.8 | SpecExhaustTe This shows the lowest
T Integer32 | RO 0.1 degrees C temperature of exhaust in
mpLowerLimit
(8) power supply module.
1.3.6.1.4.1.116.5. | powerSupply3 NA NA NA This shows the capacity of
52.2.2.2.3.2 Capacity(2) power supply module3.
1.3.6.1.4.1.116.5. | powerSupply3 This shows the capacity fans
52.2.2.2.3.2.1 CapacityFan(1) Integer32 RO of power supply module3.
1.3.6.1.4.1.116.5. | powerSupply3 DisplayStr
52.2.2.2.3.3 Settings(3) ing RO (S1ZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | powerSupply3 NA NA NA This shows the state of power
52.2.2.2.3.4 State(4) supply module3.
1.3.6.1.4.1.116.5. | powerSupply3 This shows the number of
52.2.2.2.3.4.1 StateSlotNum Integer32 | RO installed slots of power supply
(1) module3.
1.3.6.1.4.1.116.5. | powerSupply3 poweroff(1)/ This shows the power supply
52.2.2.2.3.4.2 StatePower(2) INTEGER RO poweron(2)/ state of power supply
unknown(3) module3.
1.3.6.1.4.1.116.5. | powerSupply3 INTEGER RO normal(1)/ fail(2) / This shows the health state of
52.2.2.2.3.4.3 StateHealth(3) unknown(3) power supply module3.
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1.3.6.1.4.1.116.5. | powerSupply3 This shows the temperature

52.2.2.2.3.4.4 StateAmbientT | Integer32 | RO 0.1 degrees C value of ambient sensor of
emp(4) power supply module3.

1.3.6.1.4.1.116.5. | powerSupply3 This shows the temperature

52.2.2.2.3.4.5 StateHotSpotT | Integer32 | RO 0.1 degrees C value of hot spot sensor of
emp(5) power supply module3.

1.3.6.1.4.1.116.5. | powerSupply3 This shows the temperature

52.2.2.2.3.4.6 StateExhaustT | Integer32 | RO 0.1 degrees C value of exhaust sensor of
emp(6) power supply module.

1.3.6.1.4.1.116.5. | powerSupply3 . .

52.2.2.2.3.4.7 StateMainVolta | Integer32 | RO 0.1V This shows the main voltage
ge(7) of power supply module3.

1.3.6.1.4.1.116.5. | powerSupply3 .

52.2.2.2.3.4.8 StateSubVoltag | Integer32 | RO 0.1V This shows the sub voltage of
e(8) power supply module3.

1.3.6.1.4.1.116.5. | powerSupply3 . .

52.2.2.2.3.4.9 StateInputVolt | Integer32 | RO 0.1V This shows the input voltage
age(9) of power supply module3.

1.3.6.1.4.1.116.5. | powerSupply3 ) .

52.2.2.2.3.4.10 | StateMainCurr | Integer32 | RO 0.1A This shows the main current
ent(10) of power supply module3.

1.3.6.1.4.1.116.5. | powerSupply3 .

52.2.2.2.3.4.11 | StateSubCurre | Integer32 | RO 0.1A This shows the sub current of
nt(11) power supply module3.

1.3.6.1.4.1.116.5. | powerSupply3 . .

52.2.2.2.3.4.12 StateInputCurr | Integer32 | RO 0.1A This shows the input current
ent(12) of power supply module3.

1.3.6.1.4.1.116.5. | powerSupply3

52.2.2.2.3.4.13 StateLEDTable | NA NA NA Reserved.
(13)

1.3.6.1.4.1.116.5. | powerSupply3

52.2.2.2.3.4.13.1 StateLEDEntry NA NA NA Reserved.
(1)

1.3.6.1.4.1.116.5. | powerSupply3

52.2.2.2.3.4.13.1. | StateLEDIndex | Integer32 RO Reserved.

1 (1)

1.3.6.1.4.1.116.5. | powerSupply3 DisplayStr

52.2.2.2.3.4.13.1. | StateLEDName | .- play RO (SIZE(0..40)) Reserved.

2 ) 9

1.3.6.1.4.1.116.5. | powerSupply3 DisplavStr

52.2.2.2.3.4.13.1. | StateLEDType | . play RO (SIZE(0..40)) Reserved.

3 (3) 9

1.3.6.1.4.1.116.5. | powerSupply3 DisplayStr

52.2.2.2.3.4.13.1. | StateLEDState | .- play RO (SIZE(0..40)) Reserved.

4 ) 9

1.3.6.1.4.1.116.5. | powerSupply3 DisplayStr

52.2.2.2.3.4.13.1. | StateLEDColor in play RO (SIZE(0..40)) Reserved.

5 (5) 9

1.3.6.1.4.1.116.5. | powerSupply3 .

52.2.2.2.3.4.14 | StateFanTable | NA NA NA This shows the table of fan of
(14) power supply module3.
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1.3.6.1.4.1.116.5. | powerSupply3 .
52.2.2.2.3.4.14.1 | StateFanEntry | NA NA NA This shows the entry of fan of
(1) power supply module3.
1.3.6.1.4.1.116.5. | powerSupply3 ; .
52.2.2.2.3.4.14.1. | StateFanIndex | Integer32 | RO This shows the index of fan of
1 (1) power supply module3.
1.3.6.1.4.1.116.5. | powerSupply3 . . .
52.2.2.2.3.4.14.1. | StateFanlLocati | DISPRYStT | pg (SIZE(0..40)) T?'S shows thel '°Cat('j°’|‘ °3f fan
> on(2) ing of power supply module3.
1.3.6.1.4.1.116.5. | powerSupply3 .
52.2.2.2.3.4.14.1. | StateFanRPM | Integer32 | RO rpm This shows Ithe rpdml"a'”e of
3 3) power supply module3.
1.3.6.1.4.1.116.5. | powerSupply4 NA NA NA This shows the information of
52.2.2.2.4 (4) power supply module4.
1.3.6.1.4.1.116.5. | powerSupply4 This shows the basic
52.2.2.2.4.1 BasicInfo(1) NA NA NA information of power supply
module3.
1.3.6.1.4.1.116.5. | powerSupply4l | DisplayStr
52.2.2.2.4.1.1 nfoType(1) ing RO (S1ZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | powerSupply4I . .
52.2.2.2.4.1.2 nfoProductNam | DiSPIayStr | pq (SIZE(0..40)) T?'S shows thel prOd(;’Clt name
e(2) ing of power supply module3.
1.3.6.1.4.1.116.5. | powerSupply4l | DisplayStr This shows the model name
52.2.2.2.4.1.3 nfoModel(3) ing RO (S1ZE(0..40)) of power supply module3.
1.3.6.1.4.1.116.5. | powerSupply4l . . .
52.2.2.2.4.1.4 nfoSerialNum | DiSPRYSEr | pg (SIZE(0..40)) This shows the serial number
(4) ing of power supply module3.
1.3.6.1.4.1.116.5. | powerSupply4I DisplayStr This shows the product
52.2.2.2.4.1.5 nfoProductVers in play RO (SIZE(0..40)) version of power supply
ion(5) 9 module3.
1.3.6.1.4.1.116.5. | powerSupply4I DisplayStr This shows the product
52.2.2.2.4.1.6 nfoProductMan in play RO (SIZE(0..40)) manufacturer of power
ufacturer(6) 9 supply module3.
1.3.6.1.4.1.116.5. | powerSupply4l .
52.2.2.2.4.1.7 nfoBoardProdu | DISPIAYSET | go (SIZE(0..40)) Reserved.
ctName(7) 9
1.3.6.1.4.1.116.5. | powerSupply4l .
52.2.2.2.4.1.8 nfoBoardSerial | D'SPAYSY | o (SIZE(0..40)) Reserved.
Num(8) g
1.3.6.1.4.1.116.5. | powerSupply4I .
52.2.2.2.4.1.9 nfoBoardManuf | DISPI2YSET | o (SIZE(0..40)) Reserved.
acturer(9) 9
1.3.6.1.4.1.116.5. | powerSupply4I NA NA NA This shows the specification
52.2.2.2.4.1.20 nfoSpec(20) of power supply module3.
1.3.6.1.4.1.116.5. | powerSupply4 This shows the rated voltage
52.2.2.2.4.1.20.1 | SpecRateVolta Integer32 | RO 0.1V of power supply
geMain(1) module3.(main)
1.3.6.1.4.1.116.5. | powerSupply4 This shows the rated voltage
52.2.2.2.4.1.20.2 | SpecRateVolta Integer32 | RO 0.1V of power supply
geSub(2) module3.(sub)
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1.3.6.1.4.1.116.5. | powerSupply4 . .
52.2.2.2.4.1.20.3 | SpecAmbientT This shows the highest

o Integer32 RO 0.1 degrees C temperature of ambient in
empUpperLimit
(3) power supply module.
1.3.6.1.4.1.116.5. | powerSupply4 .
52.2.2.2.4.1.20.4 | SpecAmbientT This shows the lowest
S Integer32 | RO 0.1 degrees C temperature of ambient in
empLowerLimit
(4) power supply module.
1.3.6.1.4.1.116.5. | powerSupply4 . .
52.2.2.2.4.1.20.5 | SpecHotSpotTe This shows the highest
L Integer32 | RO 0.1 degrees C temperature of hot spot in
mpUpperLimit
(5) power supply module.
1.3.6.1.4.1.116.5. | powerSupply4 .
52.2.2.2.4.1.20.6 | SpecHotSpotTe This shows the lowest
L Integer32 | RO 0.1 degrees C temperature of hot spot in
mpLowerLimit
(6) power supply module.
1.3.6.1.4.1.116.5. | powerSupply4 . .
52.2.2.2.4.1.20.7 | SpecExhaustTe This shows the highest
o Integer32 RO 0.1 degrees C temperature of exhaust in
mpUpperLimit
) power supply module.
1.3.6.1.4.1.116.5. | powerSupply4 .
52.2.2.2.4.1.20.8 | SpecExhaustTe This shows the lowest
T Integer32 RO 0.1 degrees C temperature of exhaust in
mpLowerLimit
(8) power supply module.
1.3.6.1.4.1.116.5. | powerSupply4 NA NA NA This shows the capacity of
52.2.2.2.4.2 Capacity(2) power supply module3.
1.3.6.1.4.1.116.5. | powerSupply4 This shows the capacity fans
52.2.2.2.4.2.1 CapacityFan(1) Integer32 RO of power supply module3.
1.3.6.1.4.1.116.5. | powerSupply4 DisplayStr
52.2.2.2.4.3 Settings(3) ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | powerSupply4 NA NA NA This shows the state of power
52.2.2.2.4.4 State(4) supply module3.
1.3.6.1.4.1.116.5. | powerSupply4 This shows the number of
52.2.2.2.4.4.1 StateSlotNum Integer32 RO installed slots of power supply
(1) module3.
1.3.6.1.4.1.116.5. | powerSupply4 poweroff(1)/ This shows the power supply
52.2.2.2.4.4.2 StatePower(2) INTEGER RO poweron(2)/ state of power supply
unknown(3) module3.
1.3.6.1.4.1.116.5. | powerSupply4 INTEGER RO normal(1)/ fail(2) / This shows the health state of
52.2.2.2.4.4.3 StateHealth(3) unknown(3) power supply module3.
1.3.6.1.4.1.116.5. | powerSupply4 This shows the temperature
52.2.2.2.4.4.4 StateAmbientT | Integer32 | RO 0.1 degrees C value of ambient sensor of
emp(4) power supply module3.
1.3.6.1.4.1.116.5. | powerSupply4 This shows the temperature
52.2.2.2.4.4.5 StateHotSpotT | Integer32 RO 0.1 degrees C value of hot spot sensor of
emp(5) power supply module3.
1.3.6.1.4.1.116.5. | powerSupply4 This shows the temperature
52.2.2.2.4.4.6 StateExhaustT | Integer32 RO 0.1 degrees C value of exhaust sensor of
emp(6) power supply module.
1.3.6.1.4.1.116.5. | powerSupply4 . .
52.2.2.2.4.4.7 StateMainVolta | Integer32 | RO 0.1V This shows the main voltage
of power supply module3.
ge(7)
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1.3.6.1.4.1.116.5. | powerSupply4 .
52.2.2.2.4.4.8 StateSubVoltag | Integer32 | RO 0.1V This shows fhe S“db }’O'tage of
e(8) power supply module3.
1.3.6.1.4.1.116.5. | powerSupply4 . .
52.2.2.2.4.4.9 StateInputVolt | Integer32 | RO 0.1V This shows the input voltage
age(9) of power supply module3.
1.3.6.1.4.1.116.5. | powerSupply4 . .
52.2.2.2.4.4.10 | StateMainCurr | Integer32 | RO 0.1A This shows the main current
ent(10) of power supply module3.
1.3.6.1.4.1.116.5. | powerSupply4 .
52.2.2.2.4.4.11 | StateSubCurre | Integer32 | RO 0.1A This shows Ithe S”db Icua"e”t of
nt(11) power supply module3.
1.3.6.1.4.1.116.5. | powerSupply4 . .
52.2.2.2.4.4.12 | StateInputCurr | Integer32 | RO 0.1A This shows the input current
ent(12) of power supply module3.
1.3.6.1.4.1.116.5. | powerSupply4
52.2.2.2.4.4.13 StateLEDTable | NA NA NA Reserved.
(13)
1.3.6.1.4.1.116.5. | powerSupply4
52.2.2.2.4.4.13.1 StateLEDEntry NA NA NA Reserved.
(1)
1.3.6.1.4.1.116.5. | powerSupply4
52.2.2.2.4.4.13.1. | StateLEDIndex | Integer32 | RO Reserved.
1 (1)
1.3.6.1.4.1.116.5. | powerSupply4 .
52.2.2.2.4.4.13.1. | StateLEDName | DiSPIaYStr | pg (SIZE(0..40)) Reserved.
> ) ing
1.3.6.1.4.1.116.5. | powerSupply4 DisplayStr
52.2.2.2.4.4.13.1. | StateLEDType . RO (SIZE(0..40)) Reserved.
3 3) ing
1.3.6.1.4.1.116.5. | powerSupply4 DisplayStr
52.2.2.2.4.4.13.1. | StateLEDState . RO (SIZE(0..40)) Reserved.
2 (4) ing
1.3.6.1.4.1.116.5. | powerSupply4 ]
52.2.2.2.4.4.13.1. | StateLEDColor | DISPIAYSt | pg (SIZE(0..40)) Reserved.
5 (5) ing
1.3.6.1.4.1.116.5. | powerSupply4 .
52.2.2.2.4.4.14 | StateFanTable | NA NA NA This shows the table of fan of
(14) power supply module3.
1.3.6.1.4.1.116.5. | powerSupply4 .
...... . tateFanEntry
52.2.2.2.4.4.14.1 S FanE NA NA NA This shows the entry of fan of
(1) power supply module3.
1.3.6.1.4.1.116.5. | powerSupply4 . .
52.2.2.2.4.4.14.1. | StateFanIndex | Integer32 RO This shows the index of fan of
1 (1) power supply module3.
1.3.6.1.4.1.116.5. | powerSupply4 . . .
52.2.2.2.4.4.14.1. | StateFanlLocati | DISPRYStT | pg (SIZE(0..40)) T?'S shows thel '°Cat('j°’|‘ ‘;f fan
> on(2) ing of power supply module3.
1.3.6.1.4.1.116.5. | powerSupply4 .
52.2.2.2.4.4.14.1. | StateFanRPM | Integer32 | RO rpm This shows Ithe rpdml"g'”e of
3 3) power supply module3.
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1.3.6.1.4.1.116.5. | powerSupply5 NA NA NA This shows the information of
52.2.2.2.5 (5) power supply module5.
1.3.6.1.4.1.116.5. | powerSupply5 This shows the basic
52.2.2.2.5.1 BasicInfo(1) NA NA NA information of power supply
modules.
1.3.6.1.4.1.116.5. | powerSupply51 | DisplayStr
52.2.2.2.5.1.1 nfoType(1) ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | powerSupply5I . .
52.2.2.2.5.1.2 nfoProductNam | DiSPRYSr | pg (SIZE(0..40)) TP'S shows th"f pr°d(;’clt name
e(2) ing of power supply module5.
1.3.6.1.4.1.116.5. | powerSupply5I | DisplayStr This shows the model name
52.2.2.2.5.1.3 nfoModel(3) ing RO (SIZE(0..40)) of power supply module5.
1.3.6.1.4.1.116.5. | powerSupply5I . . .
52.2.2.2.5.1.4 nfoSerialNum | DISPRAYStr | pg (SIZE(0..40)) This shows the serial number
(4) ing of power supply module5.
1.3.6.1.4.1.116.5. | powerSupply5I DisplayStr This shows the product
52.2.2.2.5.1.5 nfoProductVers in play RO (SIZE(0..40)) version of power supply
ion(5) d modules.
1.3.6.1.4.1.116.5. | powerSupply5I DisplayStr This shows the product
52.2.2.2.5.1.6 nfoproductMan | =P8 RO (SIZE(0..40)) manufacturer of power
ufacturer(6) 9 supply module5.
1.3.6.1.4.1.116.5. | powerSupply5I .
52.2.2.2.5.1.7 nfoBoardProdu | DISPIAYSIT | o (SIZE(0..40)) Reserved.
ctName(7) g
1.3.6.1.4.1.116.5. | powerSupply5I .
52.2.2.2.5.1.8 nfoBoardserial | D oP2Y3' | o (SIZE(0..40)) Reserved.
Num(8) d
1.3.6.1.4.1.116.5. | powerSupply5I .
52.2.2.2.5.1.9 nfoBoardManuf :?]'SD'ayStr RO (SIZE(0..40)) Reserved.
acturer(9) 9
1.3.6.1.4.1.116.5. | powerSupply5I NA NA NA This shows the specification
52.2.2.2.5.1.20 nfoSpec(20) of power supply module5.
1.3.6.1.4.1.116.5. | powerSupply5 This shows the rated voltage
52.2.2.2.5.1.20.1 SpecRateVolta Integer32 RO 0.1V of power supply
geMain(1) module5.(main)
1.3.6.1.4.1.116.5. | powerSupply5 This shows the rated voltage
52.2.2.2.5.1.20.2 | SpecRateVolta Integer32 | RO 0.1V of power supply
geSub(2) module5.(sub)
1.3.6.1.4.1.116.5. | powerSupply5 . .
52.2.2.2.5.1.20.3 | SpecAmbientT This shows thef highest
empUpperLimit Integer32 RO 0.1 degrees C temperature of ambient in
3) power supply module.
1.3.6.1.4.1.116.5. | powerSupply5 .
52.2.2.2.5.1.20.4 | SpecAmbientT This shows thef lowest
empLowerLimit Integer32 RO 0.1 degrees C temperature of ambient in
(4) power supply module.
1.3.6.1.4.1.116.5. | powerSupply5 . .
52.2.2.2.5.1.20.5 | SpecHotSpotTe This shows thef E'Qhe“ .
mpUpperLimit Integer32 RO 0.1 degrees C temperature of hot spot in
(5) power supply module.
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1.3.6.1.4.1.116.5. | powerSupply5 .
52.2.2.2.5.1.20.6 | SpecHotSpotTe This shows the lowest
mpLowerLimit Integer32 RO 0.1 degrees C temperature of hot spot in
(6[; power supply module.
1.3.6.1.4.1.116.5. | powerSupply5 . .
52.2.2.2.5.1.20.7 | SpecExhaustTe This shows the highest
mbUpperLimit Integer32 | RO 0.1 degrees C temperature of exhaust in
(7[:)) PP power supply module.
1.3.6.1.4.1.116.5. | powerSupply5 .
52.2.2.2.5.1.20.8 | SpecExhaustTe This shows the lowest
mpLowerLimit Integer32 | RO 0.1 degrees C temperature of exhaust in
(8F)) power supply module.
1.3.6.1.4.1.116.5. | powerSupply5 NA NA NA This shows the capacity of
52.2.2.2.5.2 Capacity(2) power supply module5.
1.3.6.1.4.1.116.5. | powerSupply5 This shows the capacity fans
52.2.2.2.5.2.1 CapacityFan(1) Integer32 | RO of power supply module5.
1.3.6.1.4.1.116.5. | powerSupply5 DisplayStr
52.2.2.2.5.3 Settings(3) ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | powerSupply5 NA NA NA This shows the state of power
52.2.2.2.5.4 State(4) supply module5.
1.3.6.1.4.1.116.5. | powerSupply5 This shows the number of
52.2.2.2.5.4.1 StateSlotNum Integer32 RO installed slots of power supply
(1) module5.
1.3.6.1.4.1.116.5. | powerSupply5 poweroff(1)/ This shows the power supply
52.2.2.2.5.4.2 StatePower(2) INTEGER RO poweron(2)/ state of power supply
unknown(3) module5.
1.3.6.1.4.1.116.5. | powerSupply5 INTEGER RO normal(1)/ fail(2) / This shows the health state of
52.2.2.2.5.4.3 StateHealth(3) unknown(3) power supply module5.
1.3.6.1.4.1.116.5. | powerSupply5 This shows the temperature
52.2.2.2.5.4.4 StateAmbientT | Integer32 RO 0.1 degrees C value of ambient sensor of
emp(4) power supply module5.
1.3.6.1.4.1.116.5. | powerSupply5 This shows the temperature
52.2.2.2.5.4.5 StateHotSpotT | Integer32 RO 0.1 degrees C value of hot spot sensor of
emp(5) power supply module5.
1.3.6.1.4.1.116.5. | powerSupply5 This shows the temperature
52.2.2.2.5.4.6 StateExhaustT | Integer32 | RO 0.1 degrees C value of exhaust sensor of
emp(6) power supply module.
1.3.6.1.4.1.116.5. | powerSupply5 . .
52.2.2.2.5.4.7 StateMainVolta | Integer32 | RO 0.1V This shows the main voltage
g9e(7) of power supply module5.
1.3.6.1.4.1.116.5. | powerSupply5 .
52.2.2.2.5.4.8 StateSubVoltag | Integer32 | RO 0.1V This shows fhe sudb }’O'tage of
e(8) power supply module5.
1.3.6.1.4.1.116.5. | powerSupply5 . .
52.2.2.2.5.4.9 StateInputVolt | Integer32 | RO 0.1V T?'S shows th? '”pug "f'tage
age(9) of power supply module5.
1.3.6.1.4.1.116.5. | powerSupply5 . .
52.2.2.2.5.4.10 | StateMainCurr | Integer32 | RO 0.1A TP'S shows th‘? main C:”re”t
ent(10) of power supply module5.
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1.3.6.1.4.1.116.5. | powerSupply5 .
52.2.2.2.5.4.11 | StateSubCurre | Integer32 | RO 0.1A This shows the sub current of
nt(11) power supply module5.
1.3.6.1.4.1.116.5. | powerSupply5 . .
52.2.2.2.5.4.12 | StatelnputCurr | Integer32 | RO 0.1A TP'S shows the input current
ent(12) of power supply module5.
1.3.6.1.4.1.116.5. | powerSupply5
52.2.2.2.5.4.13 StateLEDTable | NA NA NA Reserved.
(13)
1.3.6.1.4.1.116.5. | powerSupply5
52.2.2.2.5.4.13.1 StateLEDEntry NA NA NA Reserved.
(1)
1.3.6.1.4.1.116.5. | powerSupply5
52.2.2.2.5.4.13.1. | StateLEDIndex | Integer32 | RO Reserved.
1 (1)
1.3.6.1.4.1.116.5. | powerSupply5 DisplayStr
52.2.2.2.5.4.13.1. | StateLEDName in play RO (SIZE(0..40)) Reserved.
2 2 9
1.3.6.1.4.1.116.5. | powerSupply5 DisplayStr
52.2.2.2.5.4.13.1. | StateLEDType | .- play RO (SIZE(0..40)) Reserved.
3 (3) 9
1.3.6.1.4.1.116.5. | powerSupply5 DisplayStr
52.2.2.2.5.4.13.1. | StateLEDState in play RO (SIZE(0..40)) Reserved.
4 4) 9
1.3.6.1.4.1.116.5. | powerSupply5 DisplavStr
52.2.2.2.5.4.13.1. | StateLEDColor | - play RO (SIZE(0..40)) Reserved.
5 (5) 9
1.3.6.1.4.1.116.5. | powerSupply5 .
52.2.2.2.5.4.14 | StateFanTable | NA NA NA This shows the table of fan of
(14) power supply module5.
1.3.6.1.4.1.116.5. | powerSupply5 .
52.2.2.2.5.4.14.1 | StateFanEntry | NA NA NA This shows the entry of fan of
(1) power supply module5.
1.3.6.1.4.1.116.5. | powerSupply5 . .
52.2.2.2.5.4.14.1. | StateFanIndex | Integer32 RO This shows the index of fan of
1 1) power supply module5.
1.3.6.1.4.1.116.5. | powerSupply5 . . .
52.2.2.2.5.4.14.1. | StateFanLocati | DSP1@YStr | g (SIZE(0..40)) T;"S shows thel '°Cat'°r|‘ of fan
> on(2) ing of power supply module5.
1.3.6.1.4.1.116.5. | powerSupply5 .
52.2.2.2.5.4.14.1. | StateFanRPM | Integer32 | RO rpm This shows lthe rpdmlva'“e of
3 3) power supply module5.
1.3.6.1.4.1.116.5. | powerSupply6 NA NA NA This shows the information of
52.2.2.2.6 (6) power supply module6.
1.3.6.1.4.1.116.5. | powerSupply6 This shows the basic
52.2.2.2.6.1 BasicInfo(1) NA NA NA information of power supply
module6.
1.3.6.1.4.1.116.5. | powerSupply6l | DisplayStr
52.2.2.2.6.1.1 nfoType(1) ing RO (SIZE(0..40)) Reserved.
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1.3.6.1.4.1.116.5. | powerSupply6l . .
52.2.2.2.6.1.2 nfoProductNam | DiSPRYSE | pq (SIZE(0..40)) T;"S shows th‘T pmdg'clt game
e(2) ing of power supply module6.
1.3.6.1.4.1.116.5. | powerSupply6l | DisplayStr This shows the model name
52.2.2.2.6.1.3 nfoModel(3) ing RO (SIZE(0..40)) of power supply module6.
1.3.6.1.4.1.116.5. | powerSupply6I . . .
52.2.2.2.6.1.4 nfoSerialNum | DiSPIayStr | pq (SIZE(0..40)) Tp's shows th‘T se”a(; ”Iumber
(4) ing of power supply module6.
1.3.6.1.4.1.116.5. | powerSupply6I DisplayStr This shows the product
52.2.2.2.6.1.5 nfoProductVers in play RO (SIZE(0..40)) version of power supply
ion(5) 9 module6.
1.3.6.1.4.1.116.5. | powerSupply6l DisplayStr This shows the product
52.2.2.2.6.1.6 nfoProductMan in play RO (SIZE(0..40)) manufacturer of power
ufacturer(6) 9 supply module6.
1.3.6.1.4.1.116.5. | powerSupply6I .
52.2.2.2.6.1.7 nfoBoardProdu a‘sD'ayStr RO (SIZE(0..40)) Reserved.
ctName(7) 9
1.3.6.1.4.1.116.5. | powerSupply6I .
52.2.2.2.6.1.8 nfoBoardSerial iE:]'Sp'aVStr RO (SIZE(0..40)) Reserved.
Num(8) g
1.3.6.1.4.1.116.5. | powerSupply6I .
52.2.2.2.6.1.9 nfoBoardManuf a‘sP'ayS” RO (SIZE(0..40)) Reserved.
acturer(9) 9
1.3.6.1.4.1.116.5. | powerSupply6I NA NA NA This shows the specification
52.2.2.2.6.1.20 nfoSpec(20) of power supply module6.
1.3.6.1.4.1.116.5. | powerSupply6 This shows the rated voltage
52.2.2.2.6.1.20.1 | SpecRateVolta Integer32 | RO 0.1V of power supply
geMain(1) module6.(main)
1.3.6.1.4.1.116.5. | powerSupply6 This shows the rated voltage
52.2.2.2.6.1.20.2 SpecRateVolta Integer32 RO 0.1V of power supply
geSub(2) module6.(sub)
1.3.6.1.4.1.116.5. | powerSupply6 . .
52.2.2.2.6.1.20.3 | SpecAmbientT This shows thefh'gh.eSt .
empUpperLimit Integer32 RO 0.1 degrees C temperature of ambient in
(3) power supply module.
1.3.6.1.4.1.116.5. | powerSupply6 .
52.2.2.2.6.1.20.4 | SpecAmbientT This shows thef lowest
empLowerLimit Integer32 RO 0.1 degrees C temperature of ambient in
(4) power supply module.
1.3.6.1.4.1.116.5. | powerSupply6 . .
52.2.2.2.6.1.20.5 | SpecHotSpotTe This shows the highest
mpUpperLimit Integer32 | RO 0.1 degrees C temperature of hot spot in
(5) power supply module.
1.3.6.1.4.1.116.5. | powerSupply6 .
52.2.2.2.6.1.20.6 | SpecHotSpotTe This shows the lowest
mbLowerLimit Integer32 | RO 0.1 degrees C temperature of hot spot in
(GF)) power supply module.
1.3.6.1.4.1.116.5. | powerSupply6 . .
52.2.2.2.6.1.20.7 | SpecExhaustTe 5 | ro 014 c This shows thefh'gr:‘e“ .
mpUpperLimit Integer R .1 degrees temperature of exhaust in
7) power supply module.
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1.3.6.1.4.1.116.5. | powerSupply6 .
52.2.2.2.6.1.20.8 | SpecExhaustTe This shows the lowest
T Integer32 RO 0.1 degrees C temperature of exhaust in
mpLowerLimit
(8) power supply module.
1.3.6.1.4.1.116.5. | powerSupply6 NA NA NA This shows the capacity of
52.2.2.2.6.2 Capacity(2) power supply module6.
1.3.6.1.4.1.116.5. | powerSupply6 This shows the capacity fans
52.2.2.2.6.2.1 CapacityFan(1) Integer32 RO of power supply module6.
1.3.6.1.4.1.116.5. | powerSupply6 DisplayStr
52.2.2.2.6.3 Settings(3) ing RO (SIZE(0..40)) Reserved.
1.3.6.1.4.1.116.5. | powerSupply6 NA NA NA This shows the state of power
52.2.2.2.6.4 State(4) supply module6.
1.3.6.1.4.1.116.5. | powerSupply6 This shows the number of
52.2.2.2.6.4.1 StateSlotNum Integer32 | RO installed slots of power supply
(1) module6.
1.3.6.1.4.1.116.5. | powerSupply6 poweroff(1)/ This shows the power supply
52.2.2.2.6.4.2 StatePower(2) INTEGER RO poweron(2)/ state of power supply
unknown(3) module6.
1.3.6.1.4.1.116.5. | powerSupply6 INTEGER RO normal(1)/ fail(2) / This shows the health state of
52.2.2.2.6.4.3 StateHealth(3) unknown(3) power supply module6.
1.3.6.1.4.1.116.5. | powerSupply6 This shows the temperature
52.2.2.2.6.4.4 StateAmbientT | Integer32 RO 0.1 degrees C value of ambient sensor of
emp(4) power supply module6.
1.3.6.1.4.1.116.5. | powerSupply6 This shows the temperature
52.2.2.2.6.4.5 StateHotSpotT | Integer32 | RO 0.1 degrees C value of hot spot sensor of
emp(5) power supply module6.
1.3.6.1.4.1.116.5. | powerSupply6 This shows the temperature
52.2.2.2.6.4.6 StateExhaustT | Integer32 RO 0.1 degrees C value of exhaust sensor of
emp(6) power supply module.
1.3.6.1.4.1.116.5. | powerSupply6 . .
52.2.2.2.6.4.7 StateMainVolta | Integer32 | RO 0.1V This shows the main voltage
of power supply module6.
ge(7)
1.3.6.1.4.1.116.5. | powerSupply6 .
52.2.2.2.6.4.8 StateSubVoltag | Integer32 | RO 0.1V This shows Ithe S“db ‘(°gtage of
e(8) power supply module6.
1.3.6.1.4.1.116.5. | powerSupply6 . .
52.2.2.2.6.4.9 StateInputVolt | Integer32 | RO RRY This shows the input voltage
of power supply module6.
age(9)
1.3.6.1.4.1.116.5. | powerSupply6 . .
52.2.2.2.6.4.10 | StateMainCurr | Integer32 | RO 0.1A This shows the main current
of power supply module6.
ent(10)
1.3.6.1.4.1.116.5. | powerSupply6 .
52.2.2.2.6.4.11 | StateSubCurre | Integer32 | RO 0.1A This shows the sub current of
power supply module6.
nt(11)
1.3.6.1.4.1.116.5. | powerSupply6 . .
52.2.2.2.6.4.12 | StatelnputCurr | Integer32 | RO 0.1A This shows the input current
of power supply module6.
ent(12)
1.3.6.1.4.1.116.5. | powerSupply6
52.2.2.2.6.4.13 StateLEDTable | NA NA NA Reserved.
(13)
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1.3.6.1.4.1.116.5. | powerSupply6

52.2.2.2.6.4.13.1 StateLEDEntry NA NA NA Reserved.
(1)

1.3.6.1.4.1.116.5. | powerSupply6

52.2.2.2.6.4.13.1. | StateLEDIndex | Integer32 RO Reserved.

1 (1)

1.3.6.1.4.1.116.5. | powerSupply6 DisplayStr

52.2.2.2.6.4.13.1. | StateLEDName in play RO (SIZE(0..40)) Reserved.

2 (2) g

1.3.6.1.4.1.116.5. | powerSupply6 DisplayStr

52.2.2.2.6.4.13.1. | StateLEDType | ._ play RO (SIZE(0..40)) Reserved.

3 (3) 9

1.3.6.1.4.1.116.5. | powerSupply6 DisplayStr

52.2.2.2.6.4.13.1. | StateLEDState | .- play RO (SIZE(0..40)) Reserved.

4 4) 9

1.3.6.1.4.1.116.5. | powerSupply6 .

52.2.2.2.6.4.13.1. | StateLEDColor | DSPI2YS'T | go (SIZE(0..40)) Reserved.

5 (5) 9

1.3.6.1.4.1.116.5. | powerSupply6 .

52.2.2.2.6.4.14 | StateFanTable | NA NA NA This shows the table of fan of
(14) power supply module6.

1.3.6.1.4.1.116.5. | powerSupply6 .

52.2.2.2.6.4.14.1 | StateFanEntry | NA NA NA This shows the entry of fan of
(1) power supply module6.

1.3.6.1.4.1.116.5. | powerSupply6 . .

52.2.2.2.6.4.14.1. | StateFanIndex | Integer32 | RO This shows The |nge>|< of fan of

1 (1) power supply module6.

1.3.6.1.4.1.116.5. | powerSupply6 - . .

52.2.2.2.6.4.14.1. | StateFanLocati | 21SP1aYStr | pq (SIZE(0..40)) T?'s shows thel '°Cat'°'|‘ of fan

5 on(2) ing of power supply module6.

1.3.6.1.4.1.116.5. | powerSupply6 .

52.2.2.2.6.4.14.1. | StateFanRPM | Integer32 | RO rpm This shows Ithe rpdml"a'“e of

3 (3) power supply module6.

Table C-14: Information of Partition

Object i
OID identifier Syntax Access Value Description
1.3.6.1.4.1.116.5. | powerSupply This shows the information of
52.2.2.2 (2) NA NA NA partition.
1.3.6.1.4.1.116.5. | powerSupplyl This shows the information of
52.2.2.2.1 (1) NA NA NA partitionl.
1.3.6.1.4.1.116.5. | powerSupply1l NA NA NA This shows the basic
52.2.2.2.1.1 BasicInfo(1) information of partitionl.
1.3.6.1.4.1.116.5. | powerSupply1I INTEGER RO invalid(1)/ valid(2) This shows the validity of
52.2.2.2.1.1.1 nfoType(1) /unknown(3) information of partition1.
1.3.6.1.4.1.116.5. | powerSupply1I . .
52.2.2.2.1.1.2 nfoProductNam | Integer32 | RO 0.1A This ShOV‘;S the maximum
e(2) current of partitionl.
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1.3.6.1.4.1.116.5. | powerSupply1l This shows the maximum
52.2.2.2.1.1.3 nfoModel(3) Integer32 RO w power of partitionl.
1.3.6.1.4.1.116.5. | powerSupply1l .
52.2.2.2.1.1.4 nfoSerialNum | Integer32 | RO TP'S shows thfe total number

(4) of CPU core of partitionl.
1.3.6.1.4.1.116.5. | powerSupply1l This shows the total amount
52.2.2.2.1.1.5 nfoProductVers | Integer32 RO GB of DIMM capacity of

ion(5) partition1.
1.3.6.1.4.1.116.5. | powerSupply1l . . .
52.2.2.2.1.1.6 nfoProductMan | DISP1ayStr | pq (SIZE(0..40)) This shows the HVM license

ing information of partition1.
ufacturer(6)
1.3.6.1.4.1.116.5. | powerSupply1l . .
52.2.2.2.1.1.7 nfoBoardProdu | NA NA NA This shows the setting of
partitionl.

ctName(7)
1.3.6.1.4.1.116.5. | powerSupply1l . .
52.2.2.2.1.1.8 nfoBoardSerial | INTEGER | RO basic(1)/ hvm(2)/ | This shows the hvin mode

Num(8) unknown(3) setting of partition1.
1.3.6.1.4.1.116.5. | powerSupply1l redundancy(1)/ .
52.2.2.2.1.1.9 nfoBoardManuf | INTEGER | RO non-redundancy(2)/ | 1S shows the DIMM

redundancy of partitionl.
acturer(9) unknown(3)
1.3.6.1.4.1.116.5. | powerSupply1l NA NA NA This shows the state of
52.2.2.2.1.1.20 nfoSpec(20) partitionl.
1.3.6.1.4.1.116.5. | powerSupplyl poweroff(1)/
52.2.2.2.1.1.20.1 SpecRateVolta standby(2)/

geMain(1) INTEGER RO poweron(3)/ This shows t!']_e power supply

unknown(4)/powero | state of partitionl.
n-executing(5)/pow
eroff-executing(6)

1.3.6.1.4.1.116.5. | powerSupplyl . .

52.2.2.2.1.1.20.2 | SpecRateVolta INTEGER RO normal(1)/fail(2)/un Thls_s_hows the health state of
known(3) partition1.

geSub(2)
1.3.6.1.4.1.116.5. | powerSupplyl
52.2.2.2.1.1.20.3 SpecAmbientT basic(1)/ hvm(2)/ This shows the hvm mode of

A INTEGER RO o

empUpperLimit unknown(3) partition1.

(3)
1.3.6.1.4.1.116.5. | powerSupplyl
52.2.2.2.1.1.20.4 SpecAmbler_1tT_ Integer32 | RO 0.1 A This shows the_ c_:onsumptlon

empLowerLimit current of partition1.

(4)
1.3.6.1.4.1.116.5. | powerSupplyl
52.2.2.2.1.1.20.5 SpecHotSpotTe Integer32 RO W This show; the currgqt power

mpUpperLimit consumption of partition1.

(5)
1.3.6.1.4.1.116.5. | powerSupplyl
52.2.2.2.1.1.20.6 SpecHotSpotTe This shows the information of

- NA NA NA L

mpLowerLimit partition2.

(6)
1.3.6.1.4.1.116.5. | powerSupplyl
52.2.2.2.1.1.20.7 SpecExhaustTe This shows the basic

L NA NA NA . . i
mpUpperLimit information of partition2.

(7)
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1.3.6.1.4.1.116.5. | powerSupplyl
52.2.2.2.1.1.20.8 SpecExhaustTe INTEGER RO invalid(1)/ valid(2) This shows the validity of
mpLowerLimit /unknown(3) information of partition2.
(8)
1.3.6.1.4.1.116.5. | powerSupply1l This shows the maximum
52.2.2.2.1.2 Capacity(2) Integer32 RO 0.1A current of partition2.
1.3.6.1.4.1.116.5. | powerSupply1l This shows the maximum
52.2.2.2.1.2.1 CapacityFan(1) Integer32 RO w power of partition2.
1.3.6.1.4.1.116.5. | powerSupply1l This shows the total number
52.2.2.2.1.3 Settings(3) Integer32 | RO of CPU core of partition2.
1.3.6.1.4.1.116.5. | powerSupply1l This shows the total amount
52.2.2.2.1.4 State(4) Integer32 | RO GB of DIMM capacity of
partition2.
1.3.6.1.4.1.116.5. | powerSupplyl . . .
52.2.2.2.1.4.1 StateSlotNum | DiSPIayStr | qq (SIZE(0..40)) .Tr;'s shows thf HV'\."."Ceznse
(1) ing information of partition2.
1.3.6.1.4.1.116.5. | powerSupply1l NA NA NA This shows the setting of
52.2.2.2.1.4.2 StatePower(2) partition2.
1.3.6.1.4.1.116.5. | powerSupply1l INTEGER RO basic(1)/ hvm(2)/ This shows the hvm mode
52.2.2.2.1.4.3 StateHealth(3) unknown(3) setting of partition2.
1.3.6.1.4.1.116.5. | powerSupply1l redundancy(1)/ .
52.2.2.2.1.4.4 StateAmbientT | INTEGER | RO non-redundancy(2)/ :g('jisgg‘r""cs tg? DaIrI\t/::/ilonz
emp(4) unknown(3) yorp ’
1.3.6.1.4.1.116.5. | powerSupply1l .
52.2.2.2.1.4.5 StateHotSpotT | NA NA NA This shows the state of
partition2.
emp(5)
1.3.6.1.4.1.116.5. | powerSupply1l poweroff(1)/
52.2.2.2.1.4.6 StateExhaustT standby(2)/
emp(6) poweron(3)/ This shows the power supply
INTEGER RO unknown(4)/powero | state of partition2.
n-executing(5)/pow
eroff-executing(6)
1.3.6.1.4.1.116.5. | powerSupply1l . .
52.2221.4.7 StateMainVolta | INTEGER RO normal(1)/fail(2)/un Thlsls.hows the health state of
known(3) partition2.
ge(7)
1.3.6.1.4.1.116.5. | powerSupplyl . .
52.2.2.2.1.4.8 StateSubVoltag | INTEGER | RO bask'c(l)/ hvm(2)/ | This shows the hvm mode of
e(8) unknown(3) partition2.
1.3.6.1.4.1.116.5. | powerSupplyl . .
52.2.2.2.1.4.9 StateInputVolt | Integer32 | RO 0.1A Iﬂﬁesnﬂo(‘)’vfs g‘r‘tﬂit‘;g;‘;“mpt'on
age(9) P '
1.3.6.1.4.1.116.5. | powerSupply1l .
52.2.2.2.1.4.10 StateMainCurr Integer32 RO W '(I:'Qllqssj:qovxt/isotnhce)fcu:r’g?it;nger
ent(10) P P ’
1.3.6.1.4.1.116.5. | powerSupply1l . . .
52.2.2.2.1.4.11 | StateSubCurre | NA NA NA This shows the information of
partition3.
nt(11)
1.3.6.1.4.1.116.5. | powerSupply1l . .
52.2.2.2.1.4.12 | StateInputCurr | NA NA NA This shows the basic
information of partition3.
ent(12)
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1.3.6.1.4.1.116.5. Supplyl . . . . -
559591413 gga";:rLE‘l‘DpTF;gle INTEGER | RO invalid(1)/ valid(2) | This shows the validity of
""" (13) /unknown(3) information of partition3.
1.3.6.1.4.1.116.5. | powerSupplyl . .
52.2.2.2.1.4.13.1 | StateLEDEntry | Integer32 | RO 0.1A This shows the maximum
1) current of partition3.
1.3.6.1.4.1.116.5. | powerSupplyl . .
52.2.2.2.1.4.13.1. | StateLEDIndex | Integer32 | RO w This shows the maximum
1 (1) power of partition3.
1.3.6.1.4.1.116.5. | powerSupplyl .
52.2.2.2.1.4.13.1. | StateLEDName | Integer32 | RO This shows the total number
> 2) of CPU core of partition3.
1.3.6.1.4.1.116.5. | powerSupplyl This shows the total amount
52.2.2.2.1.4.13.1. | StateLEDType Integer32 | RO GB of DIMM capacity of
3 (3) partition3.
1.3.6.1.4.1.116.5. | powerSupply1l . . .
52.2.2.2.1.4.13.1. | StateLEDState | DISPI@YStr | g (SIZE(0..40)) This shows the HVM license
2 (4) ing information of partition3.
1.3.6.1.4.1.116.5. | powerSupplyl . .
52.2.2.2.1.4.13.1. | StateLEDColor | NA NA NA This shows the setting of
5 (5) partition3.
1.3.6.1.4.1.116.5. owerSupplyl . .
55.2.2.2.1.4.14 | StateFanToble | INTEGER | RO basic(1)/ hvm(2)/ | This shows the hvm mode
""" (14) unknown(3) setting of partition3.
1.3.6.1.4.1.116.5. | powerSupplyl redundancy(1)/ .
52.2.2.2.1.4.14.1 | StateFanEntry | INTEGER | RO non-redundancy(2)/ | 1TiS shows the DIMM
(1) unknown(3) redundancy of partition3.
1.3.6.1.4.1.116.5. | powerSupplyl .
52.2.2.2.1.4.14.1. | StateFanIndex | NA NA NA This shows the state of
1 (1) partition3.
1.3.6.1.4.1.116.5. | powerSupplyl poweroff(1)/
52.2.2.2.1.4.14.1. | StateFanLocati standby(2)/
2 on(2) poweron(3)/ This shows the power supply
INTEGER RO unknown(4)/powero | state of partition3.
n-executing(5)/pow
eroff-executing(6)
é'23'26'21'24'11 '41 12'?' g‘t’;"é‘;gﬂ%ﬂ%l INTEGER | RO normal(1)/fail(2)/un | This shows the health state of
3 T o 3) known(3) partition3.
1.3.6.1.4.1.116.5. | powerSupply2 INTEGER RO basic(1)/ hvm(2)/ This shows the hvm mode of
52.2.2.2.2 (2) unknown(3) partition3.
1.3.6.1.4.1.116.5. | powerSupply2 This shows the consumption
52.2.2.2.2.1 Basiclnfo(1) | ["teger32 | RO 0.1A current of partition3.
1.3.6.1.4.1.116.5. | powerSupply2I This shows the current power
52.2.2.2.2.1.1 nfoType(1) Integer32 | RO w consumption of partition3.
1.3.6.1.4.1.116.5. | powerSupply2I . . .
52.2.2.2.2.1.2 nfoProductNam | NA NA NA This shows the information of
e(2) partition4.
1.3.6.1.4.1.116.5. | powerSupply2I NA NA NA This shows the basic
52.2.2.2.2.1.3 nfoModel(3) information of partition4.
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1.3.6.1.4.1.116.5. | powerSupply2I . . . . -
52.2.2.2.2.1.4 nfoSerialNum | INTEGER | RO invalid(1)/ valid(2) | This shows the validity of

(4) /unknown(3) information of partition4.
1.3.6.1.4.1.116.5. | powerSupply2I . .
52.2.2.2.2.1.5 nfoProductVers | Integer32 | RO 0.1A This shows the' maximum
. current of partition4.
ion(5)
1.3.6.1.4.1.116.5. | powerSupply?2I . .
52.2.2.2.2.1.6 nfoProductMan | Integer32 | RO w This shows the maximum
power of partition4.
ufacturer(6)
1.3.6.1.4.1.116.5. | powerSupply2I .
52.2.2.2.2.1.7 nfoBoardProdu | Integer32 | RO This shows the total number
of CPU core of partition4.
ctName(7)
1.3.6.1.4.1.116.5. | powerSupply2I This shows the total amount
52.2.2.2.2.1.8 nfoBoardSerial | Integer32 | RO GB of DIMM capacity of
Num(8) partition4.
1.3.6.1.4.1.116.5. | powerSupply2I . . .
52.2.2.2.2.1.9 nfoBoardManuf | DISPRRYSE | pg (SIZE(0..40)) This shows the HVM license
ing information of partition4.
acturer(9)
1.3.6.1.4.1.116.5. | powerSupply2I NA NA NA This shows the setting of
52.2.2.2.2.1.20 nfoSpec(20) partition4.
1.3.6.1.4.1.116.5. | powerSupply2 . .
52.2.2.2.2.1.20.1 | SpecRateVolta | INTEGER | RO basic(1)/ hvm(2)/ | This shows the hvm mode
. unknown(3) setting of partition4.
geMain(1)
1.3.6.1.4.1.116.5. | powerSupply2 redundancy(1)/ .
52.2.2.2.2.1.20.2 | SpecRateVolta INTEGER RO non-redundancy(2)/ This shows the DIM.IV.I
redundancy of partition4.
geSub(2) unknown(3)
1.3.6.1.4.1.116.5. | powerSupply2
52.2.2.2.2.1.20.3 SpecAmbleptT NA NA NA Thlsls.hows the state of
empUpperLimit partition4.
(3)
1.3.6.1.4.1.116.5. | powerSupply2 poweroff(1)/
52.2.2.2.2.1.20.4 | SpecAmbientT standby(2)/
emplLowerLimit poweron(3)/ This shows the power supply
(4) INTEGER RO unknown(4)/powero | state of partition4.
n-executing(5)/pow
eroff-executing(6)
1.3.6.1.4.1.116.5. | powerSupply2
52.2.2.2.2.1.20.5 SpecHotSpotTe INTEGER RO normal(1)/fail(2)/un | This shows the health state of
mpUpperLimit known(3) partition4.
(5)
1.3.6.1.4.1.116.5. | powerSupply2
52.2.2.2.2.1.20.6 SpecHotSpotTe basic(1)/ hvm(2)/ This shows the hvm mode of
L INTEGER RO L
mpLowerLimit unknown(3) partition4.
(6)
1.3.6.1.4.1.116.5. | powerSupply2
52.2.2.2.2.1.20.7 SpecExhaL_lstTe Integer32 | RO 0.1A This shows the_ <_:onsumpt|on
mpUpperLimit current of partition4.
(7)
1.3.6.1.4.1.116.5. | powerSupply2
52.2.2.2.2.1.20.8 SpecExhagstTe Integer32 | RO W This show_s the curre_n_t power
mpLowerLimit consumption of partition4.
(8)
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1.3.6.1.4.1.116.5. | powerSupply2 NA NA NA This shows the information of
52.2.2.2.2.2 Capacity(2) partition5.
1.3.6.1.4.1.116.5. | powerSupply2 NA NA NA This shows the basic
52.2.2.2.2.2.1 CapacityFan(1) information of partition5.
1.3.6.1.4.1.116.5. | powerSupply2 INTEGER RO invalid(1)/ valid(2) This shows the validity of
52.2.2.2.2.3 Settings(3) /unknown(3) information of partition5.
1.3.6.1.4.1.116.5. | powerSupply2 This shows the maximum
52.2.2.2.2.4 State(4) Integer32 RO 0.1A current of partition5.
1.3.6.1.4.1.116.5. | powerSupply2 . .
52.2.2.2.2.4.1 StateSlotNum | Integer32 | RO W This shows the maximum

(1) power of partition5.
1.3.6.1.4.1.116.5. | powerSupply2 This shows the total number
52.2.2.2.2.4.2 StatePower(2) | "teger32 | RO of CPU core of partitions.
1.3.6.1.4.1.116.5. | powerSupply2 This shows the total amount
52.2.2.2.2.4.3 StateHealth(3) | Integer32 | RO GB of DIMM capacity of

partition5.
1.3.6.1.4.1.116.5. | powerSupply2 . . .
52.2.2.2.2.4.4 StateAmbientT | DiSPIaYStr | pq (SIZE(0..40)) This shows the HVM license
ing information of partition5.
emp(4)
1.3.6.1.4.1.116.5. | powerSupply2 . .
52.2.2.2.2.4.5 StateHotSpotT | NA NA NA This shows the setting of
partition5.

emp(5)
1.3.6.1.4.1.116.5. | powerSupply2 . .
52.2.2.2.2.4.6 StateExhaustT | INTEGER | RO basic(1)/ hvm(2)/ | This shows the hvm mode

unknown(3) setting of partition5.

emp(6)
1.3.6.1.4.1.116.5. | powerSupply2 redundancy(1)/ .
52.2.2.2.2.4.7 StateMainVolta | INTEGER | RO non-redundancy(2)/ | TS shows the DIMM

redundancy of partition5.
ge(7) unknown(3)
1.3.6.1.4.1.116.5. | powerSupply2 .
52.2.2.2.2.4.8 StateSubVoltag | NA NA NA This shows the state of
partition5.

e(8)
1.3.6.1.4.1.116.5. | powerSupply2 poweroff(1)/
52.2.2.2.2.4.9 StateInputVolt standby(2)/

age(9) poweron(3)/ This shows the power supply

INTEGER RO unknown(4)/powero | state of partition5.
n-executing(5)/pow
eroff-executing(6)
1.3.6.1.4.1.116.5. | powerSupply2 . .
52.2.2.2.2.4.10 StateMainCurr INTEGER RO normal(1)/fail(2)/un Thls_s_hows the health state of
known(3) partition5.

ent(10)
1.3.6.1.4.1.116.5. | powerSupply2 . .
52.2.2.2.2.4.11 | StateSubCurre | INTEGER | RO basic(1)/ hvm(2)/ | This shows the hvm mode of

unknown(3) partition5.

nt(11)
1.3.6.1.4.1.116.5. | powerSupply2 . .
52.2.2.2.2.4.12 | StatelnputCurr | Integer32 | RO 0.1A This shows the consumption

current of partition5.
ent(12)
1.3.6.1.4.1.116.5. | powerSupply2 .
52.2.2.2.2.4.13 | StateLEDTable | Integer32 | RO w This shows the current power
(13) consumption of partition5.
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1.3.6.1.4.1.116.5. | powerSupply2 . . .
52.2.2.2.2.4.13.1 | StateLEDEntry | NA NA NA This shows the information of
(1) partition6.
1.3.6.1.4.1.116.5. | powerSupply2 . .
52.2.2.2.2.4.13.1. | StateLEDIndex | NA NA NA This shows the basic
1 (1) information of partition6.
1.3.6.1.4.1.116.5. | powerSupply2 . . . . -
52.2.2.2.2.4.13.1. | StateLEDName | INTEGER | RO mvalid(1)/ valid(2) | This shows the vaidity of
5 ) /unknown(3) information of partition6.
1.3.6.1.4.1.116.5. | powerSupply2 . .
52.2.2.2.2.4.13.1. | StateLEDType | Integer32 | RO 0.1A This shows the maximum
3 (3) current of partition6.
1.3.6.1.4.1.116.5. | powerSupply2 . .
52.2.2.2.2.4.13.1. | StateLEDState | Integer32 | RO w This shows the maximum
4 (4) power of partition6.
1.3.6.1.4.1.116.5. | powerSupply2 .
52.2.2.2.2.4.13.1. | StateLEDColor | Integer32 | RO This shows the total number
5 (5) of CPU core of partition6.
1.3.6.1.4.1.116.5. | powerSupply2 This shows the total amount
52.2.2.2.2.4.14 StateFanTable Integer32 RO GB of DIMM capacity of
(14) partition6.
1.3.6.1.4.1.116.5. | powerSupply2 . . .
52.2.2.2.2.4.14.1 | StateFanEntry | DISPRYSIT | pg (SIZE(0..40)) .Tr}'s shows thfe HVM license
(1) ing information of partition6.
1.3.6.1.4.1.116.5. | powerSupply2 . .
52.2.2.2.2.4.14.1. | StateFanIndex | NA NA NA This shows the setting of
1 (1) partition6.
1.3.6.1.4.1.116.5. | powerSupply2 . .
52.2.2.2.2.4.14.1. | StateFanLocati | INTEGER | RO basic(1)/ hvm(2)/ | This shows the hvm mode
5 on(2) unknown(3) setting of partition6.
1.3.6.1.4.1.116.5. | powerSupply2 redundancy(1)/ .
52.2.2.2.2.4.14.1. | StateFanRPM | INTEGER | RO non-redundancy(2)/ Th('f SQOWS thf‘? DIMM .
3 (3) unknown(3) redundancy of partition6.
1.3.6.1.4.1.116.5. | powerSupply3 This shows the state of
52.2.2.2.3 (3) NA NA NA partitions.
1.3.6.1.4.1.116.5. | powerSupply3 poweroff(1)/
52.2.2.2.3.1 BasicInfo(1) standby(2)/
poweron(3)/ This shows the power supply
INTEGER RO unknown(4)/powero | state of partition6.
n-executing(5)/pow
eroff-executing(6)
1.3.6.1.4.1.116.5. | powerSupply3I INTEGER RO normal(1)/fail(2)/un | This shows the health state of
52.2.2.2.3.1.1 nfoType(1) known(3) partition6.
1.3.6.1.4.1.116.5. | powerSupply3I . .
52.2.2.2.3.1.2 nfoProductNam | INTEGER | RO basic(1)/ hvm(2)/ | This shows the hvm mode of
e(2) unknown(3) partition6.
1.3.6.1.4.1.116.5. | powerSupply3I This shows the consumption
52.2.2.2.3.1.3 nfoModel(3) Integer32 | RO 0.1A current of partitions.
1.3.6.1.4.1.116.5. | powerSupply3I .
52.2.2.2.3.1.4 nfoSerialNum | Integer32 | RO w This shows the current power
(4) consumption of partition6.
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1.3.6.1.4.1.116.5. | powerSupply3I . . .
52.2.2.2.3.1.5 nfoProductVers | NA NA NA This shows the information of

. partition7.
ion(5)
1.3.6.1.4.1.116.5. | powerSupply3I . .
52.2.2.2.3.1.6 nfoProductMan | NA NA NA This shows the basic
information of partition7.
ufacturer(6)
1.3.6.1.4.1.116.5. | powerSupply3I . . . . -
52.2.2.2.3.1.7 nfoBoardProdu | INTEGER | RO invalid(1)/ valid(2) | This shows the validity of
/unknown(3) information of partition7.
ctName(7)
1.3.6.1.4.1.116.5. | powerSupply3I . .
52.2.2.2.3.1.8 nfoBoardSerial | Integer32 | RO 0.1A This shows the maximum
Num(8) current of partition7.
1.3.6.1.4.1.116.5. | powerSupply3I . .
52.2.2.2.3.1.9 nfoBoardManuf | Integer32 | RO w This shows th_e_maX|mum
power of partition7.
acturer(9)
1.3.6.1.4.1.116.5. | powerSupply3I This shows the total number
52.2.2.2.3.1.20 | nfoSpec(20) Integer32 | RO of CPU core of partition7.
1.3.6.1.4.1.116.5. | powerSupply3 This shows the total amount
52.2.2.2.3.1.20.1 SpecRateVolta Integer32 RO GB of DIMM capacity of
geMain(1) partition?.
1.3.6.1.4.1.116.5. | powerSupply3 . . .
52.2.2.2.3.1.20.2 | SpecRatevolta | DISPRYSt | pq (SIZE(0..40)) This shows the HVM license
ing information of partition7.
geSub(2)
1.3.6.1.4.1.116.5. | powerSupply3
52.2.2.2.3.1.20.3 SpecAmbler_1tT_ NA NA NA Thls_s_hows the setting of
empUpperLimit partition7.
(3)
1.3.6.1.4.1.116.5. | powerSupply3
52.2.2.2.3.1.20.4 SpecAmbientT basic(1)/ hvm(2)/ This shows the hvm mode
A INTEGER RO . .
emplLowerLimit unknown(3) setting of partition7.
(4
1.3.6.1.4.1.116.5. | powerSupply3
52.2.2.2.3.1.20.5 | SpecHotSpotTe redundancy(1)/ This shows the DIMM
L INTEGER RO non-redundancy(2)/ s
mpUpperLimit K redundancy of partition7.
(5) unknown(3)
1.3.6.1.4.1.116.5. | powerSupply3
52.2.2.2.3.1.20.6 SpecHotSpot_Te NA NA NA Thls_s_hows the state of
mpLowerLimit partition7.
(6)
1.3.6.1.4.1.116.5. | powerSupply3 poweroff(1)/
52.2.2.2.3.1.20.7 | SpecExhaustTe standby(2)/
mpUpperLimit poweron(3)/ This shows the power supply
(7) INTEGER RO unknown(4)/powero | state of partition7.
n-executing(5)/pow
eroff-executing(6)
1.3.6.1.4.1.116.5. | powerSupply3
52.2.2.2.3.1.20.8 SpecExhaustTe normal(1)/fail(2)/un | This shows the health state of
. INTEGER RO o
mpLowerLimit known(3) partition?.
(8)
1.3.6.1.4.1.116.5. | powerSupply3 INTEGER RO basic(1)/ hvm(2)/ This shows the hvm mode of
52.2.2.2.3.2 Capacity(2) unknown(3) partition?.
1.3.6.1.4.1.116.5. | powerSupply3 This shows the consumption
52.2.2.2.3.2.1 CapacityFan(1) Integer32 RO 0.1A current of partition7.
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1.3.6.1.4.1.116.5. | powerSupply3 This shows the current power
52.2.2.2.3.3 Settings(3) Integer32 RO w consumption of partition7.
1.3.6.1.4.1.116.5. | powerSupply3 NA NA NA This shows the information of
52.2.2.2.3.4 State(4) partition8.
1.3.6.1.4.1.116.5. | powerSupply3 . .
52.2.2.2.3.4.1 StateSlotNum | NA NA NA This shows the basic

(1) information of partition8.
1.3.6.1.4.1.116.5. | powerSupply3 INTEGER RO invalid(1)/ valid(2) This shows the validity of
52.2.2.2.3.4.2 StatePower(2) /unknown(3) information of partition8.
1.3.6.1.4.1.116.5. | powerSupply3 This shows the maximum
52.2.2.2.3.4.3 StateHealth(3) | "te9er32 | RO 0.1A current of partitions.
1.3.6.1.4.1.116.5. | powerSupply3 . .
52.2.2.2.3.4.4 StateAmbientT | Integer32 | RO w This shows the maximum

emp(4) power of partition8.
1.3.6.1.4.1.116.5. | powerSupply3 .
52.2.2.2.3.4.5 StateHotSpotT | Integer32 | RO This shows the total number
of CPU core of partition8.
emp(5)
1.3.6.1.4.1.116.5. | powerSupply3 This shows the total amount
52.2.2.2.3.4.6 StateExhaustT | Integer32 RO GB of DIMM capacity of

emp(6) partition8.
1.3.6.1.4.1.116.5. | powerSupply3 . . .
52.2.2.2.3.4.7 StateMainVolta | DISPIaYStr | po (SIZE(0..40)) This shows the HVM license

ing information of partition8.
ge(7)
1.3.6.1.4.1.116.5. | powerSupply3 . .
52.2.2.2.3.4.8 StateSubVoltag | NA NA NA This shows the setting of
partition8.

e(8)
1.3.6.1.4.1.116.5. | powerSupply3 . .
52.2.2.2.3.4.9 StateInputVolt | INTEGER | RO basic(1)/ hvm(2)/ | This shows the hvm mode

unknown(3) setting of partition8.

age(9)
1.3.6.1.4.1.116.5. | powerSupply3 redundancy(1)/ .
52.2.2.2.3.4.10 | StateMainCurr | INTEGER | RO non-redundancy(2)/ | s shows the DIMM

redundancy of partition8.
ent(10) unknown(3)
1.3.6.1.4.1.116.5. | powerSupply3 .
52.2.2.2.3.4.11 | StateSubCurre | NA NA NA This shows the state of
partition8.

nt(11)
1.3.6.1.4.1.116.5. | powerSupply3 poweroff(1)/
52.2.2.2.3.4.12 StatelInputCurr standby(2)/

ent(12) poweron(3)/ This shows the power supply

INTEGER RO unknown(4)/powero | state of partition8.
n-executing(5)/pow
eroff-executing(6)
1.3.6.1.4.1.116.5. | powerSupply3 . .
52.2.2.2.3.4.13 | StateLEDTable | INTEGER | RO normal(1)/fail(2)/un - This shows the health state of

(13) nown(3) partition8.
1.3.6.1.4.1.116.5. | powerSupply3 . .
52.2.2.2.3.4.13.1 | StateLEDEntry | INTEGER | RO basic(1)/ hvm(2)/ | This shows the hvm mode of

(1) unknown(3) partition8.
1.3.6.1.4.1.116.5. | powerSupply3 . .
52.2.2.2.3.4.13.1. | StateLEDIndex | Integer32 | RO 0.1A This ShOV‘;S the consumption
1 (1) current of partition8.
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1.3.6.1.4.1.116.5. | powerSupply3 .
52.2.2.2.3.4.13.1. | StateLEDName | Integer32 | RO W This shows the current power
> ) consumption of partition8.
1.3.6.1.4.1.116.5. | powerSupply3 . . .
52.2.2.2.3.4.13.1. | StateLEDType | NA NA NA Th's.s.h°"9"s the information of
3 (3) partition9.
1.3.6.1.4.1.116.5. | powerSupply3 . .
52.2.2.2.3.4.13.1. | StateLEDState | NA NA NA This shows the baste
4 (4) information of partition9.
1.3.6.1.4.1.116.5. owerSupply3 . . . . -
5555934131 | StatelEDeomr | INTEGER | RO invalid(1)/ valid(2) | This shows the validity of
s o (5) /unknown(3) information of partition9.
1.3.6.1.4.1.116.5. | powerSupply3 . .
52.2.2.2.3.4.14 StateFanTable | Integer32 | RO 0.1A This Sho"‘;s the maximum
(14) current of partition9.
1.3.6.1.4.1.116.5. | powerSupply3 . .
52.2.2.2.3.4.14.1 | StateFanEntry | Integer32 | RO w This shows the maximum
1) power of partition9.
1.3.6.1.4.1.116.5. | powerSupply3 .
52.2.2.2.3.4.14.1. | StateFanIndex | Integer32 RO Tp's shows thfe tota_l_number
1 (1) of CPU core of partition9.
1.3.6.1.4.1.116.5. | powerSupply3 This shows the total amount
52.2.2.2.3.4.14.1. | StateFanLocati | Integer32 RO GB of DIMM capacity of
2 on(2) partition9.
1.3.6.1.4.1.116.5. | powerSupply3 . . .
52.2.2.2.3.4.14.1. | StateFanRPM | DISPRYSt | o4 (SIZE(0..40)) This shows the HVM license
3 3) ing information of partition9.
1.3.6.1.4.1.116.5. | powerSupply4 This shows the setting of
52.2.2.2.4 (4) NA NA NA partition9.
1.3.6.1.4.1.116.5. | powerSupply4 INTEGER RO basic(1)/ hvm(2)/ This shows the hvm mode
52.2.2.2.4.1 BasicInfo(1) unknown(3) setting of partition9.
1.3.6.1.4.1.116.5. | powerSupply4l redundancy(1)/ .
52.2.2.2.4.1.1 nfoType(1) INTEGER | RO non-redundancy(2)/ | 1S shows thf‘f DIMM
unknown(3) redundancy of partition9.
1.3.6.1.4.1.116.5. | powerSupply4l .
52.2.2.2.4.1.2 nfoProductNam | NA NA NA Th's.s.ho"g"s the state of
e(2) partition9.
1.3.6.1.4.1.116.5. | powerSupply4l poweroff(1)/
52.2.2.2.4.1.3 nfoModel(3) standby(2)/
poweron(3)/ This shows the power supply
INTEGER RO unknown(4)/powero | state of partition9.
n-executing(5)/pow
eroff-executing(6)
é'23'26'21'2441 120> ﬁf?c‘)NSeerr?::lle%%‘u INTEGER | RO normal(1)/fail(2)/un | This shows the health state of
""" (4) known(3) partition9.
1.3.6.1.4.1.116.5. owerSupply4I . .
52.2.2.2.4.1.5 EfoProduEEVi:rs INTEGER RO basic(1)/ hvm(2)/ This shows the hvm mode of
""" ion(5) unknown(3) partition9.
1.3.6.1.4.1.116.5. | powerSupply4l . -
52.2.2.2.4.1.6 nfoProductMan | Integer32 | RO 0.1A This Sho"‘f the ?°”S“mpt'°”
ufacturer(6) current of partition9.
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1.3.6.1.4.1.116.5. | powerSupply4l .
52.2.2.2.4.1.7 nfoBoardProdu | Integer32 | RO w This shows the current power
consumption of partition9.
ctName(7)
1.3.6.1.4.1.116.5. | powerSupply4I . . .
52.2.2.2.4.1.8 nfoBoardSerial | NA NA NA This shows the information of
partition10.
Num(8)
1.3.6.1.4.1.116.5. | powerSupply4I . .
52.2.2.2.4.1.9 nfoBoardManuf | NA NA NA This shows the basic
information of partition10.
acturer(9)
1.3.6.1.4.1.116.5. | powerSupply4l INTEGER RO invalid(1)/ valid(2) This shows the validity of
52.2.2.2.4.1.20 nfoSpec(20) /unknown(3) information of partition10.
1.3.6.1.4.1.116.5. | powerSupply4 . .
52.2.2.2.4.1.20.1 | SpecRateVolta | Integer32 | RO 0.1A This shows the maximum
. current of partition10.
geMain(1)
1.3.6.1.4.1.116.5. | powerSupply4 . .
52.2.2.2.4.1.20.2 | SpecRateVolta | Integer32 | RO w This shows the maximum
power of partition10.
geSub(2)
1.3.6.1.4.1.116.5. | powerSupply4
52.2.2.2.4.1.20.3 SpecAmbientT Integer32 RO This shows the total number
empUpperLimit 9 of CPU core of partition10.
(3)
1.3.6.1.4.1.116.5. | powerSupply4 .
52.2.2.2.4.1.20.4 | SpecAmbientT This shows the total amount
S Integer32 RO GB of DIMM capacity of
empLowerLimit e
partition10.
(4)
1.3.6.1.4.1.116.5. | powerSupply4
52.2.2.2.4.1.20.5 | SpecHotSpotTe | DisplayStr This shows the HVM license
mpUpperLimit ing RO (SIZE(0..40)) information of partition10.
(5)
1.3.6.1.4.1.116.5. | powerSupply4
52.2.2.2.4.1.20.6 SpecHotSpotTe This shows the setting of
L NA NA NA L
mpLowerLimit partition10.
(6)
1.3.6.1.4.1.116.5. | powerSupply4
52.2.2.2.4.1.20.7 SpecExhaustTe INTEGER RO basic(1)/ hvm(2)/ This shows the hvm mode
mpUpperLimit unknown(3) setting of partition10.
(7)
1.3.6.1.4.1.116.5. | powerSupply4
52.2.2.2.4.1.20.8 | SpecExhaustTe redundancy(1)/ This shows the DIMM
T INTEGER RO non-redundancy(2)/ .
mpLowerLimit K redundancy of partition10.
(8) unknown(3)
1.3.6.1.4.1.116.5. | powerSupply4 NA NA NA This shows the state of
52.2.2.2.4.2 Capacity(2) partition10.
1.3.6.1.4.1.116.5. | powerSupply4 poweroff(1)/
52.2.2.2.4.2.1 CapacityFan(1) standby(2)/
poweron(3)/ This shows the power supply
INTEGER RO unknown(4)/powero | state of partition10.
n-executing(5)/pow
eroff-executing(6)
1.3.6.1.4.1.116.5. | powerSupply4 INTEGER RO normal(1)/fail(2)/un | This shows the health state of
52.2.2.2.4.3 Settings(3) known(3) partition10.
1.3.6.1.4.1.116.5. | powerSupply4 INTEGER RO basic(1)/ hvm(2)/ This shows the hvm mode of
52.2.2.2.4.4 State(4) unknown(3) partition10.
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1.3.6.1.4.1.116.5. | powerSupply4 . .
52.2.2.2.4.4.1 StateSlotNum | Integer32 | RO 0.1A This shows the consumption
(1) current of partition10.
1.3.6.1.4.1.116.5. | powerSupply4 This shows the current power
52.2.2.2.4.4.2 StatePower(2) Integer32 RO w consumption of partition10.
1.3.6.1.4.1.116.5. | powerSupply4 NA NA NA This shows the information of
52.2.2.2.4.4.3 StateHealth(3) partition11.
1.3.6.1.4.1.116.5. | powerSupply4 . .
52.2.2.2.4.4.4 StateAmbientT | NA NA NA This shows the basic
emp(4) information of partition11.
1.3.6.1.4.1.116.5. owerS ly4 . . . . -
52.2.2.2.4.4.5 gtav{eLoLigzgtT INTEGER RO invalid(1)/ valid(2) This shows the validity of
""" emp(5) /unknown(3) information of partition11.
1.3.6.1.4.1.116.5. | powerSupply4 . .
52.2.2.2.4.4.6 StateExhaustT | Integer32 | RO 0.1A This shows the maximum
emp(6) current of partition11.
1.3.6.1.4.1.116.5. | powerSupply4 . .
52.2.2.2.4.4.7 StateMainVolta | Integer32 RO w This shows th_e_maX|mum
ge(7) power of partition11.
1.3.6.1.4.1.116.5. | powerSupply4 .
52.2.2.2.4.4.8 StateSubVoltag | Integer32 | RO Tp'é' shows thfe tOta.'.”“leer
e(8) of CPU core of partition11.
1.3.6.1.4.1.116.5. | powerSupply4 This shows the total amount
52.2.2.2.4.4.9 StatelnputVolt | Integer32 | RO GB of DIMM capacity of
age(9) partition11.
1.3.6.1.4.1.116.5. | powerSupply4 . . .
52.2.2.2.4.4.10 | StateMainCurr | DISPRYSY | g (SIZE(0..40)) This shows the VI license
ent(10) ing information of partition11.
1.3.6.1.4.1.116.5. | powerSupply4 . .
52.2.2.2.4.4.11 | StateSubCurre | NA NA NA This shows the setting of
nt(11) partition11.
1.3.6.1.4.1.116.5. owerSupply4 . .
52.2.2.2.4.4.12 gtateIanECYJrr INTEGER | RO basic(1)/ hvm(2)/ | This shows the hvm mode
""" ent(12) unknown(3) setting of partition11.
1.3.6.1.4.1.116.5. | powerSupply4 redundancy(1)/ .
52.2.2.2.4.4.13 | StateLEDTable | INTEGER | RO non-redundancy(2); | |1iS shows the DIMM
(13) unknown(3) redundancy of partition11.
1.3.6.1.4.1.116.5. | powerSupply4 .
52.2.2.2.4.4.13.1 | StateLEDEntry | NA NA NA This shows the state of
(1) partition11.
1.3.6.1.4.1.116.5. | powerSupply4 poweroff(1)/
52.2.2.2.4.4.13.1. | StateLEDIndex standby(2)/
1 (1) poweron(3)/ This shows the power supply
INTEGER RO unknown(4)/powero | state of partition11.
n-executing(5)/pow
eroff-executing(6)
LIS A LIS | powersupblyd | TEGER | RO normal(1)/fail(2)/un | This shows the health state of
> T o 2) known(3) partition11.
1.3.6.1.4.1.116.5. owerSupply4 . .
52.2224413.1 gtateLEDEI'F;/ge INTEGER RO basic(1)/ hvm(2)/ This shows the hvm mode of
3 o 3) unknown(3) partition11.
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1.3.6.1.4.1.116.5. | powerSupply4 . .
52.2.2.2.4.4.13.1. | StateLEDState | Integer32 | RO 0.1A This shaws the cansumption
4 (4) current of partition11.
1.3.6.1.4.1.116.5. | powerSupply4 .
52.2.2.2.4.4.13.1. | StateLEDColor | Integer32 | RO w This shows thefcu"e.”.t power
5 (5) consumption of partition11.
1.3.6.1.4.1.116.5. | powerSupply4 . . .
52.2.2.2.4.4.14 | StateFanTable | NA NA NA This shows the information of
(14) partition12.
1.3.6.1.4.1.116.5. | powerSupply4 . .
52.2.2.2.4.4.14.1 | StateFanEntry | NA NA NA This shows the basic
(1) information of partition12.
1.3.6.1.4.1.116.5. owerSupply4 . . . . -
522.22.4.414.1 gtateFanFI)r?déx INTEGER RO invalid(1)/ valid(2) This shows the validity of
1T o (1) /unknown(3) information of partition12.
1.3.6.1.4.1.116.5. | powerSupply4 . .
52.2.2.2.4.4.14.1. | StateFanLocati | Integer32 | RO 0.1A This shows the maximum
> on(2) current of partition12.
1.3.6.1.4.1.116.5. | powerSupply4 . .
52.2.2.2.4.4.14.1. | StateFanRPM | Integer32 | RO w This shows the maximum
3 (3) power of partition12.
1.3.6.1.4.1.116.5. | powerSupply5 This shows the total number
52.2.2.2.5 (5) Integer32 | RO of CPU core of partition12.
1.3.6.1.4.1.116.5. | powerSupply5 This shows the total amount
52.2.2.2.5.1 BasicInfo(1) Integer32 | RO GB of DIMM capacity of
partition12.
1.3.6.1.4.1.116.5. | powerSupply5I | DisplayStr This shows the HVM license
52.2.2.2.5.1.1 nfoType(1) ing RO (S1ZE(0..40)) information of partition12.
1.3.6.1.4.1.116.5. | powerSupply5I . .
52.2.2.2.5.1.2 nfoProductNam | NA NA NA This shows the setting of
e(2) partition12.
1.3.6.1.4.1.116.5. | powerSupply5I INTEGER RO basic(1)/ hvm(2)/ This shows the hvm mode
52.2.2.2.5.1.3 nfoModel(3) unknown(3) setting of partition12.
1.3.6.1.4.1.116.5. | powerSupply5I redundancy(1)/ .
52.2.2.2.5.1.4 nfoSerialNum | INTEGER | RO non-redundancy(2)/ | TS Shows the DIMM
(4) unknown(3) redundancy of partition12.
1.3.6.1.4.1.116.5. | powerSupply5I .
52.2.2.2.5.1.5 nfoProductVers | NA NA NA This shows the state of
ion(5) partition12.
1.3.6.1.4.1.116.5. | powerSupply5I poweroff(1)/
52.2.2.2.5.1.6 nfoProductMan standby(2)/
ufacturer(6) poweron(3)/ This shows the power supply
INTEGER RO unknown(4)/powero | state of partition12.
n-executing(5)/pow
eroff-executing(6)
2'23'26'21'24'51 '11%6'5' ﬁ?c‘)"l’a%rasr‘é%ﬂﬁul INTEGER | RO normal(1)/fail(2)/un | This shows the health state of
""" ctName(7) known(3) partition12.
1.3.6.1.4.1.116.5. | powerSupply5I . .
52.2.2.2.5.1.8 nfoBoardSerial | INTEGER | RO pasic(1)/ hvm(2)/ | This shows the hvm mode of
Num(8) unknown(3) partition12.
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1.3.6.1.4.1.116.5. | powerSupply5I . .
52.2.2.2.5.1.9 nfoBoardManuf | Integer32 | RO 0.1A This shows the consumption

current of partition12.
acturer(9)
1.3.6.1.4.1.116.5. | powerSupply5I This shows the current power
52.2.2.2.5.1.20 nfoSpec(20) Integer32 RO w consumption of partition12.
1.3.6.1.4.1.116.5. | powerSupply5 . . .
52.2.2.2.5.1.20.1 | SpecRateVolta | NA NA NA This shows the information of
; partition13.
geMain(1)
1.3.6.1.4.1.116.5. | powerSupply5 . .
52.2.2.2.5.1.20.2 | SpecRateVolta | NA NA NA This shows the basic
information of partition13.
geSub(2)
1.3.6.1.4.1.116.5. | powerSupply5
52.2.2.2.5.1.20.3 SpecAmbientT INTEGER RO invalid(1)/ valid(2) This shows the validity of
empUpperLimit /unknown(3) information of partition13.
(3)
1.3.6.1.4.1.116.5. | powerSupply5
52.2.2.2.5.1.20.4 SpecAmbientT This shows the maximum
empLowerLimit Integer32 RO 0.1A current of partition13.
(4)
1.3.6.1.4.1.116.5. | powerSupply5
52.2.2.2.5.1.20.5 SpecHotSpot_Te Integer32 RO W This shows th_e_maX|mum
mpUpperLimit power of partition13.
(5)
1.3.6.1.4.1.116.5. | powerSupply5
52.2.2.2.5.1.20.6 SpecHotSpotTe Integer32 RO This shows the total number
mpLowerLimit 9 of CPU core of partition13.
(6)
1.3.6.1.4.1.116.5. | powerSupply5 .
This shows the total amount
52.2.2.2.5.1.20.7 SpecExhagstTe Integer32 | RO GB of DIMM capacity of
mpUpperLimit s
partition13.
(7)
1.3.6.1.4.1.116.5. | powerSupply5
52.2.2.2.5.1.20.8 SpecExhagstTe !DlsplayStr RO (SIZE(0..40)) ThIS shO\_Ns the HVI\_/I_Ilcense
mpLowerLimit ing information of partition13.
(8)
1.3.6.1.4.1.116.5. | powerSupply5 NA NA NA This shows the setting of
52.2.2.2.5.2 Capacity(2) partition13.
1.3.6.1.4.1.116.5. | powerSupply5 INTEGER RO basic(1)/ hvm(2)/ This shows the hvm mode
52.2.2.2.5.2.1 CapacityFan(1) unknown(3) setting of partition13.
1.3.6.1.4.1.116.5. | powerSupply5 redundancy(1)/ .
52.2.2.2.5.3 Settings(3) INTEGER | RO non-redundancy(2)/ | 1TiS shows the DIMM
redundancy of partition13.
unknown(3)
1.3.6.1.4.1.116.5. | powerSupply5 NA NA NA This shows the state of
52.2.2.2.5.4 State(4) partition13.
1.3.6.1.4.1.116.5. | powerSupply5 poweroff(1)/
52.2.2.2.5.4.1 StateSlotNum standby(2)/
(1) poweron(3)/ This shows the power supply
INTEGER RO unknown(4)/powero | state of partition13.
n-executing(5)/pow
eroff-executing(6)
1.3.6.1.4.1.116.5. | powerSupply5 INTEGER RO normal(1)/fail(2)/un | This shows the health state of
52.2.2.2.5.4.2 StatePower(2) known(3) partition13.
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1.3.6.1.4.1.116.5. | powerSupply5 INTEGER RO basic(1)/ hvm(2)/ This shows the hvm mode of
52.2.2.2.5.4.3 StateHealth(3) unknown(3) partition13.
1.3.6.1.4.1.116.5. | powerSupply5 . .
52.2.2.2.5.4.4 StateAmbientT | Integer32 | RO 0.1A This shows the consumption
emp(4) current of partition13.
1.3.6.1.4.1.116.5. | powerSupply5 .
52.2.2.2.5.4.5 StateHotSpotT | Integer32 RO W This show_s thefcurre_n_t power
emp(5) consumption of partition13.
1.3.6.1.4.1.116.5. | powerSupply5 . . .
52.2.2.2.5.4.6 StateExhaustT | NA NA NA This shows the information of
emp(6) partition14.
1.3.6.1.4.1.116.5. | powerSupply5 . .
52.2.2.2.5.4.7 StateMainVolta | NA NA NA This shows the basic
ge(7) information of partition14.
1.3.6.1.4.1.116.5. | powerSupply5 . . . . -
52.2.2.2.5.4.8 StateSubVoltag | INTEGER | RO '”Vak"d(l)/ valid(2) .TTS shows thf validity of
e(8) /unknown(3) information of partition14.
1.3.6.1.4.1.116.5. | powerSupply5 . .
52.2.2.2.5.4.9 StateInputVolt | Integer32 | RO 0.1A This ShOV‘;S the maximum
age(9) current of partition14.
1.3.6.1.4.1.116.5. | powerSupply5 . .
52.2.2.2.5.4.10 | StateMainCurr | Integer32 | RO w This shows the maximum
ent(10) power of partition14.
1.3.6.1.4.1.116.5. | powerSupply5 .
52.2.2.2.5.4.11 | StateSubCurre | Integer32 | RO This shows the total number
nt(11) of CPU core of partition14.
1.3.6.1.4.1.116.5. | powerSupply5 This shows the total amount
52.2.2.2.5.4.12 StatelnputCurr | Integer32 | RO GB of DIMM capacity of
ent(12) partition14.
1.3.6.1.4.1.116.5. | powerSupply5 ; . .
52.2.2.2.5.4.13 | StateLEDTable | DISPIAYSt | po (SIZE(0..40)) This shows the HVM license
(13) ing information of partition14.
1.3.6.1.4.1.116.5. | powerSupply5 . .
52.2.2.2.5.4.13.1 | StateLEDEntry | NA NA NA This shows the setting of
(1) partition14.
1.3.6.1.4.1.116.5 powerSupply5 . .
52.2.2.2.5.4.13.1. | StateLEDIndex | INTEGER | RO basic(1)/ hvm(2)/ | This shows the hvm mode
1 (1) unknown(3) setting of partition14.
1.3.6.1.4.1.116.5. | powerSupply5 redundancy(1)/ -
52.2.2.2.5.4.13.1. | StateLEDName | INTEGER | RO non-redundancy(2)/ | TS shows th? DIMM
5 2) unknown(3) redundancy of partition14.
1.3.6.1.4.1.116.5. | powerSupply5 .
52.2.2.2.5.4.13.1. | StateLEDType | NA NA NA This shows the state of
3 (3) partition14.
1.3.6.1.4.1.116.5 powerSupply5 poweroff(1)/
52.2.2.2.5.4.13.1. | StateLEDState standby(2)/
4 (4) poweron(3)/ This shows the power supply
INTEGER RO unknown(4)/powero | state of partition14.
n-executing(5)/pow
eroff-executing(6)
MIB C-65
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Object

oID identifier Syntax Access Value Description
é2326212451411§f gg{:ﬁ%%p;roi INTEGER RO normal(1)/fail(2)/un | This shows the health state of
s o (5) known(3) partition14.
1.3.6.1.4.1.116.5. | powerSupply5 . .
52.2.2.2.5.4.14 | StateFanTable | INTEGER | RO basic(1)/ hvm(2)/ | This shows the hvm mode of
(14) unknown(3) partition14.
1.3.6.1.4.1.116.5. | powerSupply5 . .
52.2.2.2.5.4.14.1 | StateFanEntry | Integer32 | RO 0.1A This shows the consumption
(1) current of partition14.
1.3.6.1.4.1.116.5. | powerSupply5 .
52.2.2.2.5.4.14.1. | StateFanIndex | Integer32 | RO W This shaws the current power
1 1) consumption of partition14.
1.3.6.1.4.1.116.5. | powerSupply5 . . .
52.2.2.2.5.4.14.1. | StateFanLocati | NA NA NA This shows the information of
5 on(2) partition15.
1.3.6.1.4.1.116.5. | powerSupply5 . .
52.2.2.2.5.4.14.1. | StateFanRPM | NA NA NA This shows the basic
3 3) information of partition15.
1.3.6.1.4.1.116.5. | powerSupply6 INTEGER RO invalid(1)/ valid(2) This shows the validity of
52.2.2.2.6 (6) /unknown(3) information of partition15.
1.3.6.1.4.1.116.5. | powerSupply6 This shows the maximum
52.2.2.2.6.1 BasicInfo(1) Integer32 RO 0.1A current of partition15.
1.3.6.1.4.1.116.5. | powerSupply6l This shows the maximum
52.2.2.2.6.1.1 nfoType(1) Integer32 RO w power of partition15.
1.3.6.1.4.1.116.5. | powerSupply6l .
52.2.2.2.6.1.2 nfoProductNam | Integer32 RO This shows the tota_lnnumber
e(2) of CPU core of partition15.
1.3.6.1.4.1.116.5. | powerSupply6I This shows the total amount
52.2.2.2.6.1.3 nfoModel(3) Integer32 RO GB of DIMM capacity of
partition15.
1.3.6.1.4.1.116.5. | powerSupply6I . . .
52.2.2.2.6.1.4 nfoSerialNum | DISPRAYSEr | pg (SIZE(0..40)) This shows the HVM license
(4) ing information of partition15.
1.3.6.1.4.1.116.5. | powerSupply6l . .
52.2.2.2.6.1.5 nfoProductVers | NA NA NA This shows the setting of
ion(5) partition15.
1.3.6.1.4.1.116.5. | powerSupply6l . .
52.2.2.2.6.1.6 nfoProductMan | INTEGER | RO bask'c(l)/ hvm(2)/ | This Sh°"f"s the hvm mode
ufacturer(6) unknown(3) setting of partition15.
1.3.6.1.4.1.116.5. | powerSupply6l redundancy(1)/ .
52.2.2.2.6.1.7 nfoBoardProdu | INTEGER | RO non-redundancy(2)/ | TS shows the DIMM
ctName(7) unknown(3) redundancy of partition15.
1.3.6.1.4.1.116.5. | powerSupply6I .
52.2.2.2.6.1.8 nfoBoardSerial | NA NA NA This shows the state of
Num(8) partition15.
1.3.6.1.4.1.116.5. | powerSupply6l poweroff(1)/
52.2.2.2.6.1.9 nfoBoardManuf standby(2)/
acturer(9) poweron(3)/ This shows the power supply
INTEGER RO unknown(4)/powero | state of partition15.
n-executing(5)/pow
eroff-executing(6)
C-66 MIB
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Object

OID identifier Syntax Access Value Description
1.3.6.1.4.1.116.5. | powerSupply6l INTEGER RO normal(1)/fail(2)/un | This shows the health state of
52.2.2.2.6.1.20 nfoSpec(20) known(3) partition15.
1.3.6.1.4.1.116.5. | powerSupply6 . .
52.2.2.2.6.1.20.1 | SpecRateVolta | INTEGER | RO basic(1)/ hvm(2)/ | This shows the hvm mode of

. unknown(3) partition15.
geMain(1)
1.3.6.1.4.1.116.5. | powerSupply6 . .
52.2.2.2.6.1.20.2 | SpecRateVolta | Integer32 | RO 0.1A This shows the consumption
current of partition15.
geSub(2)
1.3.6.1.4.1.116.5. | powerSupply6
52.2.2.2.6.1.20.3 SpecAmbientT This shows the current power
empUpperLimit Integer32 RO w consumption of partition15.
(3)
1.3.6.1.4.1.116.5. | powerSupply6
52.2.2.2.6.1.20.4 | SpecAmbientT This shows the information of
A NA NA NA i
empLowerLimit partition16.
(4)
1.3.6.1.4.1.116.5. | powerSupply6
52.2.2.2.6.1.20.5 SpecHotSpotTe NA NA NA This shows the basic
mpUpperLimit information of partition16.
(5)
1.3.6.1.4.1.116.5. | powerSupply6
52.2.2.2.6.1.20.6 SpecHotSpotTe INTEGER RO invalid(1)/ valid(2) This shows the validity of
mpLowerLimit /unknown(3) information of partition16.
(6)
1.3.6.1.4.1.116.5. | powerSupply6
52.2.2.2.6.1.20.7 SpecExhagstTe Integer32 RO 0.1A This shows the_ maximum
mpUpperLimit current of partition16.
(7)
1.3.6.1.4.1.116.5. | powerSupply6
52.2.2.2.6.1.20.8 SpecExhagstTe Integer32 RO W This shows th.e.maX|mum
mpLowerLimit power of partition16.
(8)
1.3.6.1.4.1.116.5. | powerSupply6 This shows the total number
52.2.2.2.6.2 Capacity(2) Integer32 | RO of CPU core of partition16.
1.3.6.1.4.1.116.5. | powerSupply6 This shows the total amount
52.2.2.2.6.2.1 CapacityFan(1) | Integer32 RO GB of DIMM capacity of
partition16.
1.3.6.1.4.1.116.5. | powerSupply6 DisplayStr This shows the HVM license
52.2.2.2.6.3 Settings(3) ing RO (S1ZE(0..40)) information of partition16.
1.3.6.1.4.1.116.5. | powerSupply6 NA NA NA This shows the setting of
52.2.2.2.6.4 State(4) partition16.
1.3.6.1.4.1.116.5. | powerSupply6 . .
52.2.2.2.6.4.1 StateSlotNum | INTEGER | RO basic(1)/ hvm(2)/ | This shows the hvm mode
(1) unknown(3) setting of partition16.
1.3.6.1.4.1.116.5. | powerSupply6 redundancy(1)/ .
52.2.2.2.6.4.2 StatePower(2) | INTEGER | RO non-redundancy(2)/ | s shows the DIMM
redundancy of partition16.
unknown(3)
1.3.6.1.4.1.116.5. | powerSupply6 NA NA NA This shows the state of
52.2.2.2.6.4.3 StateHealth(3) partition16.
MIB C-67
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Object

OID identifier Syntax Access Value Description
1.3.6.1.4.1.116.5. | powerSupply6 poweroff(1)/
52.2.2.2.6.4.4 StateAmbientT standby(2)/
emp(4) poweron(3)/ This shows the power supply
INTEGER RO unknown(4)/powero | state of partition16.
n-executing(5)/pow
eroff-executing(6)
1.3.6.1.4.1.116.5. | powerSupply6 . .
52.2.2.2.6.4.5 StateHotSpotT | INTEGER RO normal(1)/fail(2)/un Thls.s.hows the health state of
known(3) partition16.
emp(5)
1.3.6.1.4.1.116.5. | powerSupply6 . .
52.2.2.2.6.4.6 StateExhaustT | INTEGER | RO basic(1)/ hvm(2)/ | This shows the hvm mode of
unknown(3) partition16.
emp(6)
1.3.6.1.4.1.116.5. | powerSupply6 . .
52.2.2.2.6.4.7 StateMainVolta | Integer32 | RO 0.1A This shows the consumption
current of partition16.
ge(7)
1.3.6.1.4.1.116.5. | powerSupply6 .
52.2.2.2.6.4.8 StateSubVoltag | Integer32 | RO w This shows thefcu”e.”.t power
e(8) consumption of partition16.
C-68 MIB
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IPMI Commands List

This Appendix-D provides the list of IPMI Commands.
O IPMI Commands List

IPMI Commands List D-1
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IPMI Commands List

Table D-1 shows supported IPMI Commands.

Table D-1: Supported IPMI Commands

Command NetFn CMD Remark
IPMI Device "Global" Commands
Get Device ID App(06h,07h) 01lh
Get ACPI Power State App(06h,07h) 07h
BMC Watchdog Timer Commands
Reset Watchdog Timer App(06h,07h) 22h
Set Watchdog Timer App(06h,07h) 24h
Get Watchdog Timer App(06h,07h) 25h
BMC Device and Messaging Commands
Get System GUID App(06h,07h) 37h
Get Channel Authentication Capabilities App(06h,07h) 38h
Set Session Privilege Level App(06h,07h) 3Bh
Close Session App(06h,07h) 3Ch
Get Session Info App(06h,07h) 3Dh
Set Channel Access App(06h,07h) 40h
Get Channel Access App(06h,07h) 41h
Set User Access App(06h,07h) 43h
Get User Access App(06h,07h) 44h
Set User Name App(06h,07h) 45h
Get User Name App(06h,07h) 46h
Set User Password App(06h,07h) 47h
Activate Payload App(06h,07h) 48h
Deactivate Payload App(06h,07h) 49h
Get Payload Activation Status App(06h,07h) 4Ah
Get Payload Instance Info App(06h,07h) 4Bh
Set User Payload Access App(06h,07h) 4Ch
Get User Payload Access App(06h,07h) 4Dh
Get Channel Cipher Suites App(06h,07h) 54h
Chassis Device Commands
Get Chassis Capabilities Chassis(00h,01h) 00h
Get Chassis Status Chassis(00h,01h) O1h
Chassis Control Chassis(00h,01h) 02h
Chassis Identify Chassis(00h,01h) 04h
Set System Boot Options Chassis(00h,01h) 08h

IPMI Commands List
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Command NetFn CMD Remark
Get System Boot Options Chassis(00h,01h) 09h
Sensor Device Commands
Get Sensor Threshold Sensor/Event(04h,05h) 27h
Get Sensor Reading Sensor/Event(04h,05h) 2Dh
FRU Device Commands
Get FRU Inventory Area Info Storage(0Ah,0Bh) 10h
Read FRU Data Storage(0Ah,0Bh) 11h
SDR Device Commands
Get SDR Repository Info Storage(0Ah,0Bh) 20h
Reserve SDR Repository Storage(0Ah,0Bh) 22h
Get SDR Storage(0Ah,0Bh) 23h
SEL Device Commands
Get SEL Info Storage(0Ah,0Bh) 40h
Reserve SEL Storage(0Ah,0Bh) 42h
Get SEL Entry Storage(0Ah,0Bh) 43h
Clear SEL Storage(0Ah,0Bh) 47h
Get SEL Time Storage(0Ah,0Bh) 48h
Set SEL Time Storage(0Ah,0Bh) 49h
LAN Device Commands
Set LAN Configuration Parameters Transport(0Ch,0Dh) 01h
Get LAN Configuration Parameters Transport(0Ch,0Dh) 02h
Serial/Modem Device Commands
SOL Activating Transport(0Ch,0Dh) 20h
Set SOL Configuration Parameters Transport(OCh,0Dh) 21h
Get SOL Configuration Parameters Transport(OCh,0Dh) 22h

DCMI Command

Get Asset Tag

DCGRP(2Ch,2Dh)

06h

Set Asset Tag

DCGRP(2Ch,2Dh)

08h

* “Commit write” option for Set In Progress Parameter does not work.

Any changes made during “commit write” set affect immediately.

IPMI Commands List
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LDAP Server Linkage

This Appendix-E describes the LDAP Server Linkage.

O

|
|
|

Overview of the LDAP Server Linkage
Supported LDAP Server

Environmental Setting for Active Directory
Setting BMC

LDAP Server Linkage E-1
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Overview of the LDAP Server Linkage

Logging

BMC search the LDAP directory on the LDAP server by using the Lightweight
Directory Access Protocol (LDAP) to authenticate users. With this function, you
can perform the following:

e Login to BMC as a user registered with the LDAP director

e Group authentication that allows only the account belonging to a specific
group in the LDAP directory to login

in As a User registered with the LDAP Directory

BMC judge whether to allow a user to log in based on the user account
information registered with each module and the user account information in the
LDAP directory at user authentication.

Adding user account information to the LDAP directory on the LDAP server allows
all BMC using the LDAP server to use the added user account information.
Besides, it is not necessary to register the user account information with each
module.

Group Authentication

During user authentication, the group information in the LDAP directory is
viewed and only the user accounts belonging to the group are allowed to log in.
By using the group authentication function, you can construct an LDAP server
linkage environment between BMC without drastically changing the already
constructed LDAP directory.

Supported LDAP Server

E-2

CR 220S supports Active Directory, attached to the following OSes, as the LDAP
server with linkage.

e Windows Server 2008 R2, Standard

e Windows Server 2008 R2, Enterprise

e Windows Server 2008 Standard

e Windows Server 2008 Enterprise

e Windows Server 2008 Standard without Hyper-V
e Windows Server 2008 Enterprise without Hyper-V
e Windows Server 2003 R2, Standard Edition

e Windows Server 2003 R2, Enterprise Edition

LDAP Server Linkage
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Environmental Setting for Active Directory

This section describes settings required when Active Directory is used as an LDAP
server.

The following items show the required setting items.
e Server certificate

e Bind DN for the LDAP server

e User account for logging in to BMC

e Group that is allowed to login to the BMC

Server Certificate

Because all communications between BMC and LDAP servers are carried out
through Secure Socket Layer (SSL), the server certificate must be registered for
Active Directory to be used as an LDAP server.

For details about how to register the server certificate, see the documentation of
your OS.

There are two different server certificates. One is self- signed
certificate, and the other one is a certificate certified by an external
certificate authority. You can use either of them for communication
between BMC and Active Directory.

Bind DN for the LDAP Server

To search an LDAP directory at user authentication, you must connect to an LDAP
server. There are two methods for connecting to an LDAP server as below.
Perform either of the following methods:

e Connect to an LDAP server by using an LDAP bind DN and the password.

e Connect to an LDAP server as an anonymous user.

We recommend to use an LDAP bind DN and the password.
Tip ..

LDAP Server Linkage E-3
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Connect to an LDAP server by using an LDAP bind DN and the
password

Register a user account to use as an LDAP bind DN with your Windows. For
details about how to register user accounts, see the documentation of your OS.

You must grant the access permission for the LDAP directory to use when
authenticating users to the user account to be used as the LDAP bind DN.

Connect to an LDAP server as an anonymous user

Follow the procedure below to register an anonymous user.

When registering a user for LDAP connection, skip this procedure.
Tip ..

1. Select Start > Run..., type "mmc" and click OK.
The Console Root screen is displayed.

"fi Console1

File Action View Favorites  ‘Window  Help

o |[m B2

i Console Root
[=1c oot Name
i < ADsI Edt

E-4 LDAP Server Linkage
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2. Select Menu > File > Add/Remove Snap-in.

3.

Add/Remove Snap-in screen is displayed.

Add/Removye Snap-in

Standalone |Extensi0ns I

e this page to add or remove a stand-alone snap-in From the console.

Snap-ins added ko: Iﬁ

=

Consale Poak

2]

— Description

add. .. Remave About . |

64 I Cancel |

In the Add Standalone Snap-in screen, click Add..., select ADSI Edit from

"Available standalone snap-ins:", click Add, and then click Close.

Add Standalone Snap-in 2=l

fyvailable standalone snap-ins:

Snap-in | Yendor

|«

iﬁ'ﬁ MET Framework 1,1 Configuration  Microsoft Corporation
@Enctive Directory Domains and Trusts  Microsoft Corporation
ﬁ.ﬁ.ctive Directory Sikes and Services  Microsoft Corporation
@.ﬁ.ctive Directory Users and Compu,,.  Microsoft Corporation

gﬁl.ﬁ.ctivex Control Microsaft Corparation

W Microsaft Corpaoration
Autharization Manager Microsaft Corparation

CertiFicate Templates Microsaft Corpaoration

@Certificates Microsaft Corpaoration

@Certiﬂcatiun Authority Microsaft Corparation ;I

.

r~ Description

A low lewel Active Direckory Services Interface editar,

add Close

LDAP Server Linkage
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E-6

When ADSI Edit is not available, see Windows Support Tools.
Tip ..

4. When Add/Remove Snap-in screen is displayed once again, confirm that

[ADSI Edit] is added, and click OK.
[ADSI Edit] is added to the Console Root screen.

i Consolel

File Action Wiew Favorites  Window  Help

= mR[2m

'{ti Console Root

= i T
Namg I
@:DSI Edit

5. Place and right-click the mouse on ADSI Edit, and select Connect to....

LDAP Server Linkage
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6. Select Domain for the domain context of Active Directory to connect, and
click OK.

Connection Settings i x|

Mame: | Domain|

Path: ILDAF‘:,l',l'hitachi-del:nZ“rec.hitachi.IocaI,I'DDmain

iConneckion Poink

" Select or bype a Distinguished Mame or Maming Conkesxk:
| =

{* Select a well known Maming Context:

IDu:umain j

[ i_omputer

™ Select or bype a domain of server:

! =

{* Defaulk (Domain or server that you logged in ko)

Advanced... | (0]4 I Cancel |

7. When the Console Root screen is displayed once again, right-click ADSI Edit
once more, and select Connect to....

8. Select Configuration as Context, and click OK.

Connection Settings i x|

Marne: I Zonfiguration

Path: |LDP.F‘:,f,fhitachi-deb24ec.hitachi.Iocal,l'Cu:unFiguratiDn

—Conneckion Poink

™ Select or bype a Distinguished Mame or Maming Conkexk:
| =

% select a well known Marming Context:

FConfigur ation

T Computer

™ Select or bype a domain or server:

! =

{* Defaulk (Domain or server that you logged in ko)

Advanced... | (0] 4 I Cancel |

LDAP Server Linkage E-7
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9. When the Console Root screen is displayed once again, place and right-click
the mouse on
¥ADSI¥Edit¥configuration¥CN=Configuration¥DC=domain
base¥CN-Services¥CN=Windows NT¥CN=Directory Service, and
select properties.

The Properties screen is displayed.

CN=Directory Service Properties ﬂﬂ

Atribute Editor | Security |

¥ Show mandatory attibutes
¥ Show optional attributes

[ Show aonly attributes that have values

Altributes;
Atbtribute | Syntax I Value ;I
dizplayM ame Unicode Sting  <Mot Set>
dizplayMameFrintable  145-Sting Mot Set>
diztinguishedM ame Distinguizhed ...  CW=Directory Service,CH
dSASignature Octet Sting <Mat Setx
dSCoreFropagationD... UTC Coded Ti...  <Mot Set>
dSHeu % Unicode Sting —~ <Mot Set:
extenziont ame Unicode Sting  <Mot Set>
flags Integer <Mat Setx
framEntry Boolean TRLUE
frsComputerReferenc...  Digtinguished ... <MNot Set>
[RSMemberlReferanc... Digtinguizhed ... <Mot Set>
[SMOFolelwner Distinguizhed ... <Mot Set>
Lﬂ?rbaUEED"PEIiDd Intener I <Mot Set> Llﬂ

Edit |

0k I Cancel | Lpply |

10.Click dSHeuristics, and then click Edit to set a value in the properties screen.
When the value is <Not Set>, type "0000002" in the field. When a value is set,
change the 7th figure from the left to “"2"”. Do not change other figures.

String Attribute Editor ] x|

Attnbuter dSHeurniztics

Walle:
|000o002

Clear | (] I Cancel |

11.When setting is completed, click OK, and the Console Root screen is
displayed. Click OK in the properties screen to apply the setting.

The procedure above can allow you to register an anonymous user.

Then select Registering the User Account for Logging in to the BMC to give access
to an anonymous user.

LDAP Server Linkage
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Registering the User Account for Logging in to the BMC

In [Start > Management Tools > Active Directory Users and Computers], register
the user account for the LDAP directory. For details about how to register user
accounts, see the documentation of your OS.

This section describes the limitations for user names and passwords to be
registered and the procedure for granting role information to be used after
logging in to BMC.

User name

The following characters and the number of characters are available for user
names.

e Number of characters: from 1 to 32 characters
e Available characters for the head of a name: [A-Z] [a-Z]
e Available characters for from the second to the end of a name: [A-Z] [a-Z]
[0-9], *-" (hyphen), “_" (underscore), *.” (period)
Password
The following characters and the number of characters are available for
passwords.
e Number of characters: from 1 to 32 characters

e Available characters: Printable characters in ASCII (0x20-0x7¢€)

The complexity of passwords depends on the security policy of your
mp.| OS.

LDAP Server Linkage E-9
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Granting Role Information

By granting role information to a user account registered with the LDAP directory,
you can set the range of operations to be performed after the login.

If you do not grant role information, operations you can perform after
the login are minimized.

Follow the procedure below to assign role information.

1. Select Start > Run..., type "mmc” and click OK.
The Console Root screen is displayed.

"fii Console1

=lol =i
File Action Wisw Favorites  Window  Help
> |m B 2m

'{ti Console Root

=101x]

Name I

@IDSI Edit
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2. Select Menu > File > Add/Remove Snap-in.
Add/Remove Snap-in screen is displayed.

Add/Remove Snap-in ) 2=
Standalone |Extensi0ns I

e this page to add or remove a stand-alone snap-in From the console.

Snap-ins added ko: Iﬁ

=

Consale Poak

— Description

add. .. Remave About . |

64 I Cancel |

3. In the Add Standalone Snap-in screen, click Add..., select ADSI Edit from
[Available standalone snap-ins:], click Add, and then click Close.

Add Standalone Snap-in ) 2=l

fyvailable standalone snap-ins:

Snap-in | Wendaor | -
ﬂ JMET Framewaork, 1,1 Configuration  Microsoft Corporation
e"@.ﬁctive Direckory Domains and Trusts  Microsoft Corporation
.C\ctive Directory Sites and Services  Microsoft Corporation
@F\ctive Direckory Users and Compu, .. Microsoft Corporation

gﬁ.ﬂctivex Caontraol Microsaft Corpaoration
P Micrasaft Corporation
Authorization Manager Microsoft Corporation
CertiFicate Templates Microsoft Corporation
@Certiﬁcates Microsoft Corporation
@Certiﬁcatian Authority Microsoft Corporation ;I
.
i~ Description

A low lewel Active Direckory Services Interface editar,

Add Close

LDAP Server Linkage E-11
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... | When ADSI Edit is not available, see Windows Support Tools.
Tip ..

When Add/Remove Snap-in screen is displayed once again, confirm that
ADSI Edit is added, and click OK.

ADSI Edit is added to the Console Root screen.

'ifii Console1

i =1oix|
File  Action  Wisw  Favorites  Window  Help

2@ R[2

Name I

| apsl Edit

5. Place and right-click the mouse on ADSI Edit, and select Connect to...

E-12 LDAP Server Linkage
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6. Select Domain for the domain context of Active Directory to connect, and

click OK.

Connection Settings I

x|

Mame: | Domain|

Path: ILDAF‘:,l',l'hitachi-del:nZ“rec.hitachi.IocaI,I'DDmain

iConneckion Poink

" Select or bype a Distinguished Mame or Maming Conkesxk:

{* Select a well known Maming Context:

=

IDu:umain

=

[ i_omputer

™ Select or bype a domain of server:

{* Defaulk (Domain or server that you logged in ko)

=

Advanced... | (0]4 I

Cancel |

7. Open the ADSI Edit tree. Right-click a user account to give roles on the LDAP
directory. Open Properties.
The Properties screen opens and the attributes list assigned to the user
account is displayed.

8. Select the attribute with “Unicode String” for Syntax and “<Not Set>" for
Value from the attributes list, and click Edit.

9. Set roles for BMC.

Set roles for BMC with the following character string.

ServerBladeRole=XXXXXXXX

following role in the numerical order.
1 Login

Administrator

Server Operation

User Account Management
Service Settings

Remote Console

Remote Media

SMASH CLIP

ONO O~ WN

(X:“0” or “17)
XXXXXXXX: each X from the head to the end corresponds to a

10. After setting roles, click OK. When the screen returns to Properties, click OK.

The procedure above completes the role setting for users to log in to BMC.

LDAP Server Linkage
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Group that is allowed to login to the BMC

Register the group to use for group authentication.

If you do not use group authentication, this setting is not required.
Tip ..

Open [Start > Management Tools > Active Directory Users and Computers],
create a group you allow login to BMC in the LDAP directory. After you create the
groups, register user accounts you allow login with the group.

For details about how to create groups and how to register user accounts with
groups, see the documentation of your OS.

Windows Support Tools

E-14

Windows Support Tools is a package software program that contains "ADSI
(Active Directory Service Interface) Edit" for operating objects registered with
Active Directory, and "ldp" for performing Active Directory operations through
LDAP.

Select [Control Panel] and open [Add and Remove Programs]. The list of installed
programs is displayed. When “Windows Support Tools” is displayed in the list,
“ADSI Edit” and “ldp” are available. If not, install “Windows Support Tools” form
the install media.

s When Windows Server 2008 or higher versions are equipped with this
package, skip this procedure.

LDAP Server Linkage
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Setting BMC

This section describes necessary settings for connecting BMC to LDAP servers.
For details about BMC, see LDAP.

User Authentication Method

Select When local user authentication fails, do LDAP user authentication.
The system authenticates users by using the user account information set for
BMC. If the system fails to authenticate users, the system authenticates users by
using the user account information on the LDAP servers.

using the user account you already set.

e If you register a user account name you already set for BMC with
the LDAP directory, the system authenticate users by using the
user account information set for BMC.

e Ifthe LDAP connection function is enabled, you can log in to BMC by
Tip .

Registering LDAP Servers

A maximum of three LDAP servers can be registered. If you register multiple
LDAP servers, BMC tries to connect to the LDAP servers in the order they were
registered. BMC searches the LDAP directory on the server of which connection
was established first, and tries to authenticate users.

If BMC fails to connect to all the registered LDAP servers, user authentication
using the LDAP servers also fails.

e Even if BMC fails to connect to all registered LDAP servers, BMC can

Tip . authenticate users by using a user account registered with BMC
correctly.

LDAP Server Linkage E-15
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Setting the LDAP Server Connection

Port Number
Specify the port number to use for connecting to the LDAP server. Normally, the
636 port is used, however, depending on your environment, you might have to
use another port. Check your network environment before you specify a port.

Bind DN and Bind Password

Set the method for connecting the LDAP server at user authentication.

You must set the method according to the settings you specified during user
registration for LDAP connection. See LDAP.

Setting for Searching the LDAP Directory
Base DN
Specify the DN for the root directory of the LDAP directory to be searched. The

directories under the specified root directory are to be searched at user
authentication.

Attribute for Login ID

Specify the attribute of each entry in the LDAP directory to be compared with the
user ID specified at user authentication.

For Active Directory, the attribute name “sAMAccountName” is used for
searching login IDs usually.

Attribute for Role
If you grant a role to the user account for logging in to BMC during the operation

described in "Granting Role Information", specify the attribute used for granting
the role.

If you did not grant a role, you do not need to perform this operation.
Tip ..

E-16 LDAP Server Linkage
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Setting Group Authentication

Group that is allowed to login to the BMC, you do not need to perform
this operation.

If you do not specify group settings during the operation described in
Tip ..

Attribute for Group Member

Specify the attribute in which the list of user accounts whose login is to be
allowed is stored.

For Active Directory, the list of user accounts is normally stored in the attribute
name “member”.

Group DN

Specify the group DN created in Group that is allowed to login to the BMC.

A maximum of five groups can be specified. User accounts of which login you
want to allow must belong to one of the specified groups

LDAP Server Linkage E-17
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Security strength

This Appendix-F describes the security strength.

O

|
|
|

Overview of security strength

Relationship between security strength and functions
Security strength settings

Comparing functions for security strength settings

Security strength F-1
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Overview of security strength

For BMC network, security strength can be enhanced by the user settings. You
can set “"Default” or “"High”, and the factory default settings is “Default”.

Security strength can be enhanced in BMC network by setting to "High".
When security strength is set to"High”, the following restrictions are required.

e When an encryption communication is available, a plaintext communication
is not available.

e For the encryption communication, only use a cipher algorithm with high
security strength.

Relationship between security strength and functions

F-2

When changing the settings of security strength, each function of system unit
use the following protocols and encryption methods depending on settings.

Table F-1: BMC

Security strength
Function Protocol
Default High
HTTP Available N/A
Web Available Available
HTTPS
(SSL 3.0, TLS1.0/1.1/1.2) (TLS 1, 2)t2
IPMI v1.5 Available N/A3
IPMI over LAN
IPMI v2.0 Available Available*
. Available .
Remote console Original protocol . Available
of Hitachi (Plaintext/SSL 3.0, TLS (TLS 1.2)*
1.0/1.1/1.2)
Available Available
LDAP LDAPS
(SSL 3.0, TLS 1.0/1.1/1.2) (TLS 1.2)
N/A
SNMP (v1/v2c) Available (No response to a demand of
SNMP manager / No trap issue)
SNMP (v3) Available Available
HCSM HTTPS and Origina| Available Available
protocol of Hitachi | (ssL 3.0, TLS 1.0/1.1/1.2)° | (TLS 1.2)°
Notes:

1. When using a certificate less than 2048 bit, cannot connect. Set back to “Default” for security
strength, and register a certificate over 2048 bit. Set to "High" for security strength again.

SAE S

Need to a web browser corresponded SSL/TLS version to use.

Need to an application corresponded SSL/TLS version to use.

Connection is refused when executing when executing “IPMI v1.5 LAN Session Startup”.
When the CipherSuite ID is 3 and the both of UserName and Password are set, "High" is available.

Security strength
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Security strength settings

Security strength can be set using Web console in BMC version 09-80 or higher.
The settable functions are as follows.

For details of security strength settings, see Security and Service.

Table F-2: Security strength settings

Function Description
Exchanging "default" and "high" for security BMC is restarted after changing settings. Settings is
strength reflected after restarting BMC.
Specifying version of supported SSL/TLS The change of settings is reflected dynamically.

¢ When change the settings of security strength, BMC is restarted
Tip . automatically.
e The settings of security strength are executed backup and restore.

Security strength F-3
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Comparing functions for security strength settings

Table F-3: SSL/TLS

Security strength

Cipher suite
Default High

TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA - -

SSL_RSA_WITH_RC4_128_MD5 - -

SSL_RSA_WITH_RC4_128_SHA - -

TLS_RSA_WITH_AES_128_CBC_SHA

4 \4
TLS_RSA_WITH_AES_256_CBC_SHA v v

TLS_DHE_RSA_WITH_AES_128_CBC_SHA - -

TLS_DHE_DSS_WITH_AES_128_CBC_SHA - -

SSL_RSA_WITH_3DES_EDE_CBC_SHA - -

SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA - -

SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA - -

SSL_RSA_WITH_DES_CBC_SHA - -

SSL_DHE_RSA_WITH_DES_CBC_SHA - -

SSL_DHE_DSS_WITH_DES_CBC_SHA - -

SSL_RSA_EXPORT_WITH_RC4_40_MD5 - -

SSL_RSA_EXPORT_WITH_DES40_CBC_SHA - -

SSL_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA - -

SSL_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA - -

TLS_EMPTY_RENEGOTIATION_INFO_SCSV - -

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 - -

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 - -

TLS_RSA_WITH_AES_128_CBC_SHA256 v v
TLS_RSA_WITH_AES_256_CBC_SHA256 v v

TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 - -

TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256 - -

TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 - -

TLS_DHE_DSS_WITH_AES_128_CBC_SHA256 - -

TLS_RSA_WITH_3DES_EDE_CBC_SHA

\/
TLS_RSA_WITH_RC4_128_MD5 v -
TLS_RSA_WITH_RC4_128_SHA v

TLS_ECDHE_RSA_WITH_AES_128_ CBC_SHA - -

TLS_ECDH_RSA_WITH_AES_128_CBC_SHA - -

TLS_ECDHE_RSA_WITH_RC4_128_SHA - -

TLS_ECDH_RSA_WITH_RC4_128_SHA - -

F-4 Security strength
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Server certificate Security strength

[Public key algorithm] Default High
RSA1024 verification \4 -
RSA1024 creation v -
RSA2048 verification v 4
RSA2048 creation v v
RSA4096 verification - -
RSA4096 creation - -
DSA1024 verification 4 -
DSA1024 creation \4 -
Server certificate Security strength

[Signature algorithm] Default High
SHA1 verification v v
SHA1 creation v -
SHA256 verification v v
SHA256 creation \4 v

Table F-4: SSH
Security strength
Host key algorithm

Default High
Password verification RSA1024 verification - -
RSA1024 creation - -
RSA2048 verification v v
RSA2048 creation v v
RSA4096 verification - -
RSA4096 creation - -
DSA1024 verification 4 -
DSA1024 creation v -
Public key verification RSA1024 verification v v
RSA1024 creation - -
RSA2048 verification v v
RSA2048 creation - -
RSA4096 verification v v
RSA4096 creation - -
DSA1024 verification v v
DSA1024 creation - -

Security strength
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Key exchange algorithm

Security strength

Default

High

diffie-hellman-groupl-shal

‘/

\4

diffie-hellman-group14-shal

diffie-hellman-group-exchange-shal

diffie-hellman-group-exchange-sha256

\/
.\/
\/

4
\4
4

Cipher algorithm

Security strength

Default

High

3des

3des-cbc

aes128-chc

aes192-cbc

aes256-chc

aes128-ctr

aes192-ctr

aes256-ctr

SN G G G O G RN

blowfish-cbc

cast128-cbc

arcfour

arcfour128

arcfour256

rijndael-cbc@lysator.liu.se

S S G U G O O G U G G O S

Message authentication algorithm

Security strength

Default

High

hmac-md5

<

hmac-shal

\4

hmac-ripemd160

hmac-ripemd160@openssh.com

umac-64@openssh.com

hmac-shal-96

hmac-md5-96

hmac-sha2-256

hmac-sha2-512

OISR

Security strength
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Table F-5: SNMP v3

Security strength
Cipher algorithm
Default High
None v -
DES v -
AES128 % v
Security strength
Authentication algorithm
Default High
None v _
MD5 v -
SHA1 v v

Security strength
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F-8

Security strength
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