HITACHI

Inspire the MNext

Hitachi Virtual Storage Platform 5000 Series
Hitachi Virtual Storage Platform E Series

Hitachi Virtual Storage Platform G130,
G/F350, G/F370, G/F700, G/F900

SVOS RF 9

REST API Reference Guide

This document describes how to use the Web API, which follows the principles of Representational State
Transfer (REST), for getting information or changing the configuration of the following storage systems:
Hitachi Virtual Storage Platform 5000 series (SVOS RF 9.8.3), Hitachi Virtual Storage Platform E series
(SVOS RF 9.8.3), Hitachi Virtual Storage Platform F350, F370, F700, FO00 all-flash arrays and Hitachi
Virtual Storage Platform G130, G350, G370, G700, G900 (SVOS RF 9.6).

MK-98RD9014-15
August 2022



© 2018, 2022 Hitachi, Ltd. All rights reserved.

No part of this publication may be reproduced or transmitted in any form or by any means,
electronic or mechanical, including copying and recording, or stored in a database or retrieval
system for commercial purposes without the express written permission of Hitachi, Ltd., or
Hitachi Vantara LLC (collectively “Hitachi”). Licensee may make copies of the Materials
provided that any such copy is: (i) created as an essential step in utilization of the Software
as licensed and is used in no other manner; or (ii) used for archival purposes. Licensee may
not make any other copies of the Materials. “Materials” mean text, data, photographs,
graphics, audio, video and documents.

Hitachi reserves the right to make changes to this Material at any time without notice and
assumes no responsibility for its use. The Materials contain the most current information
available at the time of publication.

Some of the features described in the Materials might not be currently available. Refer to the
most recent product announcement for information about feature and product availability, or
contact Hitachi Vantara LLC at https://support.hitachivantara.com/en_us/contact-us.html.

Notice: Hitachi products and services can be ordered only under the terms and conditions of
the applicable Hitachi agreements. The use of Hitachi products is governed by the terms of
your agreements with Hitachi Vantara LLC.

By using this software, you agree that you are responsible for:

1. Acquiring the relevant consents as may be required under local privacy laws or
otherwise from authorized employees and other individuals; and

2. \Verifying that your data continues to be held, retrieved, deleted, or otherwise processed
in accordance with relevant laws.

Notice on Export Controls. The technical data and technology inherent in this Document
may be subject to U.S. export control laws, including the U.S. Export Administration Act and
its associated regulations, and may be subject to export or import regulations in other
countries. Reader agrees to comply strictly with all such regulations and acknowledges that
Reader has the responsibility to obtain licenses to export, re-export, or import the Document
and any Compliant Products.

Hitachi and Lumada are trademarks or registered trademarks of Hitachi, Ltd., in the United
States and other countries.

AIX, AS/400e, DB2, Domino, DS6000, DS8000, Enterprise Storage Server, eServer, FICON,

FlashCopy, GDPS, HyperSwap, IBM, Lotus, MVS, 0S/390, PowerHA, PowerPC, RS/6000, S/
390, System z9, System z10, Tivoli, z/OS, z9, z10, z13, z14, z/VM, and z/VSE are registered

trademarks or trademarks of International Business Machines Corporation.

Active Directory, ActiveX, Bing, Edge, Excel, Hyper-V, Internet Explorer, the Internet Explorer
logo, Microsoft, the Microsoft corporate logo, the Microsoft Edge logo, MS-DOS, Outlook,
PowerPoint, SharePoint, Silverlight, SmartScreen, SQL Server, Visual Basic, Visual C++,
Visual Studio, Windows, the Windows logo, Windows Azure, Windows PowerShell, Windows
Server, the Windows start button, and Windows Vista are registered trademarks or
trademarks of Microsoft Corporation. Microsoft product screen shots are reprinted with
permission from Microsoft Corporation.

All other trademarks, service marks, and company names in this document or website are
properties of their respective owners.

REST API Reference Guide 2


https://support.hitachivantara.com/en_us/contact-us.html

Copyright and license information for third-party and open source software used in Hitachi
Vantara products can be found in the product documentation, at https://
www.hitachivantara.com/en-us/company/legal.html or https://knowledge.hitachivantara.com/
Documents/Open_Source_Software.

EXPORT CONTROLS - Licensee will comply fully with all applicable export laws and
regulations of the United States and other countries, and Licensee shall not export, or allow
the export or re-export of, the Software, API or Materials in violation of any such laws or
regulations. By downloading or using the Software, API, or Materials, Licensee agrees to the
foregoing and represents and warrants that Licensee is not located in, under the control of, or
a national or resident of any embargoed or restricted country.

REST API Reference Guide 3


https://www.hitachivantara.com/en-us/company/legal.html
https://www.hitachivantara.com/en-us/company/legal.html
https://knowledge.hitachivantara.com/Documents/Open_Source_Software
https://knowledge.hitachivantara.com/Documents/Open_Source_Software

Contents

Preface. ... 15
Intended QUAIENCE..........uuee e 15
[ o To [F o AR Y7=T 1 (o] o SRR 15
Document CONVENTIONS...... oot e e e e e 15
Conventions for storage capacity Values.............cccoeoeiiiiiiiiiiiiiicicecc e 17
Accessing product documentation...............eeeiiiiii 18
GEtHNG NEIP. e 18
1O 0] 1011041 o | £ EEUPPRR 18

Chapter 1: Overview of the REST APL.......oooveiiii e 19
System configuration of the REST APl ..., 19

Notes on managing VSP 5000 series storage systems............cccccceeeeiiinnns 20
Requirements for SSL communications.............coooviiiiiiiiiiiiiiiiiee e, 21
Specifying the resource to be managed...............oouvviiiiieeeiiiiiiiieeen 22
Specifying @n ODJECE ID........uiiiiiee e 26
Supported HTTP Methods.........cooo i 29
User authentiCation.............ooooiiiiiii e 30
SESSION MANAGEMENT......eeiiiiiiiiiiiiii e e e e e e e e e e e e e 33
ReqQUESE NEAUETS. ... ..o e e e e e e e e eeenenees 34
ReESPONSE NEAUENS.......eeeii et 38
HTTP StatusS COURS.....uuiiiieee e e 38
Request and response formats. ..o 40
QUETY PArAMELETS. ....eeiiiieiiiiiieiee ettt e e e e e e e r e e e e e e s ntr e e e e e e e snnnsreeeens 42
DAt By P e 43
OULPUL FOrMAL.... . 44
Data ODJECL. ... 45
JOD ODJEC. ... 46
EFTOr ODJECT. ...t 49
ReqUEST ODJECT.... .o 54
Action template ObJecCt..........oooiiii 54
LOCKING MESOUICES. ...ttt 55

Chapter 2: Common operations in the REST API..........ccoooiiiiiiiiiininnn, 60
Getting the version iNformation............... e 60
Getting a list of storage Systems.........cooovviiiiiiiiiiie e 61

Contents

REST API Reference Guide 4



Getting information about a specific storage system............cccooorriiicceeenn. 63

Getting summary information about storage systems...............cccccciiiiiiiiiieeenn. 67
Getting a list Of SESSIONS......ccooiiiiiic e 75
Getting information about a specific session............ccoovvviiiiiciiii e, 77
Generating SESSIONS. .....ccuiiiiiiiiiii et 78
DiSCarding SESSIONS. ... .ccciiiiitie e e e e e e 80
Getting a list of job information...............ccoeiiiiii i, 81
Getting Job INfOrmMation............oooiiiii i 85
LOCKING @ rESOUICE GrOUP......uuueieeeeeeiieeeeeeeeitee e e e e et e e e e e e e et e e e e e e ena e e e e e eennaeeas 87
UNIOCKING @ FESOUICE GIOUP ... iiiiiiiiieee et et ettt e et e e e e e et e e e e e eean e 88
Chapter 3: User management and access control..............cccceciieieenennn, 90
Overview of user management and access control............cccceevvveveeviiiiiiicceeennn. 90
Workflow for user management and access control.............cccoeovveeiiiiiiiiccieennn. 91
Input rules for user IDs and PasSWOrdS..............ceeeeieiiiiieiiieceeeeeee e 92
Getting a list Of reSOUrCe groUPS.........uiiiiii e, 93
Getting information about a specific resource group.........ccccceeveeeeeeeeeiieeeeeennnes 100
Creating @ reSOUICE QIOUP......uuiiiiiiiiieeeeeeeeeeee e e e e s eeeeeeeeeeee e eeeeeeeeaaaaaaaaaaeeens 103
Adding a resource t0 @ reSOUICE GrOUP........cveeeeeuruiieeeeeeeiiaeeeeeeennaeeeeeesnnnaeens 105
Removing a resource from a reSOUrCe groUp.......cooeeeeeeeeeeeeeeiiiiiiiiaaaeaeaeeaeenns 108
Deleting @ reSOUMCE GrOUP.....coiiiiiiie et e e e e e e e e e eaaae e e eeeenes 112
Getting a list Of USEr groupsS........ovveeiiiiiiiieee e 113
Getting information about a specific user group............ouuueeiiiiiiiinieeeeeieeeeeeeeees 115
Creating @ USEr GrOUP ... ... e i e e e e e e et e e et a e e e e e e 117
Changing the user group settings.........cooovviiiiiiiiiicc e 120
Assigning resource groups t0 @ USEr QrOUP........cueeeeeeereieeasaiaiiiiinnreeeeeeeeeeeens 124
Releasing resource groups assigned to a User group.........cccceeeeeeeevvviieeeeeennnnn. 126
Deleting @ USEI QrOUP.......ccoiiiiieeiiieee e e e e e e e e et a e e e e e e e e e e e e e e eeeenennnens 128
Getting @ liSt Of USEIS.....cooiiiiiiieieee e 129
Getting information about a specific USEer..............ceeieiiiiiiiiiiiii, 131
Creating @ USer aCCOUNL............ooiiiiiiiice e e e e e e e e eeeeennnanes 133
Changing the password of the USer............ooooiiiiiiiiii e 135
AddiNg USErsS 10 USEr GrOUPS.......ceiiiieiieieeeeiiie e e e e e et e e e e e et e e e e e e e e e e e eesaaes 136
Removing users from USEr groUPS.........cooiiiiiiiiiieiiciee e 138
Deleting @ USer aCCOUNT..........ooiieee e 140
Chapter 4: Parity group management............cooooiiiiiiiiinnee e 142
Overview Of @ Parity GrOUP.......cooiiiiiie e 142
Getting information about parity groups.........cccccciiiiiiiiiiiiiieeeee e 143
Getting information about a specific parity group.........ccccccoeeeeiiiiiiviiiiiccc. 150
Getting a list of drive information.............cccooi i 154
Getting information about a specific drive.............ccooooiiiiiiiccccc 162
Contents

REST API Reference Guide 5



Creating @ parity groUpP........oooeeieieiiiccee e e e e e e e e e e e e e eenannees 164

Changing the drive Settings..........ccccuuuiiiiiiiiiii e 168
Changing the accelerated compression setting of a parity group.................... 169
Formatting @ parity GroUD..... ..o 171
Deleting @ parity groUP........ e oo e e e 173
Chapter 5: Volume allocation.............ccoooeiiiiiiiiiiiiii e 175
Overview of volume allocation...............oouiiiiiiiiiii e 175
Getting information about the capacity of a storage system............................ 176
Getting information about the total efficiency of a storage system.................. 179
Getting volume information...............eeeiiiiiiiiii e 183
Getting information about a specific volume................c.ccceeeeiiieiii, 216
Creating @ VOIUME.... ..ot e e e e e e e e e e e eeeaannnns 218
Formatting @ voluME.........ooiii e 224
Expanding the capacity of a volume...............oooomiiiiii . 227
Changing the volume settings..........cooorviiiiiieiiic 229
Changing the volume status..............uuuiiiiiii 237
Shredding @ VOIUME.........ooiiiiicee e 239
Reclaiming zero pages of a DP volume.............ouvviiiiiiiiiiieeee 243
Changing the MP blade assigned to a volume..............ccooiiiiiiiiiiiiiieee 245
Deleting @ VOIUME..... oo e e e e e e aeees 246
Getting port information..............oooeiiiii e 248
Getting information about a specific port............ooorrriii 256
Changing the port attribute...............eeiiiiii, 265
Getting information about host groups or iSCSI targets.............ccccoeeevieviennnns 267
Getting information about a specific host group or iSCSI target...................... 276
Getting a list of host modes and host mode options..........cccccoeeeeeiiiiiiiiiiiinnnne. 279
Creating a host group or an iSCSItarget...........cooovviimiiiiiiie e, 281
Changing the host group or iISCSI target settings...........ccoooviiiiiiiiicicce. 284
Deleting a host group or the iSCSI target..............ovviiiiieeeiiii, 287
Getting WWN information...........ccooooi i 288
Getting information about a specific WWN...........o 290
Registering a WWN for the host group............oooomiiiiiiiiieeeee, 292
Setting the nickname for a WWN...........oiiiiiiiii e 294
Deleting the WWN from a host group............eeeeeeeiiiiiiiiiiiiee 296
Getting ISCSI NAMES.......ccoi e e e eeaaaaas 297
Getting information about a specific iISCSI name............ccccceeeeiiiiiiiiiiiiiiie, 300
Registering the iSCSI name for the iSCSI target............ooooviiiiiiii 302
Setting the nickname for an iISCSI name............ccccceeeeieeiiiiiiiiiiie 304
Deleting the iISCSI name from the iISCSI target...........ooovviiiiiiiii 306
Getting information about CHAP USErs..........cccciiiiiiiiiii e 307
Getting information about a specific CHAP USEer.........ccccoooeeiiiiiiiiiiiiin. 309
Contents

REST API Reference Guide 6



Setting the CHAP user name for the iSCSI target............oiieieii, 311

Setting a secret for the CHAP USer ... 312
Deleting the CHAP user from the iSCSl target..........ccccceeeeeiiiiiiiiiiii, 314
Getting information about LU paths............oovviiiiiiiii e, 316
Getting information about a specific LU path.............cccccoeiiiiiiis 320
Sending the ping command to a specified host...........cccvvvviiiiiiiiiiiiiii, 323
Setting the LU path ... 325
Setting the priority levels of ALUA paths............ouuiiiiiiiiiiiie 327
Deleting @ LU path........oooeiiie e a e 328
Setting the command deViCe............coooiiiiiiiiiiee e 330
Getting a list of MP information.............ooooiii e 333
Releasing the host reservation status by specifying the LU path................... 335
Releasing the host reservation status by specifying a host group................... 337
Chapter 6: Pool management.............cooouiiiiiiiiiii e 339
OVEIVIEW OFf @ POOL......eeieieeee e 339
Getting pool INfOrMatioN...........coooiii e 340
Getting information about a specific poOl..........cccccoooiiiiiiiiic 376
Creating @ POOL.......oooeeeeee e —————— 391
Changing pool SEtHINGS. ......cccoiiiiii e 396
EXpanding @ POOL.......ccoouieiiieiieeee e 401
ShriNKING @ POO0L.......eeiieeie e e e e 403
Performing performance monitoring of @ pool...............coovviiiiiiiiiiiiieee 405
Performing tier reloCation...........cccoooiiiiiiiiiiiieeeceeee e 407
RESIONNG @ POOL... ..o 409
Initializing the capacity saving function for @ pool.............cc, 411
Deleting @ POOL.......coeeee e 412
Chapter 7: Optimizing /O performance............cccoooveviiiiiiiiiiiiiieeeeeeeees 414
Overview of optimizing 1/0 performance.............cooooviiiiiiiicieee e, 414
Getting information about CLPRS...........cooviiiiiiiiiee e 415
Getting information about a specific CLPR.............oooiiiiiieeee 417
Creating @ CLPR ...t e e e e 419
Changing the settings of a CLPR..........oooiriii 421
Deleting @ CLPR ... 423
Assigning LDEVS 10 @ CLPR........oomiiicieee e, 424
Assigning parity groups t0 @ CLPR..........uuuiiiiiii e 426
Getting information about external parity groups..........ccccceevieeeeeiieiiiieeeeiiiinnnes 428
Getting information about a specific external parity group.........ccccceeeeeeeeeeen.n. 431
Assigning external parity groups to @ CLPR.........oovvviiiiiiii, 434
Changing the MP blade assigned to an external parity group..............ccc.o...... 436
Configuring QoS settings for a volume..............ccooiiiiiiiiiie e 437
Contents

REST API Reference Guide 7



Getting performance information for a volume on which QoS has been set

8 o PSPPI 442
Managing QOS GrOUPS. .. ..uuuuuuuiiiiiiiiiieiiitteeeaea e e e e e e e e e e s s s s s eeeeeeeeeeeaeaaeas 443
Getting a list of Server Priority Manager information.................cccociiiiiiinnnee. 443
Getting Server Priority Manager information by specifying a volume and the
WWN oriSCSI name of an HBA..........ooeiiiiiiiieieeeeee e 446
Setting Server Priority Manager information by specifying a volume and the
WWN or iSCSI name of the HBA...........oeeiiii e 448
Changing the Server Priority Manager information..............cccvvviiiiiiiinnnnn. 451
Deleting Server Priority Manager information...............cccccouviiiiiiiiiiiiieee, 454

Chapter 8: Managing Shadowlmage pairs...........ccoeeeviiiiiiiiiine e, 457
Overview of Shadowlmage..........ccoooiiiiiii 457
Workflow for operating Shadowlmage pairs...........ccccoooveeiiiiiiiiicciccceee e, 459
Pair status (Shadowlmage)..........cuuuiiiiiiiiiiii 461
Getting a liSt Of COPY GrOUPS.....ueeiiiiiiiiiiiieee e 463
Getting information about a specific copy group..........coooeviviiiiiiiiiiieeeeeeeeeee 468
Getting a list of Shadowlmage Pairs..........ccccuvuiiiiiiiiiiiiiiiee e 472
Getting information about a specific Shadowlmage pair............ccooevviiiiccennnn. 475
Getting information about all of Shadowlmage pairs...........cooovvviiiiiiieeeenenenn. 478
Creating @ Shadowlmage Pair.............uueeeeiieiiiiiiiiieee e 481
Splitting Shadowlmage pairs in units of COpy groups...........ccccccuevvvririeeneeeeen. 486
Splitting @ Shadowlmage Pair...........ooooviiiiiiiiiicie e 489
Resynchronizing Shadowlmage pairs in units of copy groups...........cccceeeueee. 492
Resynchronizing a Shadowlmage pair...........cccccuvviiiiiiiiiie 494
Restoring Shadowlmage pairs in units of copy groups...........ccoovvvvvvviveeceeennn. 497
Restoring a Shadowlmage Pair..............eeeeeeiiiiiiiiiiiieeee e 499
Deleting @ COPY GrOUP......uuuuiiiiiiiiieie ettt e e 502
Deleting a Shadowlmage pair...........oooo oo 503

Chapter 9: Managing Thin Image pairs.........ccccceeieeiieiiiiieieeeeie e 506
Overview of ThiN IMage........uuuueiiiiie e e 506
Workflow for operating Thin Image pairs...........ccccocciiiiiiiiiiiiiiieeeee e, 509
Pair status (Thin IMage).......cccc e 511
Getting information about Thin Image pairs in units of snapshot groups......... 514
Getting information about Thin Image pairs in a specified snapshot group.....521
Getting information about Thin Image pairs...........cccueveiiieiiiiie 526
Getting information about a specific Thin Image pair.............cccoovvvviiiiicccennnn. 533
Getting information about all of Thin Image pairs.......cccccccceeeiiics 537
Creating @ Thin IMage Pair..........ccuuiiiiiiiiieiieeeeeee e 541
Storing snapshot data in units of snapshot groups............ccoooviiiiicicceenee. 546
Storing SNapshot data..........ooooiiiiiiiii e 548

Contents

REST API Reference Guide 8



Resynchronizing Thin Image pair in units of snapshot groups and deleting

SNAPSNOt Aala.......oeiie e 549
Resynchronizing a Thin Image pair and deleting snapshot data..................... 552
Restoring snapshot data in units of snapshot groups............ccccceeeiiiiiiin. 554
Restoring snapshot data..............oouuiiiiiiii 556
Assigning a secondary volume to snapshot data..............ccccevveiiiiieinnnn. 558
Unassigning the secondary volume for snapshot data..................cccvvveevieeeeen. 560
Deleting Thin Image pairs in units of snapshot groups...........cccccceeveeiiiinnnnn.n. 562
Deleting @ Thin IMage Pail........cooooeiiiiiiiiii e 563
Deleting Thin Image pairs by snapshot tree............cceevveeiis 564
Deleting garbage data of all Thin Image pairs in a snapshot tree................... 566
Cloning pairs in a specified snapshot group........cccceeeeevveeeeeieeiiiccce e, 568
Cloning @ Thin IMage Pair............eeeeieieiiiiiiieee s 570
Chapter 10: Configuring a remote copy environment..................cccee.e. 573
Workflow for configuring a remote copy environment................coeevvveviiinnennennn. 573
Registering and deleting information about remote storage systems.............. 575
Overview of registering and deleting information about remote storage
S]] 0 TSP 576
Getting a list of remote storage Systems..........ccccciiiiiii 576
Getting information about a specific remote storage system..................... 579
Registering information about remote storage systems.......................... 582
Deleting information about remote storage systems...............cccccciiiinnnee. 584
Setting remote CONNECLIONS...........uuuiiiiiiiiii e, 586
Overview of the remote connection settings...........ccccceeeiieiiiiiiiiiiiieee, 586
Getting a list of remote CONNECLIONS............uuuiiiiiiiiiiiii e 587
Getting information about a specific remote connection............................ 592
Creating a remote CoNNECtioN.............evveiiiiiiiiiiieeeceee e 595
Changing the remote connection settings............ccccooveiiiiiei e 598
Adding remote paths to a remote connection.............cccccceeeeeiiiiiiii e, 601
Deleting a remote path from a remote connection...............ccoooviviininnnnnnnn. 603
Deleting a remote connection................uuuiiiiiiiiiiiiiiiii 605
Getting information about iISCSI ports........ccccoooiiiiiiiiiiiiiiccceee e 607
Getting information about a specific iISCSI port............cccovvviiiiiiiiicc. 609
Registering an iSCSI POI.........oooiiiiiiiii e 612
Removing the registration of an iSCSI port...........ccooevmiiiiiie 615
SettiNg JOUMNAIS......oeeeiieeee e e 617
Getting journal iINformMation..............ooooii i 617
Getting information about a specific journal...............cccciiciien 624
Creating @ JOUMNAL..........ouvuuiiiiie e 626
The mirror journal Status............oooiiiiiiii e 628
Changing journal Settings...........uuuiiiiiiiii e 629
Contents

REST API Reference Guide 9



Adding a journal VOIUME...........uiii e
Deleting a journal volume from a journal............ccceeveiiiiiiiiiiiiiiiiis
Changing the MP blade assigned to a journal..............c..oooviiiiiiiiicceeennnn.
Deleting @ JoUurnal....... oo

Y= 11T e 18 o 4 U o o

Getting information about quorum diskS............ccceeeeiiiiiiiiiiiii,
Getting information about a specific quorum disk...........ccccooeeeiiiiiiiiiiinnnn,
Registering information about a quorum diskK...............c,
Deleting information about a quorum disK..........cccccoooeiiiiiiiiieee

Chapter 11: Managing TrueCopy pairs or Universal Replicator pairs... 648

Overview of TrueCopy and Universal Replicator.............ccccvvviiieiiieeinnnnnnn. 648
Workflow for operating TrueCopy pairs or Universal Replicator pairs............. 649
Flow of recovery operations to be performed when a failure occurs at the
primary site of a Universal Replicator pair..........ccccceeviiieiiiiiiiiieeeeceeee 651
Pair status (TrueCopy and Universal Replicator)............ccccoiiiiiiiiiiinee 654
Getting a list of remote COpPY Qroups .....cooveviiiieiiiieee e 658
Getting information about a specific remote copy group............cccccuvvvviiiieeneee. 668
Getting information about a specific remote copy pair............cccceeeiiiiininnenennnn. 681
Getting TrueCopy or Universal Replicator pair information............................. 688
Getting information about all of remote copy pairs.........ccccceeeeiiiiiiiieiiiieeeeeees 691
Creating a TrueCopy pair or Universal Replicator pair.............cccovveveriiiiinnnnnns 698
Splitting TrueCopy pairs or Universal Replicator pairs in units of copy
00 U1 01 7RSS 707
Splitting a TrueCopy pair or Universal Replicator pair...........ccccceeevvieeiiieennnnnn. 712
Resynchronizing TrueCopy pairs or Universal Replicator pairs in units of
COPY GIOUPS .ttt e e e e e e e e e e e e ettt et et e e e et e e e e e e e e et ee e et ae et e e e e e e e e aeeeeeeeeeeennnnes 717
Resynchronizing a TrueCopy pair or Universal Replicator pair...................... 724
Deleting TrueCopy pairs or Universal Replicator pairs in units of copy
00 U1 01 7RSS 731
Deleting a TrueCopy pair or Universal Replicator pair...........c.ccccccoeeiiiiiiiinnnnne 733
Enabling volumes at the secondary site to take over work in units of copy
0 Lo 0] 1= RPN 735
Enabling volumes at the secondary site to take over work in units of copy
=1 7 738
Chapter 12: Managing global-active device pairs...........cccccevvevvvneennee. 742
Overview of global-active deviCe...............oieee 742
Workflow for operating global-active device pairs........cccccccveeeeeeeiiiieiiiiiccc, 743
Pair status (global-active deviCe).............uucieiiiiiiiiiiieee e 745
Getting a list Of remote COPY GroUPS.........uuuiiiiiiiiiiiiiiieee e 750
Getting information about a specific remote copy group............cooovvvviiiinnnnnn. 759
Getting information about global-active device pairs...........ccoovvviiiiiiiieiennnennn. 772
Contents

REST API Reference Guide

10



Getting information about a specific remote copy pair............ccccceeieeiiiiieenenn. 776

Getting information about all of remote copy pairs..........ccceeeeeeiieeiiieeiiieeeeees 784
Creating a global-active deviCe Pair..........cccoeeiieeiiiiiiiccccceeeee e 790
Deleting global-active device pairs in units of copy groups...............cceeeeeeeee 796
Deleting a global-active device pair............cooveeiiiiiiiiiiiiieeee e 799
Suspending global-active device pairs in units of copy groups....................... 801
Suspending a global-active device pair.........cccccceeeeiiiiiieii e 805
Resynchronizing global-active device pairs in units of copy groups................ 808
Resynchronizing a global-active device pair..........cccooooiiiiiii 814
Chapter 13: Performing Volume Migration operations............cccccc........ 820
Overview of Volume Migration.................ouvuiiiiiiiii e 820
Workflow for performing Volume Migration............ccccooeeeeiiiiiiiiiiiiiiieeee 822
Pair status transitions (Volume Migration)...............eeeeeeiiiis 825
Creating a pair to be used for Volume Migration................ccooviiiiiiiiiiiicceennn. 826
Performing migration for an entire COpy group............euvveceiiiiiiiieieeieeeeeeeeeinnns 829
Performing migration. ... 830
Getting a list of copy groups (Volume Migration)...............ccoooviriiiiiiiiicceeeeennn. 832
Getting information about a specific copy group (Volume Migration).............. 836
Getting a list of pairs (Volume Migration).............oooooiiiiiiiiiiiiiieeceeeeeeeee 841
Getting information about a specific pair (Volume Migration).......................... 843
Deleting a pair (Volume Migration)...........cccoooviiiiiiiiiieiiccccee e, 846
Deleting a copy group (Volume Migration)...............eeeeeiieeeiiiiiiiiiiiie 848
Canceling migration for an entire COpY group........ccccooeviiiiiiiiiiiiiicccceeee e, 849
Canceling MIgratioN........ oo 851
Chapter 14: Performing Universal Volume Manager operations .......... 854
Overview of Universal Volume Manager.............cooovvvieiiiiiiiiiiiee e, 854
Workflow for Universal Volume Manager................ooooiiiiiiiiiiiiiiiiieeeeeeeeeee 856
Getting information about an iISCSI target of a port on an external storage
521 (=] o 1 PP 861
Registering an iSCSI name of an external storage system to a port on the
[ocal storage SYSIEM......... i 864
Getting the iISCSI name of an external storage system that is registered to a
port on the local storage SYStem.........ccoooviiiiiiiiiii e 866
Performing a login test on an iSCSI target of an external storage system
that is registered to a port on the local storage system.........cc.cccooooviiiiiiinnnes 869
Getting a list of ports on an external storage system..........ccccccccciinn. 872
Getting a list of LUs defined for a port on an external storage system............ 875
Mapping an external VOIUME...........coouuiiiiiiii e 878
Getting a list of external path groups...........cccuuviiiiiiiii e 881
Getting information about a specific external path group...........ccccccovvvneeennnin. 889
Adding an external path to an external path group.........cccccoeiiiiiiiiiiininn. 895
Contents

REST API Reference Guide 1



Removing an external path from an external path group..........cccccovvvvieennnn. 898

Unmapping an external VOIUME............oooiiiiiiiiii e 900
Disconnecting from an external volume...............cccceeieeeeiiiiiiiiiii e, 902
Deleting an iSCSI name of an external storage system that is registered to
a port on the local storage system..........coooiiiiiiiiii i 903
Chapter 15: Initial settings for a storage system.............cccccoeiiiiirinnnnnnn. 905
Overview of the initial settings of a storage system.............cccoorrirriicceeennn. 905
Getting the system date and time of a storage system..............cccccciiiiiiie 906
Getting a list of time zones that can be used in a storage system.................. 908
Setting the system date and time of a storage system...........cccccceeiiiiii, 910
Uploading the files required for initial configuration...............ccccoovriiiiiiiiinnnnnnn. 915
Getting information about the transfer destinations of audit log files............... 917
Specifying the transfer destinations of audit log files..............ccooovviiieeni. 920
Sending test messages to the transfer destinations of audit log files.............. 928
Getting SNMP Settings........oooiiiiii 929
Specifying the SNMP error notification destinations..............cccooeviicceen. 936
Sending a teSt SNIMP trap..... ..o 946
Getting information about the error notification email settings........................ 947
Specifying settings for error notification emails...............cccccooiiiiiiiiiccccenn. 950
Adding a destination address for error notification emails..............ccccccccenenn. 958
Deleting a destination address for error notification emails............................. 960
Sending a test error notification email...............cccceeeeiiiiii 962
Getting a list of license information...........cccccccoii i 963
Getting information about a specific license.............cccccoiiiiiiiiiiiiii, 967
Installing SOftWaAr€.........ccooiiieee e 969
Enabling or disabling @ llCeNSE...........cooiiiiiiiiieeee s 971
REeMOVING SOftWArE........coo i 972
Changing the user information used in searches of the external
authentication server set for a storage system...........ccccvvvevieiiii . 973
Chapter 16: Encrypting data...........ccooooiiiiiiiiiii e 977
Overview of data encryplion..............cceeeeiiiiiiii e, 977
Workflow for operations related to data encryption............ccoooviiiiiiiiieneeen, 978
Getting information about the encryption environment settings...................... 983
Changing the encryption environment settings.............ccoceiiiiieeeiiiiiiiiie, 984
Getting the number of encryption KeYs...........uuvciiiieiiiiiiiiiceee e, 986
Getting information about a list of encryption Keys..........ccccoooiiiiiiiiiiiiiiiiinnee. 987
Getting a specific encryption KeY...........ooovmmimiiiiiiiiie e, 991
Creating encryption KEYS.......cooveiiiiiiiiiieie e e e e e e e eeeeeaeanes 994
Deleting an encryption KeY.............uuuiiiiiiiiiiiiiiiiieieceee e 995
Backing up encryption KEYS...........oi oo 997
Contents

REST API Reference Guide 12



Restoring encryplion KEYS......ooov e 999

Chapter 17: Monitoring storage systems...........cccoevvvviiiiciiiiiee e, 1001
Getting a list of alert information................ooooiiiiii 1001
Getting information about the hardware installed in a storage system.......... 1005
Getting information about channel boards..............ccccoovviiiieiiii, 1026

Chapter 18: Managing resources by using virtual storage machines. 1030

Overview of managing resources by using virtual storage machines............ 1030
Workflow for managing resources by using virtual storage machines........... 1031
Getting a list of virtual storage machines..............ccooiiiiiiiiii 1032
Getting information about a specific virtual storage machine....................... 1034
Creating a virtual storage machine.............cccceeiiiiiiiiiiiiiieee e, 1036
Deleting a virtual storage machine..............cccccoiiiiii 1039
Getting information about virtual LDEVS........cccccooooiiiiiiiiiccccieeeee e 1041
Setting a virtual LDEV nUMDET...........oooiiiiciee e 1049
Deleting a virtual LDEV NUMDET..........uuiiiiiiiiiiiiiii e 1051
Chapter 19: Sample coding........coouvviiiiiiiiic e 1054
Overview of SamMPle COAING.......uuuiiiiiiiiiiiiiiiae e 1054
Sample coding for volume allocation................coooiiiiiiiiie e, 1063
Sample coding for Shadowlmage pair operations...............oovvviiiiiiiiiieeeeeenn. 1077
Sample coding for registering remote storage system information................ 1089
Sample coding for TrueCopy pair operations................oooviveiiiiiciiieeeeeeeeeeee, 1102

Sample coding for uploading files (specifying the transfer destinations of
e= U o 1 (o To I 11=T=) TP URPPPPP 1118
Sample coding for downloading a file (backing up encryption keys).............. 1131
Sample coding for re-creating a parity group (data encryption)..................... 1136
Functions used in the sample coding...........ccoooiiiiiiiiiiiii e, 1147

Appendix A: Getting configuration information (including additional
information) from the storage system cache...........c......ccciiiiie, 1156
About the acquisition of additional information..................cccciiiiiceeennn. 1156
Updating the cache of storage system configuration information.................. 1158
Appendix B: Implementing retry processing..........ccccoeeveeiiieieeiieeeenn. 1160
Implementing retry proCeSSINgG.... ... cciiii i 1160

Appendix C: Operations performed on QoS groups by using REST
APl requests that include simple in the request line............................ 1164
Overview of REST API requests that include simple in the request line........ 1164
Specifying resources to manage (URL)..........ueueiiiiiiiiiiiiiiiiiiie 1164
Specifying @an ObJECE ID.........oiiiii 1166
Supported HTTP mMethods...........oooiiiiiieeceeeee e 1166

Contents

REST API Reference Guide 13



ReqUESt hEaErS........ccoeieieeeeeeeeee e 1167

ReSpONSEe headers...........uuueiiiiii e 1168

HTTP Status COUES......uniieiieee e 1169

Request and response formats...........cccoeeeiiiiiiiiiiiiiicccee e, 1170

QUETY PAraMELEIS. ....eeiiieeiiiieie et e e e e e eeea e e 1170

[ F= ] = 0 1Y/ 1= TP 1171

OUIPUL FOrMaAL. ..o e 1172

Data ODJECT. ... 1172

o ] o] o] =T o SRR 1172

Operations 0N QOS GrOUPS......cccoiiiiiiiiieiiiiie e e e e aeaaaaes 1173

Getting a list of QOS groUPS.....ccoviiiiiiiiii e 1173

Getting information for a specific Q0S group...........cooeeeeeeicicciii, 1176

Getting performance information for a specific QoS group...........cccuuveee.. 1179
Appendix D: About the Data in Place upgrade of VSP 5000 series

Storage SYSIeMS.. ... 1182

Notes on performing a Data in Place upgrade............cccceevviiiiiiiiiiiniicceeeennn. 1182

Re-registering a storage system after a Data in Place upgrade.................... 1182

Appendix E: Notes and restrictions............ccccoooiiiiiiiii i 1183

Notes and restriCtionS..........ooooiieii i 1183

Contents

REST API Reference Guide 14



Preface

This document provides information and instructions to help you use the REST API.

The REST API provides the Web API, which follows the principles of Representational State
Transfer (REST), for getting information about storage systems or changing the configuration
of storage systems.

Please read this document carefully to understand how to use the REST API, and keep a
copy of this document for reference.

Intended audience

This document is intended for system administrators and authorized service providers who
are involved in configuring and operating any of the following storage systems: Hitachi Virtual
Storage Platform 5000 series; Hitachi Virtual Storage Platform E series; Hitachi Virtual
Storage Platform F350, F370, F700, F900; Hitachi Virtual Storage Platform G350, G370,
G700, G900.

Readers of this document should be familiar with the following:
* Data processing, as well as RAID storage systems and their basic functions

* The relevant storage systems of the following: Hitachi Virtual Storage Platform 5000
series; Hitachi Virtual Storage Platform E series; Hitachi Virtual Storage Platform F350,
F370, F700, F900; Hitachi Virtual Storage Platform G350, G370, G700, G900.

* Writing programs that use the REST API

Product version

This document revision applies to the following microcode or firmware:
= VSP 5000 series: firmware 90-08-61 or later

* VSP E series: firmware 93-06-61 or later

= VSP F350, F370, F700, F900: firmware 88-08-08 or later

* VSP G350, G370, G700, G900: firmware 88-08-08 or later

Document conventions

This document uses the following typographic conventions:

Preface
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Document conventions

Convention Description
Bold * |ndicates text in a window, including window titles, menus, menu
options, buttons, fields, and labels. Example:
Click OK.
* |ndicates emphasized words in list items.
Italic * [ndicates a document title or emphasized words in text.
* Indicates a variable, which is a placeholder for actual text provided
by the user or for output by the system. Example:
pairdisplay -g group
(For exceptions to this convention for variables, see the entry for
angle brackets.)
Monospace Indicates text that is displayed on screen or entered by the user.
Example: pairdisplay -g oradb
<>angle Indicates variables in the following scenarios:
brackets = Variables are not clearly separated from the surrounding text or
from other variables. Example:
Status-<report-name><file-version>.csv
= Variables in headings.
[1square Indicates optional values. Example: [ a | b ] indicates that you can
brackets choose a, b, or nothing.
{} braces Indicates required or expected values. Example: { a | b } indicates that
you must choose either a or b.
| vertical bar Indicates that you have a choice between two or more options or

arguments. Examples:
[ a| b]indicates that you can choose a, b, or nothing.

{a| b} indicates that you must choose either a or b.

This document uses the following icons to draw attention to information:

Icon Label

Description

E Note

Calls attention to additional information.

Preface
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Conventions for storage capacity values

Icon Label Description

Tip Provides helpful information, guidelines, or suggestions for
performing tasks more effectively.

Important Highlights information that is essential to the completion of a
task.

Caution Warns the user of adverse conditions and/or consequences (for
example, disruptive operations, data loss, or a system crash).

CAUTION Warns the user of a hazardous situation that, if not avoided,

A could result in major or minor injury.

WARNING Warns the user of a hazardous situation which, if not avoided,

could result in death or serious injury.

Conventions for storage capacity values

Physical storage capacity values (for example, disk drive capacity) are calculated based on

the following values:

Physical capacity unit Value

1 kilobyte (KB)

1,000 (10) bytes

1 megabyte (MB)

1,000 KB or 1,0002 bytes

1 gigabyte (GB)

1,000 MB or 1,000% bytes

1 terabyte (TB)

1,000 GB or 1,000* bytes

1 petabyte (PB)

1,000 TB or 1,000° bytes

1 exabyte (EB)

1,000 PB or 1,000 bytes

Logical capacity values (for example, logical device capacity, cache memory capacity) are
calculated based on the following values:

Logical capacity unit Value

1 block

512 bytes

1 cylinder

Mainframe: 870 KB

Preface
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Accessing product documentation

Logical capacity unit Value

Open-systems:
= OPEN-V: 960 KB
= Others: 720 KB

1KB 1,024 (21°) bytes

1 MB 1,024 KB or 1,0242 bytes
1GB 1,024 MB or 1,0243 bytes
1TB 1,024 GB or 1,024* bytes
1PB 1,024 TB or 1,0245 bytes
1EB 1,024 PB or 1,0248 bytes

Accessing product documentation

Product user documentation is available on the Hitachi Vantara Support Website: https://
knowledge.hitachivantara.com/Documents. Check this site for the most current
documentation, including important updates that may have been made after the release of
the product.

Getting help

The Hitachi Vantara Support Website is the destination for technical support of products and
solutions sold by Hitachi Vantara. To contact technical support, log on to the Hitachi Vantara
Support Website for contact information: https://support.hitachivantara.com/en_us/contact-
us.html.

Hitachi Vantara Community is a global online community for Hitachi Vantara customers,
partners, independent software vendors, employees, and prospects. It is the destination to
get answers, discover insights, and make connections. Join the conversation today! Go to
community.hitachivantara.com, register, and complete your profile.

Comments

Please send comments to doc.comments@hitachivantara.com. Include the document title
and number, including the revision level (for example, -07), and refer to specific sections and
paragraphs whenever possible. All comments become the property of Hitachi Vantara LLC.

Thank you!
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Chapter 1: Overview of the REST API

This chapter describes the system configuration for using the REST API, how to specify
resources, the format of requests and responses, and descriptions of each object.

System configuration of the REST API

This section explains the basic system configuration for using the REST API.

The following shows the basic system configuration of the REST API.

REST API client

Storage system

LAM or WAN

Storage system

Changing the oy
configuraticn ! SRR
SVP or GUM!
REST API "
Eane FGettin_q
information
1 =

By using the REST API, you can get information from the storage system or change
the configuration of the storage system. The REST API can perform operations on the

following storage systems:

= VSP 5000 series

* VSP E series

* VSP F350, F370, F700, F900
*= VSP G350, G370, G700, G900

SVP (Service Processor)

This is a computer that has basic functions for managing storage systems. You can
manage a storage system via an external device that communicates with the SVP in
the case of a VSP 5000 series storage system.

GUM (Gateway for Unified Management)

This is a computer that has basic functions for managing storage systems. You can
manage a storage system via an external device that communications with the GUM in
the case of a VSP E series, VSP G350, G370, G700, G900, VSP F350, F370, F700,

F900 storage system.

GUM exists in each controller, CTL1 and CTL2.
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Notes on managing VSP 5000 series storage systems

REST API server
This is a component that acts as a server to receive REST API requests from REST
API clients, issue orders to the storage system, and then return the execution results
to the REST API clients.

The REST API server is installed on the storage system's SVP in the case of a VSP
5000 series storage system, and on the storage system's GUM in the case of a VSP E
series, VSP G350, G370, G700, G900, VSP F350, F370, F700, F900 storage system.

5 Note:

In the case of VSP E series, VSP G350, G370, G700, G900, VSP F350,
F370, F700, F900 storage systems, the REST API servers that are
allocated on the GUM of CTL1 and CTL2 operate independently.
Therefore, when a failure occurs in one GUM, the REST API server on the
other GUM can be used to run the operation. However, the following
information is not inherited by the REST API servers:

* Job information
* Remote storage system information

If necessary, register information about the remote storage systems to the
other REST API server.

REST API clients
The REST API clients issue requests to the REST API server. The term "REST API
client" refers to software or scripts that use the REST API.

In the case of VSP E series, VSP G350, G370, G700, G900, VSP F350, F370, F700, FO00
storage systems, you can use the REST API to run API requests other than those described
in this manual, such as API requests that get information in a simple format and API requests
that return responses at a high speed. For details about these API requests, see the Hitachi
Storage Advisor Embedded Guide on the Hitachi Vantara Knowledge website.

Note: The REST API server links internally with the CCI of the SVP or the GUM.
The maximum number of CCl instances used by the REST API server is 1000, in
the range from 1048 to 2047. If you use the CCI of the SVP or the GUM for a
purpose other than the REST API, use an instance number that is not in the
range from 1048 to 2047.

Notes on managing VSP 5000 series storage systems

If you are managing VSP 5000 series storage systems, note the following.
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Requirements for SSL communications

Notes when performing maintenance work on storage systems

* If an APl request is executed during controller maintenance or when a controller failure
has occurred, the API request might fail, and one of the following error messages might be
output: KART40047-E, KART30102-E, KART30011-E, KART00007-E or KART20022-E.

If an error occurs, wait until the maintenance work is complete, and then execute the API
request again.

* |f you execute an API request while maintenance work is being performed on the storage
system, the API request might fail with the HTTP status code 503 or with the KART40047-
E.

Check with maintenance staff to see whether maintenance work is being performed. If
maintenance work is being performed, wait until the maintenance work is complete, and
then execute the API request again.

Backing up and restoring storage system settings files

You can also use Hitachi Device Manager - Storage Navigator to back up a REST API
database file as the settings file of a VSP 5000 series storage system. You can restore the
backed up files by using Storage Navigator.

When the REST API is used to perform the following operations, a good practice is to back
up the storage system settings files in order to back up the REST API database.

* Registering or deleting remote storage system information

For details about backing up storage system settings files, see the System Administrator
Guide.

5 Note:

When you use Storage Navigator to back up or restore the settings files, the
REST API services automatically stop. If you attempt to use Storage Navigator to
back up or restore the settings files when the REST API services cannot be
stopped, the operation will fail. For this reason, do not back up or restore the
settings files of a storage system if the REST API is performing an operation or
has locked a resource.

Requirements for SSL communications

This section describes how to set up SSL communication for the REST API.

With the REST API, you can use SSL communication between the REST API clients and the
REST API server.

Chapter 1: Overview of the REST API
REST API Reference Guide 21




Specifying the resource to be managed

For SSL communications between REST API clients and the REST API server, the server
certificate for HTTPS installed in the SVP or the GUM is used. By default, this server
certificate is a self-signed certificate. For this reason, a communication error might occur
depending on the client program. To resolve this issue, do one of the following:

* Change the certificate of the storage system to a server certificate trusted by a certificate
authority, such as VeriSign.

For details on how to obtain a certificate signed by a certificate authority and how to
update the certificate on the SVP or the GUM, see the System Administrator Guide.

= Correct the client programs to avoid errors.

The approach taken to correct client programs to avoid errors varies by programming
language.

For example, if the Requests library is used with Python, verification of the server
certificate can be omitted if verify=False is specified when a request is issued.

You can use the following protocol versions and encryption methods (cipher suites) for
communication between the REST API clients and the REST API server.

* For VSP 5000 series storage systems:

The TLS versions and encryption methods (cipher suites) that can be used vary
depending on the SVP communication settings.

For details on how to configure SVP communication settings, see the System
Administrator Guide.

* For VSP E series, VSP G350, G370, G700, G900, VSP F350, F370, F700, F900 storage
systems:

The following table shows the TLS versions and encryption methods (cipher suites) that

can be used.
TLS encryption methods (cipher suites)
TLS1.2 = TLS RSA WITH AES 128 CBC SHA256(0x00,0x3C)

= TLS RSA WITH AES 256 CBC_SHA256 (0x00, 0x3D)
= TLS RSA WITH AES 128 GCM_SHA256 (0x00,0x9C)
= TLS RSA WITH AES 256 GCM_SHA384 (0x00,0x9D)

= TLS ECDHE RSA WITH AES 128 GCM SHA256 (0xCO, 0x2F)

= TLS ECDHE RSA WITH AES 256 GCM SHA384 (0xC0,0x30)

Specifying the resource to be managed

In REST API, domains are separated for each type of operation. The URL format differs for
each domain. The domains used in REST API and the URL format are as follows:
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Specifying the resource to be managed

Objects domain:
A domain for defining operations on each object subject to REST API operations, such
as operations on storage system resources (for example, LDEVs or pools). Specify the
URL in the following format:

protocol://host-name:port-number/ConfigurationManager/version/objects

Services domain:
A domain for defining the services provided by the REST API server. Services indicate
batch operations for multiple objects, or operations for using or changing the
configuration of the REST API server, such as locking or unlocking a resource group.
Specify the URL in the following format:

protocol://host-name:port-number/ConfigurationManager/version/services
Configuration domain:

A domain for defining settings related to the REST API server, for example, collecting
REST API version information. Specify the URL in the following format:

protocol://host-name:port-number/ConfigurationManager/configuration

Base URL.:

protocol://host-name:port—-number/ConfigurationManager

= For the protocol, specify https or http. Specify a valid protocol in the storage
system settings. We recommend using https for security.

* Host name: Specify the IP address of the GUM (SVP) or a host name that can be
resolved.

= Port number: Specify the port number to be used for communications with the
REST API server. The default port number is 443 for SSL communications, and 80
for non-SSL communications. The port number can be omitted if the default port
number is used for communications.

= Version: Specify the version of the REST API. Currently, only v1 can be specified.
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Specifying the resource to be managed

g Tip:
You can also specify the URL in the same format used for the Configuration

Manager REST API. Specify the URL in the following format:

= For the objects domain

protocol://host-name:port-number/ConfigurationManager/version/objects/

storages/storage-device-ID

= For the services domain

protocol://host-name: port-number/ConfigurationManager/version/storage-

device-ID/services

For the storage device ID, specify a 12-digit value consisting of the fixed value
designated for the model of the storage system and the storage system's 6-digit
serial number. If the serial number is less than six digits, pad it with leading zeros.
The fixed value designated for the storage system model is as follows.

Storage system Fixed value

VSP 5100, 5500, 5100H, 5500H 900000%
VSP 5200, 5600, 5200H, 5600H

VSP E590, VSP E790, VSP E590H, VSP 934000
E790H

VSP E990 936000
VSP E1090, VSP E1090H 938000
VSP F370, F700, F900 886000

VSP G370, G700, G900

VSP F350 882000
VSP G350
VSP G130%2 880000

#1: These storage systems have serial numbers that are less than 6 digits. Pad
the storage device ID with zeros, added after this designated value and before
the serial number, to bring the total number of digits for the storage device ID up
to 12.

#2: This model is available only in select markets. Contact your local sales
representative for availability.
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Specifying the resource to be managed

The following describes the URL formats supported by each domain.

For the objects domain:

/v1l/objects/object-type/object-ID/actions/action-name/

invoke

HTTP
metho
URL formats (excluding the base URL) d Operations
/v1l/objects/storages GET Obtain
general
information
about the
target storage
system
/v1l/objects/storages/instance GET Obta_in
detailed
information
You can also specify the URL in the following format: about the
. . target storage
/vl/objects/storages/storage-device-ID system
/v1l/objects/object-type GET Obtain_a list
of multiple
objects
You can also specify the URL in the following format:
POST | Create new
/v1l/objects/storages/storage-device-ID/object-type otﬂects
/vl/objects/object-type/object—ID GET Ob_tain an
object
You can also specify the URL in the following format: PATCH [ Change an
attribute of an
/vl/objects/storages/storage-device-ID/object-type/ object
object-ID
DELET | Delete an
E object
/v1l/objects/object-type/object-ID/actions/action-name GET ObFam the
action
template for
You can also specify the URL in the following format: an object
/v1l/objects/storages/storage-device-ID/object-type/
object-ID/actions/action-name
POST | Run an action

on an object
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Specifying an object ID

HTTP
metho
URL formats (excluding the base URL) d Operations
You can also specify the URL in the following format:
/v1l/objects/storages/storage-device-ID/object-type/
object-ID/actions/action-name/invoke
For the services domain:
HTTP
metho
URL formats (excluding the base URL) d Operations
/v1l/services/service-name/actions/action-name/invoke POST Run ?
specific
action of the
You can also specify the URL in the following format: service
/v1l/storage-device-ID/services/service-name/actions/
action-name/invoke
For the configuration domain:
HTTP
metho
URL formats (excluding the base URL) d Operations
. . . GET Obtain the
configuration/version )
version
information of
the REST API

The following is an example of a URL:

https://192.0.2.100/ConfigurationManager/vl/objects/ldevs

Specifying an object ID

An object ID is an ID that is used to uniquely identify a resource. An object ID is used when
specifying a specific resource in a URL.
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Specifying an object ID

You can use the following two methods to specify an object ID:

(Recommended) Run the GET operation to obtain the object ID from the execution result.
Example: When specifying the object ID of an LDEV

If the object type is 1devs, because the object ID of the LDEV is unique in the storage
system, use the object ID obtained by running the GET operation without changing the ID.
If the object ID of the LDEV is 100, specify as follows:

1devs/100

Generate an object ID by using the character string that connects multiple attribute values
with commas.

Example: When specifying the object ID of a host group

If the object type is host-groups, the object ID of the host group can be generated by
connecting, with a comma, the attribute value of the port and the attribute value of the host
group that belongs to the port. If the attribute value representing the port is cL.1-2, and
the attribute value representing the host group which belongs to the port is 200, specify as
follows:

host-groups/CL1-A,200

To generate an object ID by connecting multiple attribute values with commas, the attribute
value must be encoded in accordance with the RFC3986 on the REST API client. After all
attribute values are encoded, specify the character string that connects multiple attribute
values with commas to be the object ID. Typical symbols which need encoding are shown
below.
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Specifying an object ID

Pre-Encode Post-Encode
! (exclamation mark) $21
# (number sign) $23
$ (dollar sign) %24
% (percent) %25
& (ampersand) %26
' (single quotation mark) %27
( (left parenthesis) %28
) (right parenthesis) %29
* (asterisk) %22
+ (plus sign) $2B
, (comma) $2C
: (colon) %$3A
; (semicolon) %3B
= (equal sign) 23D
? (question mark) %3F
@ (at sign) %40
[ (left square bracket) %5B
] (right square bracket) %5D

Here is an example of specifying the object ID of the Shadowlmage pair from the following
attribute values:

"copyGroupName": "localCopyGroupl"

"pvolDeviceGroupName": "localCopyGrouplP "

"svolDeviceGroupName": "localCopyGrouplS "

"copyPairName": "pair 1P,1S"

In this example, the comma in copyPairName is encoded to $2C, and then the values are

connected with commas. The resulting object ID is as follows.

localCopyGroupl, localCopyGrouplP ,localCopyGrouplS ,pair 1P%2C1lS
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Supported HTTP methods

5 Note:

= |f the object ID is obtained by performing the GET operation, the REST API
server returns an encoded value. To use the object ID obtained by performing
the GET operation in a request of another operation, use the object ID without
decoding it.

= |f you want to create a new object or change an attribute, we recommend that
you do not specify values that contain the reserved characters listed above.

Supported HTTP methods

HTTP defines methods, which are operations that can be performed on resources.

The REST API supports the following HTTP methods.

HTTP
method Description Processing method
GET This method gets object information. Synchronous
Alternatively, this method gets a list of
objects.
For example, this method can obtain a list
of pools.
POST * This method creates new objects. Asynchronous
For example, this method can create However, the following APIs are
pools. performed in synchronous

processing.

*= This method can perform specific . .
: : = Generating sessions

actions to objects.

= Uploading the files required

For example, this method can expand " . .
xamp ! XP for initial configuration

pools.

= Getting information about an
iSCSI target of a port on an
external storage system

* Performing a login test on an
iSCSI target of an external
storage system that is
registered to a port on the
local storage system

= Backing up encryption keys

PATCH This method changes the attributes or the Asynchronous
state of an object.

For example, this method can change the
pool threshold.
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User authentication

HTTP
method Description Processing method

However, the following API is
performed in synchronous
processing.

= Setting the system date and
time of a storage system

DELETE | This method deletes objects. Asynchronous

For example, this method can delete pools. | However, the following APIs are
performed in synchronous
processing.

= Discarding sessions

The following explains the processing method for the REST API (synchronous processing
and asynchronous processing):

= For synchronous processing, the processing results are returned in the response.

* For asynchronous processing, the operation on the resource is registered as a job. In
addition, the job information and the HTTP status code 202, which indicates that the
processing has been accepted, are returned in the response. Subsequently, the registered
job runs asynchronously. If registration of a job fails, the HTTP status code 500 is
returned.

Q Tip:
= If you specify Completed for the Response-Job-Status in the request

header (even for asynchronous processing operations), a response will be
returned only after the job is complete.

= For pair operations, you can use Job-Mode-Wait-Configuration-
Change in the request header to specify the time when the job status
changes to Completed. If you specify Nowait in the request header, the
job status will change to Completed without waiting for data copying to
finish.

User authentication

User authentication is required to operate the storage system. To run any REST API request,
you must specify the Authorization header to perform user authentication.

In the REST API, session-based user authentication is performed. A session is always
generated first when a REST API client accesses the REST API server and starts an
operation. In the request that generates a session, the user ID and password are used for
authentication to access the storage system. After a session is created, specify session
information for the Authorization header to perform authentication based on the session
information.

Chapter 1: Overview of the REST API
REST API Reference Guide 30




User authentication

5 Note:

= For REST API user authentication, use a user account registered in the
storage system, or use a user account managed by the external authentication
servers or approved external servers that are connected to the storage
system.

User accounts of other products, such as Hitachi Command Suite products,
and user accounts managed by an external authentication servers or an
approved external servers that are connected to other products cannot be
used for REST API user authentication.

* To perform REST API user authentication when the storage system and the
other products, such as a Hitachi Command Suite products, are connected to
the same external authentication server or approved external server, create a
user account other than the one used by the other products. In such cases,
create a user account that meets the following conditions:

* If you are creating a user account for external authentication, do not
register this account in the Hitachi Command Suite products.

* If you are creating a user account for approved external authentication, do
not register the approved external group in the Hitachi Command Suite
products.

Selecting the appropriate user authentication method

When using the REST API, use different authorization methods appropriately, as shown
below.

* For session generation: Authorization is based on the user ID and password.
= For operations other than the above: Authorization is based on the session.

The following provides an overview of authentication based on the operation of the REST
API.

Generate a session

Run AP requests by using the token you acquired when you
Run AF1 requests eenerated the session. rou can use the same token fir
multiple requests.

Discard the session Dizcard the session after you finish ywour work.
(Legend)

: Authorizafion is based on the user D and password .

» Anthovization is based on the session.
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Authentication by the user ID and password

When you create a session, specify authentication information in the following format in the
Authorization header:

Authorization: Basic authentication-information

authentication-information
Specify a base64-encoded character string in which the user ID and password are
concatenated with a colon (:). Use the user ID and password of a user account that
can perform operations on storage system resources.

When using the REST API, you can use the following characters for the user ID and
password.

Number of
Item characters Specifiable characters
User ID 1to 63 You can use the following characters.
characters = Alphanumeric characters
* The following symbols:
P#ESSe " *+- . /=2Q@"_" {1}~
Password 6 to 63 You can use the following characters.
characters = Alphanumeric characters
= ASCII symbols which can be keyed in except space:
PTESSET (), -/ <=>2Q@[\N] "
{1y~

The following is an example of the Authorization header where the user ID is sample-user,
and the password is sample-password:

Authorization: Basic c2FtcGxlLXVzZXI6c2FtcGx1lLXBhc3N3b3Jk

Authentication by sessions

Specify the token for the session in the following format in the Authorization header:

Authorization: Session token

Token
A token is authentication information that is returned after a session is created. This
information is used to determine whether the request was issued from an authorized
user.
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Example of the Authorization header:

Authorization: Session 550e8400-e29b-41d4-a716-446655440000

Session management

In the REST API, a session is used to identify multiple requests as a series of operations to
be performed by the same client. For example, if a user wants to use the same account to
run two client programs in parallel, the user must generate a session for each client program.
On the REST API server, each program is identified based on session information. In
addition, when the REST API is used to exclusively lock the resources to be operated, the
REST API controls the locks on a session basis.

A session is always generated when a REST API client accesses the REST API server and
starts an operation on a storage system. After a session is generated, a session ID and token
are returned to the client. In subsequent operations, specify the token for the Authorization
header of each request, as authentication information. To terminate operations from a REST
API client, discard sessions to prevent sessions that are no longer required from remaining
on the server.

Generating a session

A REST API session is created when the user runs the API that generates a session. A user
can generate multiple sessions. The maximum number of sessions that can be used is 64 per
storage system.

After the session is generated, the following information is returned to the client as a
response:

= Session ID

ID used for identifying a session on the REST API server. A session ID is used to check
whether the session is valid or to discard the session. The user who created the session,
or a user who belongs to the Administrator user group (built-in user group) can view the
session ID.

= Token

Information that is used to identify the source that issues requests as a specific user. A
token is used to decide whether the request is issued during the same session. Only the
user who created the session can view the token.

Running an API request by using a session

To use a session to run an API request, specify a token for the Authorization header of the
request as authorization credentials. The requests for which the same token is specified are
handled as the operation during the same session. The following is an example of specifying
the Authorization header with a token specified.

Authorization : Session d7b673af189048468c5af9bcfl3bbbb6f
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If a session goes unused for a certain period of time, it is automatically discarded (session
timeout). The time that elapses until a session timeout is the time that has elapsed since the
session was generated or the execution result of the request for which the session was
specified was returned. The wait time during synchronous processing and the wait time for
the response of an asynchronous processing API request are not included in that time. If a
request that uses that session is issued during the time that elapses until a session timeout,
the time is reset. The time until a session timeout is 300 seconds (5 minutes) by default.
However, you can specify the time until a session timeout when a session is generated.

To prevent the session for an operation that is in progress from being discarded by a timeout,
periodically issue a request that uses the session.

g Tip:
If the information (such as the role and resource group) about the user who
generated the session is changed while the session is being used, the changes
are applied to the operation even while the session is being used. If the password
of the user who generated the session is changed, the session might be
discarded.

Discarding a session

If you no longer need to manage sessions after finishing a series of operations, discard the
sessions. Sessions can be discarded only by the user who generated the sessions, or a user
who belongs to the Administrator user group (built-in user group) .

If you have locked the resources by specifying a session, the resources will be unlocked
when the session is discarded.

Request headers

This section describes the request headers supported by the REST API.

Cate
Header gory Description Specifiable value
Accept Optio | Specifies the media type of */* (json)
nal the response. Default value: */* (json)
Content-Type Optio | Specifies the media type of | application/json
nal the request body.

Default value:

If a request body is application/json
specified, the Content-Type
header is specifiable. If a
request body is not
specified, this header is
ignored even if specified.
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Cate
Header gory Description Specifiable value
Content-Length Optio | Specifies the size of the Specify the header, in bytes.
nal request body. Default value: None
You can specify the Content-
Length header when
specifying a request body.
This header is automatically
assigned depending on the
specifications of the client
software.
Authorization Requ | Specifies the authorization Specify the header in one of
ired method and authorization the following formats.

credentials.

You do not need to specify
this header for the API
function that gets version
information or for the API
function that gets a list of
storage systems.

When using the REST API,
use different authorization
methods appropriately, as
shown below.

= For session generation:
Authorization is based on
the user ID and
password.

= For operations other than
the above: Authorization
is based on the session.

Specify the appropriate
authentication method
depending on the API.

= Authentication based on
the user ID and password

Basic
authorization-
credentials

For the authorization
credentials, specify the
user ID and password in
a character string
encoded by using
Base64. Use the user ID
and password of a user
account that can perform
operations on storage
system resources.

= Authorization based on
the session

Session token

When the session was
generated:

Specify a token that was
obtained when the
session was generated.

Default value: None
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Cate
Header gory Description Specifiable value
Remote- Requ | Specifies the authorization Specify the header in the
Authorization ired credentials to be used when | following format:
(for accessing the remote
the storage system. This header | Session token
API is used in the API for the
for following object types: Specify the token for the
the = remote-mirror- session that was generated
objec ;
copygroups in the remote storage
t _ _ system.#
types [* remote-mirror-copypairs
on Default value: None
= remote-storages
the
right)
Response-Max-Wait | Optio | Specifies the maximum wait | Integers between 0 and
nal time until a response is 1800

returned when an API
request for asynchronous
processing is issued. A
response is returned when
the specified time elapses
after the REST API server
accepted the API request.

If the processing finishes
before the maximum wait
time elapses, a response is
returned at the time of
completion.

Factors such as network
status and load of the REST
API server can delay
acceptance of a response,
so the wait time might be
longer than the specified
maximum time. Take these
factors into account when
specifying the maximum wait
time.

Unit: Seconds

Default value: None
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Cate
Header gory Description Specifiable value
Response-Job- Optio | Specifies the status of the Specify the header in one of
Status nal job that is expected to return | the following formats:
a response when an API
request for asynchronous job-status;
processing is issued. A
response is returned when or
the job transits to the
specified status or when the | jop-status; Job-
processing StOpS due to an State=state-of-the-job
error.
Default value: None
Job-Mode-Wait- Optio | Specifies when the job Specify either of the
Configuration- nal status is to be changed to following values:
Change Completed when an API

request for asynchronous
processing is issued in pair
operations.

Use this header for the API
functions that meet the
following conditions.

= The object type is one of
the following:

* local-clone-
copygroups

* local-clone-copypairs

° remote-mirror-
copygroups

° remote-mirror-
copypairs

= The HTTP method is
either of the following:

- POST
* PATCH

* Wait: Wait for data
copying to finish, and
then change the job
status to Completed.

* NoWait: Change the job
status to Completed
without waiting for data
copying to finish.

If you specify Nowait, data
copying continues even after
the job status changes to
Completed. To check
whether data copying has
finished, check the status of
the target resource.

Default value: Wwait

#: Specify at least 60 seconds for the timeout time of a session generated on the remote
storage system. If you specify less than 60 seconds, the session on the remote storage
system might time out, causing the execution of a request to fail.

If a header other than the above is specified, the specified header is ignored.
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Response-Max-Wait and Response-Job-Status can be specified in combination. If both are
specified, a response is returned when either condition is satisfied.

If neither Response-Max-Wait nor Response-Job-Status is specified, a response is returned
immediately.

Response headers

This section describes the response headers returned by the REST API server.

Header Description Default

Content-Type | Indicates the media type of the | application/

response data. json; charset=UTF-8
Content- Indicates the size of the None
Length response data.

If the size of the response data
is large, instead of this header,
Transfer-Encoding:
chunked is returned, indicating
that the response data has
been divided and then

transferred.
Transfer- Indicates the encoding format None
Encoding used when the response data

was transferred.

When a large amount of
response data is divided and
then transferred, chunked is
returned.

WWW- Indicates that authenticationis |[®* When a session is created:
Authenticate required when the HTTP status

. Basic realm="Block storage"
code 401 is returned.
= For other cases:

Session realm="Block
storage"

HTTP status codes

The REST API uses the following standard HTTP status codes to indicate the processing
results.
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Status
codes Description

200 Success
The request has been processed properly. Even if the number of results
obtained is 0 in a request to get information, this status code will be returned.

202 Accepted
The request for asynchronous processing has been accepted.

400 Bad request
The request header, the query parameter, or the request body is invalid.

401 Unauthorized
The Authorization header is not specified in the request header. Alternatively,
authentication using the information specified in the Authorization header has
failed.

403 Forbidden
You do not have the permission required to perform the operation.

404 Not found
The resource specified by the URL is not found. Alternatively, you do not
have read permission for the resource.

405 Method not allowed
The specified method is not allowed for the resource specified by the URL.

406 Not acceptable
The media type specified in the Accept header is not supported.

409 Conflict
A request is made to change the status of the resource specified by the URL,
in a way that the change might cause conflicts or be impossible.
Example: A request is made to create one resource that has the same ID as
another resource that has already been created.

411 Length Required
The Content-Length header must be specified.

412 Precondition failed
The conditions for running the API request are not met.

415 Unsupported media type

The media type specified in the Content-Type header is not supported.
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Status
codes

Description

417

Expectation Failed

The specified Expect header is invalid, or the Expect header is not supported
by the web server (For VSP E series, VSP G350, G370, G700, G900, VSP
F350, F370, F700, F900).

500

Server error

An internal error has occurred in the REST API server or the storage system
that is the operation target.

502

Proxy Error

There is no response from the REST API server.

503

Service unavailable

The request cannot be accepted, because the REST API server or the
storage system is busy.

If this status code is returned, run the request again.

API-specific information about status codes is explained in the sections on the specific APIs.

Request and response formats

Use the JSON format to specify attribute values when creating or changing a resource. Also,
use the JSON format for the results of resource information acquisition.

When creating or adding a resource by using the POST method, or when changing or editing
a resource by using the PATCH method, specify resource attributes in JSON format. When
you use the GET method to collect resource information, responses are returned in JSON

format.

The supported character encoding is UTF-8.

Request format

* If you specified a null character for a string-type attribute, the value of the attribute is
assumed to be null.

= |f you specified a null character for an attribute whose type is not string, the attribute is
assumed to be unspecified.
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* You can use the following characters in attribute values:

Uppercase letters (r-2), lowercase letters (a-z), numbers (0-9), commas (, ), hyphens
(-), periods (.), colons (:), at marks (@), and underscores ( )

Allowable characters vary for each API request. For details, refer to individual API
command pages.

5 Note:

= If you specified a character string containing a comma, a colon, or an at
mark, you must encode the symbol when generating the object ID. We
recommend that you do not use these symbols. If you generate the object
ID without encoding these symbols, the URL when an API request is
issued might be incorrect and cause an error.

= You cannot specify a hyphen as the first character of the value.

* Do notinclude backslashes (\) or forward slashes (/) in URLs.

* |f you specify an IP address, you cannot use an IPv4-mapped address.

Response format
= |f the API processing succeeds, a response is returned in JSON format.

* |f the processing fails, depending on the contents of the error, a response in HTML format,
instead of JSON format, might be returned.

To resolve the error based on the HTTP status code in the program, check the value of
Content-Type in the response header.
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g Tip:

The following example is used to describe how to read the error message that
appears if the string specified in the request body contains a syntax error.

Request body:

"parameters": {

"status": blk

Error message:

"errorSource": "/ConfigurationManager/vl/objects/ldevs/5/actions/change-
status/invoke",

message": "The format of the string or the content specified in the
request body is invalid. (details = Unexpected character ('b' (code 98)):
expected a valid value (number, String, array, object, 'true', 'false' or
'null')\n at [Source: java.io.ByteArrayInputStream@l0£f607b; line: 3,
column: 16])",
" "solution": "Check and, if necessary, revise the specified request body
so that the format and content are correct.",

"messageId": "KART40046-E"

The location where the error occurred is output after at in the message details.
This example indicates the errorisin 1ine: 3, column: 16.

In column 16 of line 3 in the request body, you can see that the status attribute,
which should be specified as a string, is specified incorrectly.

Query parameters

If the GET method is used to obtain an object, query parameters can be specified to filter the
execution results based on specific conditions.

Query parameters can be specified at the end of the URL in the following format:

?parameter=value

To specify multiple parameters, concatenate them by using ampersands (&). Multiple
parameters are specified in the following example:

?parameter=value&parameter=value. . .

For details on parameters that can be specified for queries, see the section describing the
specific APl request.
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Parameters are case sensitive. If you specify a parameter other than those that can be
specified for each API, the invalid parameter is ignored, and only the valid parameters are
used to filter the execution results.

If a parameter value contains a reserved character defined in RFC 3986, specify an encoded
character string. For details about the reserved characters defined in RFC 3986, see the
section describing how to specify an object ID.

If you specify an IP address for a parameter value, you cannot use an IPv4-mapped address.

5 Note:

When you obtain an object by specifying query parameters, if the storage
management software or another REST API client is performing a configuration-
change operation on the object, you might not be able to obtain the correct
information. To obtain the correct information, be sure to obtain a lock before
obtaining the object.

Data type

This section describes the data types that can be specified by using the REST API.

The following table shows the data types supported by the REST API and the corresponding
JSON data types.

JSON
Data type type Description
boolean boolea | A type that represents true or false.
n
Example :true
int numbe | A type that represents a 32-bit signed integer.
r Example :100
long numbe | A type that represents a 64-bit signed integer.
r Example :1048576
string string | A type that represents a character string.

Example :"host group 1"

ISO8601strin | string | A type that represents time in the ISO 8601 extended format
g (YYYY-MM-DDThh:mm:ssZ).

The only time zone that you can specify is UTC.

Example :"2015-03-20T09:27:352"

link string [ A type that represents the path of a URL.
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JSON
Data type type Description

The link type indicates a URL for a resource. For example, when a
request for asynchronous processing is issued, a URL for the job
object is returned by using the link type.

The link type data is a character string of the URL from which the
protocol, host name, and port number are excluded. If the URL is
created based on the link type data, you must add the protocol,
host name, and port number.

Example :

"/ConfigurationManager/vl/objects/ldevs/100"

In addition to the preceding data types, the following JSON data types are also used:
* The object type

The character string, in which the attribute and value are connected with a colon (:), is

enclosed in { and }. If more than one attribute-value pair exists, the pairs are separated by
commas.

* The array type

The character string, in which multiple values are separated by commas, is enclosed in
[and].

Output format

After an API request is issued, a response is returned based on the API processing method,
the API processing type, and the execution result.

The following table shows the response output formats when the processing of the request is
successful.
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Status
code of
API the
processin execution
g method API processing type result Output format
Synchrono | GET (getting a single object) 200 See the description in the
us response message for each
processing API function.
GET (getting multiple objects) [ 200 Data object
GET (getting an action 200 Action template object
template)
Other than the preceding 200 See the description in the
response message for each
API function.
Asynchron | All 202 Job object
ous
processing

If the processing of the request fails, an error object is returned as a response.

Data object

Data object is an object for returning the object list.

The following table shows the data object schema.

Attribute Data type Description

data array Object list

The following shows an example of a data object:

{
"data": [
{
"parityGroupId":"5-2",
"numOfLdevs": 3,
"usedCapacityRate":45,
"availableVolumeCapacity":4000,
"raidLevel":"RAIDS",
"raidType":"2D+2D",
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"clprId":O0,
"driveType":"DKR5C-J600SS"

"parityGroupType",

Job object

A job object represents job information that is returned when an API request for
asynchronous processing is issued.

The following table explains the schema of a job object.

Attribute Data type Description
jobld long Job object ID.
self link URL used to access the job information.
userld string ID of the user who issued the API request that

triggered registration of the job.

status string Status of the job.
The following values can be returned:

* TInitializing: The job is being initialized.
* Running: The job is running.

* Completed: Execution of the job is finished.

state string State of the job.
The following values can be returned:

* Queued: The job has been queued.
* Started: The job has been started.

*= StorageAccepted: The request was received by
the storage system®.

* Succeeded: The job finished successfully.
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Attribute

Data type

Description

* Failed: The job failed.

* Unknown: The state of the job is unknown.

createdTime

ISO8601string

Time when the job was created.

updatedTime

ISO8601string

Time when the state of the job was updated.

completedTime

ISO8601string

Time when the job ended.

request

Request Object

Object that retains information about the request.

affectedResourc
es

link(]

URL used to access the resource targeted by the
operation.

If one API request performs operations on multiple
resources, the URLs of all those resources are
returned. If a job failed, only the URLs of the
resources for which processing is confirmed to have
been completed are returned.

If the resource is deleted successfully, the URL of the
deleted resource is returned. A 404 error occurs if this
URL is accessed. This confirms that the resource has
been deleted successfully.

The attribute affectedResources is also included in
the API response that obtains job information. In this
case, the URL used to access the resource targeted
by the APl command that triggered registration of the
job is returned.

error

Error Object

Object that retains error information.

#: The state StorageAccepted is returned only for a job that creates a remote copy pair.

5 Note:

The maximum number of instances of job information that can be retained is as
follows. If the number of instances of job information exceeds the maximum, the
instances of the oldest "createdTime" are deleted first.

* For VSP E series, VSP G350, G370, G700, G900, VSP F350, F370, F700,
F900: 3,000

= For VSP 5000 series: 100,000

Example of a job object when the job execution starts:

{
"JobId":

"self":

111111,

"/ConfigurationManager/vl/objects/jobs/111111",
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"userId": "userl",

"status": "Running",

"state": "Started",

"createdTime": "2015-04-01T08:00:00z",

"updatedTime": "2015-04-01T08:05:00z",

"request": {
"requestUrl": "/ConfigurationManager/vl/objects/ldevs",
"requestMethod": "POST",
"requestBody": "{\"ldevId\" : 112, \"poolId\" : 100, \"blockCapacity\"

Example of a job object when the job is finished successfully:

"jobId": 222222,

"self": "/ConfigurationManager/vl/objects/jobs/222222",
"userId": "userl",

"status": "Completed",

"state": "Succeeded",

"createdTime": "2015-04-01T08:00:00z",

"updatedTime": "2015-04-01T08:10:00z",

"completedTime": "2015-04-01T08:10:00z2",

"request": {

"requestUrl": "/ConfigurationManager/vl/objects/ldevs",
"requestMethod": "POST",
"requestBody": "{\"ldevId\" : 112, \"poolId\" : 100, \"blockCapacity\"

}l
"affectedResources": [

"/ConfigurationManager/vl/objects/ldevs/112"

Example of a job object when the job failed:

"jobId": 333333,
"self": "/ConfigurationManager/vl/objects/jobs/333333",
"userId": "userl",
"status": "Completed",
"state": "Failed",
"createdTime": "2015-04-01T07:00:00z",
"updatedTime": "2015-04-01T07:01:00z2",
"completedTime": "2015-04-01T07:01:00z",
"request": {
"requestUrl": "/ConfigurationManager/vl/objects/ldevs",
"requestMethod": "POST",
"requestBody": "{\"ldevId\" : 112, \"poolId\" : 100, \"blockCapacity\"
by

"error": {
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"errorSource": "/ConfigurationManager/vl/objects/ldevs",
"messageId": "KART30000-E",
"message": "An error occurred in the storage system. (message = The state of the

pool is incorrect.)",
"cause": "An error occurred during execution of a CCI command.",
"solution": "See the manual of the CCI and remove the cause of the error.",
"solutionType": "SEE_ERROR DETAIL",
"errorCode": {
"SSB1": "2E10Q0",
"SSB2": "6014"
by
"detailCode": "30000E-2-2E10-6014"

Error object

An error object represents error information that is returned when the request processing
fails.

If the API processing fails, an error object is returned as response data. The following
explains the schema of an error object.

Attribute Data type Description
errorSource link URL where the error occurs
messageld® string Message ID
message string Content of the error message
cause string Cause of the error
solution string Solution to the error
solutionType string Category of the solution to the error

* RETRY: Error that can be resolved by retrying the
request

* SEE_ERROR DETAIL: Error that must be resolved by
taking the action described in the error message

If RETRY is returned as the value of this attribute, retry
the request that failed.

You can check the details of the request by checking the
value of request of the job object.

errorCode object Error code from the storage system
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Attribute Data type Description

A value is returned only if an error occurs in the storage
system and thus one of the following error codes is
issued.

= The SSB1 code and SSB2 code of CCI
= An error code of CCI

Storage system error codes are required for
maintenance of the storage system.

detailCode string Detailed information about the error
The information is displayed in the following format:

nnnnnZ-TYPEoutput-format-for-each-TYPE
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Attribute

Data type

Description

Example:

40097E-1-30000E-2-2EDA-00EE

* nnnnnZ

Displays the message ID of the REST API.

= TYPE
Displays the type of the error.

nnnnn

Serial number of the message

4

Message type
I : Information
W : Warning

E : Error

0: An error that occurred on the REST API server
side

1: An error that occurred on the REST API server
on the remote storage system side (for remote
copy)

Other than the preceding: An error that occurred
on the storage system side
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Attribute Data type Description

* output-format-for-each-TYPE

The output format varies depending on the value of
TYPE.

*  When the value is 0:

No information is output.

°  When the value is 1:

The value of the detailCode attribute for the
REST API server on the remote storage system
side is displayed.

*  When the value is 2:

Information about the CCI error is displayed in the
following format:

- SSB1-code- SSB2-code

For details, see the CCl manual.

*  When the value is 3:
An error code of CCl is displayed.

For details, see the CCl manual.

*  When the value is 4:

Information about an error that occurs in the GUM
is displayed in the following format:

- part-code- error-code
For details, see the manual Hitachi Device
Manager - Storage Navigator Messages.

*  When the value is 5:

Information about an error that occurs in the SVP
is displayed in the following format:

- part-code- error-code

For details, see the manual Hitachi Device
Manager - Storage Navigator Messages.

#: The name of the attribute is sometimes returned as the messageID.
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Example of an error object that might be returned if an error occurs in the REST API server:

"errorSource": "/ConfigurationManager/vl/objects/ldevs",
"messageId": "KART20008-E",

"message": "Required parameters are not specified.",
"solution": "Check parameters.",

"solutionType": "SEE_ERROR DETAIL",

"detailCode": "20008E-0"

Example of an error object that might be returned if an error occurs in the storage system:

"errorSource": "/ConfigurationManager/vl/objects/ldevs/1l6",
"messageId": "KART30000-E",
"message": "An error occurred in the storage system. (message = The state of the

pool is incorrect.)",

"cause": "An error occurred during execution of a CCI command.",
"solution": "See the manual of the CCI and remove the cause of the error.",
"solutionType": "SEE ERROR DETAIL",
"errorCode": ({

"SsSB1": "2E10",

"SSB2": "6014"
by
"detailCode": "30000E-2-2E10-6014"

The following shows an output example of the detailCode attribute:

If an error occurs on the REST API server (message ID: KART40231-E)

"detailCode": "40231E-0"

If an error occurs on the REST API server on the remote storage system side (message ID:
KART40097-E, value of the detailCode attribute for the REST API server on the remote

storage system side: 30000E-2-2EDA-00EE)

"detailCode": "40097E-1-30000E-2-2EDA-00EE"

If an error occurs on the storage system side (message ID: KART30000-E, SSB1 code:
2EDA, SSB2 code: 00EE)

"detailCode": "30000E-2-2EDA-O0EE"

If an error occurs on the storage system side (message ID: KART30000-E, CCI error code:
EX_INVARG)

"detailCode": "30000E-3-EX_ INVARG"
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If an error occurs on the storage system side (message ID: KART30007-E, part code: 30762,
error code: 204092)

"detailCode": "30007E-4-30762-204092"

If an error occurs on the storage system side (message ID: KART30005-E, part code: 03005,
error code: 078040)

"detailCode": "30005E-5-03005-078040"

Request object

Request objects are objects for retaining request information.

The following explains the schema of a request object.

Attribute Data type Description

requestUrl link URL requested by the API for asynchronous processing.

If the character string of the URL exceeds 2,048 bytes,
the character string will be truncated.

requestMethod string HTTP method requested by the API for asynchronous
processing.

requestBody string Request body requested by the API for asynchronous
processing.

If the character string of the request body exceeds 1,024
bytes, the character string will be truncated.

Action template object

An action template object is a template of request bodies that are required to run actions. Get
action template objects by using the GET method. Specify values in the template according
to the action that you want to run. Specify the request body, and then run the action.

The following table shows the schema of the action template object.

Attribute | Data type Description

parameters | object Parameters required for the operation
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The following shows the action template for expanding the volume capacity, as an example of
an action template object:

{
"parameters": {

"additionalBlockCapacity": null

In an action template, the attributes that must be specified to run an action are written
beforehand. For the values, null or [] is set to indicate that the values are unspecified.
Specify a value for these attributes. In the preceding example, the two attributes used to
specify the amount of the capacity to be added to a volume are written.

In the following example, values are specified in the collected action template:

{
"parameters": {

"additionalBlockCapacity": 500

In the request body, specify an action template in which unnecessary attribute lines have
been deleted and attribute values have been set for the remaining necessary attribute lines,
and then run the action.

Locking resources

If multiple REST API clients simultaneously attempt to perform operations on the same
resource, unexpected configuration changes might be performed, with results other than
those anticipated. In the REST API, the user can lock the resource group allocated to them
so that other users cannot change the configurations of resources in the locked resource

group.
The REST API controls locks on a session basis. All resources of the resource group

allocated to the user who generated a session are locked. When the resource group
allocated to you is locked by another user, you cannot obtain a lock for the resource group.

Only the session used for the request that locked a resource can run a configuration-change
request for the locked resource. If one user account generated multiple sessions, a
configuration-change request cannot be run if the specified session is different from the
session used to lock the resource. (If the specified session is different, even if it is generated
by the same user account, the session cannot run the configuration-change request.)
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However, operations that do not change the configurations of the resources on the storage
system, such as a change of a pair status and operations for the REST API server, can be
run without being affected by exclusive control by locking. The following operations are not
affected by locking:

Generating or discarding a session
Getting information

Note that, when you obtain information by specifying query parameters, you might not be
able to obtain the correct information because the operation might be affected by
configuration-change operations performed by other REST API clients or by the storage
management software. To obtain the correct information, be sure to lock the relevant
resources before performing the operation.

Sending the ping command to a specified host
Setting the priority levels of ALUA paths

Splitting, resynchronizing, or restoring Shadowlmage pairs (for each copy pair or in units
of copy groups)

Splitting, resynchronizing, or restoring Thin Image pairs (for each snapshot or in units of
snapshot groups)

Creating, deleting, assigning secondary volumes to, or unassigning secondary volumes
from Thin Image pairs (including operations in units of snapshot trees)

Registering or deleting remote storage system information on the REST API server

Splitting, resynchronizing, or taking over TrueCopy pairs or Universal Replicator pairs (for
each copy pair, or in units of copy groups)

Operations related to information about an iSCSI target of a port on an external storage
system (obtaining information, performing a login test)

Uploading the files required for initial configuration

Updating the cache of storage system configuration information

When a single user account uses multiple sessions, only one of the sessions can be used to
lock resources.

When operations are complete and the resources no longer need to be locked, run the API
command for unlocking the resource group. If the session used for locking is discarded, the
locked resource group will be unlocked at the same time. If the session is discarded due to a
session timeout, the locked resource group will also be unlocked at the same time.
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g Tip:

A session timeout occurs even when an asynchronous processing API
operation is being run. If you want to continue to lock the resources while an
asynchronous processing API operation is being run, prevent a session
timeout by taking a measure, such as periodically issuing the request that

checks the job status.

Locking resources

If you want to forcibly unlock resources because a REST API client
unexpectedly continues to lock the resources or the token is lost, either wait
until the session times out or forcibly discard the session by using a user who
belongs to the Administrator user group (built-in user group) .

If the locked user information (such as the role and resource group) is
changed while the resource is being locked, the changes are applied to
operations after the resource is unlocked.

Operation flow for running API requests by using the lock functionality

The following table describes the operation flow for running API requests by locking resource

groups.

Step

Operation

Item to be specified for the
Authorization header

Generate a session.

User ID and password

2 Lock the resource group. The token of the session generated in
step 1

3 Perform operations on the locked The token of the session generated in
resource. step 1

4 Unlock the resource group. The token of the session generated in
step 1

5 Discard the session. The token of the session generated in

step 1

Chapter 1: Overview of the REST API

REST API Reference Guide

57



Locking resources

Operation flow for running API requests by using the lock functionality (for remote
copy)

For copy operations between storage systems (remote copy), to perform operations to
change configurations of a copy group or the resources in a copy group by locking the target
resources, lock the resources of both the local and remote storage systems. To lock the both
resources and perform operations on the locked resources, specify the token of the session
of each storage system for the Authorization header and the Remote-Authorization header.
Note that the Remote-Authorization header is used only for the APl commands that are used
for the following object types:

* remote-mirror-copygroups
* remote-mirror-copypairs
* remote-storages

The following table describes the operation flow for when the resources of both the local and
remote storage systems are locked.

Storage
system on
which
operations
are Item to be specified for the
Step | performed Operation Authorization header
1 Local storage | Generate a session. User ID and password for the
system local storage system
2 Remote Generate a session. User ID and password for the
storage Specify at least 60 seconds for remote storage system
system . . .
the timeout time of a session
generated on the remote
storage system.
3 Local storage | Lock the resource group. The token of the session
system generated in step 1
4 Remote Lock the resource group. The token of the session
storage generated in step 2
system
5 Local storage | Perform operations on a copy The token of the session
system group or the resources in a generated in step 1
copy group.
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Storage
system on
which
operations
are Item to be specified for the
Step | performed Operation Authorization header
Also, specify the token of the
session generated in step 2 for
the Remote-Authorization
header.
6 Local storage | Unlock the resource group. The token of the session
system generated in step 1
7 Remote Unlock the resource group. The token of the session
storage generated in step 2
system
8 Local storage | Discard the session. The token of the session
system generated in step 1
9 Remote Discard the session. The token of the session
storage generated in step 2
system
9 Tip:

If creation of a remote copy pair is run, the initial copy processing for creating a
pair on the storage system might take a long time. In this case, if resources are
locked until the pair is created, other clients cannot use the resources of the
resource group for a long time. Resources do not need to be locked by the REST
API after the storage system accepts the request that creates a pair. Therefore,
when you create a remote pair, we recommend that you unlock the resources
after the job status is changed to "StorageAccepted".
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Chapter 2: Common operations in the REST API

This chapter describes the common operations in the REST API, such as how to get
information about jobs and generate sessions.

Getting the version information

The following request gets information about the version of the REST API.

Execution permission

No role is required to run this API request.

Request headers

This API request does not require authorization. Therefore, the Authorization header does not
need to be specified.

Request line

GET base-URL/configuration/version

Request message

Object ID
None.

Query parameters
None.

Body
None.

Response message
Body

"productName": "Configuration Manager REST API",

"apiVersion": "1.32.0"
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Attribute Type Description
productName string Name of the REST API
apiVersion string Version of the REST API

Status codes

For details on the status codes of the API, see the description on HTTP status codes.

Coding example

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -X GET
https://192.0.2.100/ConfigurationManager/configuration/version

Getting a list of storage systems

The following request gets a list of the storage systems that can be operated from the REST
API. You can check information about storage systems, such as the storage device ID and
the serial number of the storage system.

Execution permission

No role is required to run this API request.

Request headers

This API request does not require authorization. Therefore, the Authorization header does not
need to be specified.

Request line

GET base-URL/vl/objects/storages

Request message

Object ID
None.

Query parameters
None.

Body
None.
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Response message
Body

"data": [

"storageDeviceId":
"model": "VSP G700",

"serialNumber": 123456,

"etllIp”: "192.0.2.100",
"etl2Ip": "192.0.2.101"

Getting a list of storage systems

"886000123456",

Attribute

Type

Description

storageDeviceld

string

Storage device ID

model

string

Model name of the storage system

serialNumber

int

Serial number of the storage system

svplp

string

IP address of the SVP that manages the
storage system

This attribute is displayed for storage systems
VSP 5000 series.

cti1lp

string

IP address of controller 1 of the storage
system

This attribute is displayed for storage systems
VSP E series, VSP G350, G370, G700,
G900, VSP F350, F370, F700, F900.

cti2lp

string

IP address of controller 2 of the storage
system

This attribute is displayed for storage systems
VSP E series, VSP G350, G370, G700,
G900, VSP F350, F370, F700, F900.

Status codes

For details on the status codes of the request for this operation, see the description on HTTP

status codes.
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Coding example

curl -v -H "Accept:application/json" -X GET https://192.0.2.100/

ConfigurationManager/vl/objects/storages

Getting information about a specific storage system

The following request gets information about the storage system for which an operation is to
be performed.

Execution permission

Storage Administrator (View Only)

Request line

GET base-URL/vl1/objects/storages/instance

Request message

Object ID
Specify a value for instance. For objects that have only one instance, the value of
instance is a fixed value (the object ID).

Query parameters

Attribute Type Filter Condition

detailinfoType string | (Optional) Type of detailed information to be obtained

The following values can be specified. To specify
multiple values, separate the values by using commas.

= yversion

Additional detailed information about the microcode
of the storage system, controller 1, and controller 2 is
obtained.

= compressionAcceleration

Additional information indicating whether the
compression accelerator of the capacity saving
function (dedupe and compression) can be used is
obtained.

Body
None.
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Response message

Body

"storageDeviceId" :
"VSP G700",

123456,
"192.0.10.10",
"192.0.10.11",
"88-01-01/00",

"model" :
"serialNumber" :
"ctllIp":
"ctl2Ip":

"dkcMicroVersion" :

"communicationModes": [

{

"communicationMode":

}
] ’

Getting information about a specific storage system

"886000123456",

"lanConnectionMode"

"isSecure": true
Attribute Type Description

storageDeviceld string Storage device ID

model string Model name of the storage system

serialNumber int Serial number of the storage system

svplp string IP address of the SVP
This attribute is displayed for storage systems VSP
5000 series

ctilp string IP address of controller 1 of the storage system
This attribute is displayed for storage systems VSP
E series, VSP G350, G370, G700, G900, VSP F350,
F370, F700, F900

ctli2lp string IP address of controller 2 of the storage system
This attribute is displayed for storage systems VSP
E series, VSP G350, G370, G700, G900, VSP F350,
F370, F700, F900

dkcMicroVersion string Microcode version of the storage system

communicationMod | object[] | Array of communication modes

es
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Attribute Type

Description

The following attributes are output for the
communication modes between the REST API
server and the storage system:

* communicationMode (string)
Communication mode

lanConnectionMode is displayed.

isSecure boolea

Whether the communication between the REST API
server and the storage system is secure.

The default value is true.

You can obtain detailed information about the microcode of the storage system by
executing the request with version specified for the detailInfoType query

parameter.

{
"storageDeviceId": "886000123456",
"model": "VSP G900",
"serialNumber": 123456,
"ctllIp" "192.0.10.10",
"ctl2Ip" "192.0.10.11",
"dkcMicroVersion": "88-01-01/82",

"detailDkcMicroVersion":

"ctllMicroVersion"

"ctl2MicroVersion"

"communicationModes": [
{

"communicationMode":

1,

"88-01-01-60/82",
"88-01-01/81",
"88-01-01/81",

"lanConnectionMode"

"isSecure": true
}

Attribute Type Description
detailDkcMicroVers | string Microcode version of the storage system
ion Model identification information is included.
ctl1MicroVersion string GUM version of the controller 1
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Attribute Type Description

This attribute is displayed for storage systems VSP
E series, VSP G350, G370, G700, G900, VSP
F350, F370, F700, F900.

If a failure has occurred in the GUM of controller 1,
this information is not obtained.

ctl2MicroVersion string GUM version of the controller 2

This attribute is displayed for storage systems VSP
E series, VSP G350, G370, G700, G900, VSP
F350, F370, F700, F900.

If a failure has occurred in the GUM of controller 2,
this information is not obtained.

When you specify compressionAcceleration for the detailInfoType

parameter, information indicating whether the compression accelerator can be used is
obtained.

"storageDeviceId": "900000012345",

"model": "VSP 5600H",

"serialNumber": 12345,

"svpIp": "192.0.2.100",

"rmiPort" : 1099,

"dkcMicroVersion": "90-08-01/00",
"isCompressionAccelerationAvailable": true,
"communicationModes": [

{

"communicationMode": "lanConnectionMode"

}

] 4
"isSecure": true
}

Attribute Type Description
isCompressionAcce | boolean | Whether the capacity saving function (dedupe and
lerationAvailable compression) that uses a compression accelerator

can be used

* true: Can be used

* false: Cannot be used
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Attribute Type Description

If both of the following conditions are met, the value
of the attribute will be true:

* The microcode version is a version for which the
compression accelerator can be used or a later
version.

* ACLF (hardware that executes the compression
accelerator function) is installed in the storage
system.

For details on the capacity saving function that uses
a compression accelerator, see the Provisioning
Guide for Open Systems, or the Provisioning Guide.

Status codes

For details on the status codes of the request for this operation, see the description on HTTP
status codes.

Coding example

curl -v -H "Accept:application/json" -H "Authorization:Session
d7b673af189048468c5af9%bcf3bbbb6f" -X GET https://192.0.2.100/ConfigurationManager/vl/

objects/storages/instance

Getting summary information about storage systems

This request gets summary information about storage systems.

5 Note:

You can use this API function for VSP 5000 series.
= To get up-to-date information, you must run the API request that refreshes the

storage system's cache before running this request. For details, see "Updating
the cache of storage system configuration information".

Execution permission

Storage Administrator (View Only)

Request line

GET base-URL/vl/objects/storage-summaries/instance
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Request message
Object ID

Getting summary information about storage systems

Specify a value for instance. For objects that have only one instance, the value of
instance is a fixed value (the object ID).

Query parameters

Parameter

Type Description

detaillnfoType

string (Optional) Type of detailed information to be
obtained

» parityGroupCapacity

Gets additional capacity information about
parity groups.

Body
None.

Response message
Body

"name" : "VSP 5500",
"svpMicroVersion"
"rmiServerVersion"
"numOfDiskBoards"
"cacheMemoryCapacity"
"numOfSpareDrives"

"totalOpenVolumeCapacity"

"90-01-40/02",
"10 00 05",

169984,

5487,

"totalOpenVolumeCapacityInKB" : 5754301448,

"allocatedOpenVolumeCapacity" : 1853,
"allocatedOpenVolumeCapacityInKB" : 1943911065,

"allocatableOpenVolumeCapacity" : 877,

"allocatableOpenVolumeCapacityInKB" : 919741295,

"unallocatedOpenVolumeCapacity" : 3633,

"unallocatedOpenVolumeCapacityInKB" : 3810390383,

"reservedOpenVolumeCapacity" : 2756,

"reservedOpenVolumeCapacityInKB" : 2890649088,

"allocatedOpenVolumePhysicalCapacity" : 760,

"allocatedOpenVolumePhysicalCapacityInKB" : 797214657,

"allocatableOpenVolumePhysicalCapacity" : 328,

"allocatableOpenVolumePhysicalCapacityInKB" : 344242149,

"reservedOpenVolumePhysicalCapacity" : 1745,
"reservedOpenVolumePhysicalCapacityInKB" : 1829765120,

"allocatedMainframeVolumeCapacity" : 10,
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"allocatedMainframeVolumeCapacityInKB" : 11397000,

"reservedMainframeVolumeCapacity" : 9,

"reservedMainframeVolumeCapacityInKB" : 9744000,

"totalAllocatedVolumeCapacity" : 1864,

"totalAllocatedVolumeCapacityInKB" : 1955308065,

"totalUnallocatedVolumeCapacity" : 3643,
"totalUnallocatedVolumeCapacityInKB" : 3820134383,

"totalReservedVolumeCapacity" : 2766,

"totalReservedVolumeCapacityInKB" : 2900393088,

"totalMainframeVolumeCapacity" : 20,

"totalMainframeVolumeCapacityInKB" : 21141000,

"totalVolumeCapacity" : 5507,

"totalVolumeCapacityInKB" : 5775442448,

"numOfOpenVolumes"

6502,

"numOfAllocatedOpenVolumes" : 509,

"numOfAllocatableOpenVolumes" : 5671,

"numOfReservedOpenVolumes" : 322

In the descriptions in this table, the following volumes include internal volumes and

external volumes:

= Open system volumes

= Mainframe volumes

* |ntermediate volumes

Attribute

Type Description

name

string Name of the storage system

svpMicroVersion

string Microcode version of the SVP

rmiServerVersion

string Version of the RMI server

numOfDiskBoards int Number of disk boards
cacheMemoryCapacity long Current cache capacity (MB)
numOfSpareDrives int Number of spare drives
totalOpenVolumeCapacity | long The total capacity of the open system
volumes (GB)
This total capacity includes the capacity of
DP volumes and other virtual volumes.
totalOpenVolumeCapacityl | long The total capacity of the open system
nKB volumes (KB)

This total capacity includes the capacity of
DP volumes and other virtual volumes.
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Attribute

Type

Description

allocatedOpenVolumeCap
acity

long

From among the open system volumes, the
total capacity of volumes to which LU paths
are allocated or to which namespaces are set
(GB)

This total capacity includes the capacity of
DP volumes and other virtual volumes.

allocatedOpenVolumeCap
acitylnKB

long

From among the open system volumes, the
total capacity of volumes to which LU paths
are allocated or to which namespaces are set
(KB)

This total capacity includes the capacity of
DP volumes and other virtual volumes.

allocatableOpenVolumeC
apacity

long

From among the open system volumes, the
total capacity of volumes to which LU paths
can be allocated or to which namespaces can
be set (GB)

This total capacity includes the capacity of
DP volumes and other virtual volumes.

allocatableOpenVolumeC
apacitylnKB

long

From among the open system volumes, the
total capacity of volumes to which LU paths
can be allocated or to which namespaces can
be set (KB)

This total capacity includes the capacity of
DP volumes and other virtual volumes.

unallocatedOpenVolumeC
apacity

long

From among the open system volumes, the
total capacity of volumes to which LU paths
are not allocated and to which namespaces
are not set (GB)

This total capacity includes the capacity of
DP volumes and other virtual volumes.

unallocatedOpenVolumeC
apacitylnKB

long

From among the open system volumes, the
total capacity of volumes to which LU paths
are not allocated and to which namespaces
are not set (KB)

This total capacity includes the capacity of
DP volumes and other virtual volumes.

reservedOpenVolumeCap
acity

long

From among the open system volumes, the
total capacity of reserved volumes, pool
volumes, and the S-VOLs of snapshots (GB)
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Attribute Type Description

This total capacity includes the capacity of
DP volumes and other virtual volumes.

reservedOpenVolumeCap | long From among the open system volumes, the
acitylnKB total capacity of reserved volumes, pool
volumes, and the S-VOLs of snapshots (KB)

This total capacity includes the capacity of
DP volumes and other virtual volumes.

allocatedOpenVolumePhy | long From among the open system volumes, the

sicalCapacity total capacity of volumes to which LU paths
are allocated or to which namespaces are set
(GB)

This is the total capacity of physical volumes,
excluding the capacity of DP volumes and
other virtual volumes.

allocatedOpenVolumePhy | long From among the open system volumes, the

sicalCapacityInKB total capacity of volumes to which LU paths
are allocated or to which namespaces are set
(KB)

This is the total capacity of physical volumes,
excluding the capacity of DP volumes and
other virtual volumes.

allocatableOpenVolumePh | long From among the open system volumes, the

ysicalCapacity total capacity of volumes to which LU paths
can be allocated or to which namespaces can
be set (GB)

This is the total capacity of physical volumes,
excluding the capacity of DP volumes and
other virtual volumes.

allocatableOpenVolumePh | long From among the open system volumes, the

ysicalCapacityInKB total capacity of volumes to which LU paths
can be allocated or to which namespaces can
be set (KB)

This is the total capacity of physical volumes,
excluding the capacity of DP volumes and
other virtual volumes.

reservedOpenVolumePhy | long From among the open system volumes, the
sicalCapacity total capacity of reserved volumes and pool
volumes (GB)
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Attribute

Type

Description

This is the total capacity of physical volumes,
excluding the capacity of DP volumes and
other virtual volumes.

reservedOpenVolumePhy
sicalCapacityInKB

long

From among the open system volumes, the
total capacity of reserved volumes and pool
volumes (KB)

This is the total capacity of physical volumes,
excluding the capacity of DP volumes and
other virtual volumes.

numOfOpenVolumes

int

Total number of open system volumes

numOfAllocatedOpenVolu
mes

int

Total number of open system volumes to
which LU paths are allocated or to which
namespaces are set

numOfAllocatableOpenVol
umes

int

Total number of open system volumes to
which LU paths are not allocated and to
which namespaces are not set

numOfReservedOpenVolu
mes

int

From among the open system volumes, the
total number of reserved volumes, pool
volumes, and the S-VOLs of snapshots

allocatedMainframeVolum
eCapacity

long

From among the mainframe volumes and
intermediate volumes, the total capacity of
normal volumes (excluding reserved volumes
and pool volumes) (GB)

This total capacity includes the capacity of
DP volumes and other virtual volumes.

allocatedMainframeVolum
eCapacityInKB

long

From among the mainframe volumes and
intermediate volumes, the total capacity of
normal volumes (excluding reserved volumes
and pool volumes) (KB)

This total capacity includes the capacity of
DP volumes and other virtual volumes.

reservedMainframeVolum
eCapacity

long

From among the mainframe volumes and
intermediate volumes, the total capacity of
reserved volumes, pool volumes, and the S-
VOLs of snapshots (GB)

This total capacity includes the capacity of
DP volumes and other virtual volumes.
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Attribute Type Description
reservedMainframeVolum | long From among the mainframe volumes and
eCapacityInKB intermediate volumes, the total capacity of

reserved volumes, pool volumes, and the S-
VOLs of snapshots (KB)

This total capacity includes the capacity of
DP volumes and other virtual volumes.

totalAllocatedVolumeCapa | long Total capacity of the volumes (in GB) to which
city LU paths are allocated or to which
namespaces are set from among the open
system volumes, and normal volumes
(excluding reserved volumes and pool
volumes) from among the mainframe
volumes and intermediate volumes

This total capacity includes the capacity of
DP volumes and other virtual volumes.

totalAllocatedVolumeCapa | long Total capacity of the volumes (in KB) to which
cityInKB LU paths are allocated or to which
namespaces are set from among the open
system volumes, and normal volumes
(excluding reserved volumes and pool
volumes) from among the mainframe
volumes and intermediate volumes

This total capacity includes the capacity of
DP volumes and other virtual volumes.

totalUnallocatedVolumeCa | long Total capacity of the volumes (in GB) to which
pacity LU paths are not allocated and to which
namespaces are not set from among the
open system volumes, and the reserved
volumes, pool volumes, and the S-VOLs of
snapshots from among the mainframe
volumes and intermediate volumes

This total capacity includes the capacity of
DP volumes and other virtual volumes.

totalUnallocatedVolumeCa | long Total capacity of the volumes (in KB) to which
pacitylnKB LU paths are not allocated and to which
namespaces are not set from among the
open system volumes, and the reserved
volumes, pool volumes, and the S-VOLs of
snapshots from among the mainframe
volumes and intermediate volumes
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Attribute Type Description

This total capacity includes the capacity of
DP volumes and other virtual volumes.

totalReservedVolumeCap | long Total number of reserved volumes, pool
acity volumes, and the S-VOLs of snapshots (GB)
totalReservedVolumeCap | long Total number of reserved volumes, pool
acitylnKB volumes, and the S-VOLs of snapshots (KB)
totalMainframeVolumeCap | long Total capacity of the mainframe volumes and
acity intermediate volumes (GB)
totalMainframeVolumeCap | long Total capacity of the mainframe volumes and
acitylnKB intermediate volumes (KB)
totalVolumeCapacity long Total capacity of the open system volumes,

mainframe volumes, and intermediate
volumes (GB)

totalVolumeCapacityInKB | long Total capacity of the open system volumes,
mainframe volumes, and intermediate
volumes (KB)

If you run this request with parityGroupCapacity specified for the query parameter
detailInfoType, capacity information about parity groups is also obtained.

Attribute Type Description
totalAvailableParityGroup | long Total free capacity of available parity groups
Capacity and external parity groups (GB)
totalAvailableParityGroup | long Total free capacity of available parity groups
CapacityInKB and external parity groups (KB)

largestAvailableParityGrou | long Free capacity of the parity group that has the
pCapacity largest available capacity or of external parity
groups (KB)

Status codes

For details on the status codes of the request for this operation, see the description on HTTP
status codes.

Coding example

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" -X GET https://192.0.2.100/
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ConfigurationManager/vl/objects/storage-summaries/instance?

detailInfoType=parityGroupCapacity

Getting a list of sessions

Getting a list of sessions

The following request gets a list of valid sessions on the REST API server. Only a user who
belongs to the Administrator user group (built-in user group) can perform this operation.

Execution permission

Administrator user group (built-in user group)

Request line

GET base-URL/vl/objects/sessions

Request message

Object ID
None.

Query parameters

None.

Body
None.

Responselnessage

Body
{
"data": [

{
"sessionId": 8,
"userId": "rest-user",
"ipAddress": "192.0.2.100",
"createdTime": "2015-09-14T01:02:242z",
"lastAccessedTime": "2015-09-14T01:02:24z"

by

{
"sessionId": 6,
"userId": "api-user",
"ipAddress": "192.0.2.100",
"createdTime": "2015-09-14T00:59:58z2",
"lastAccessedTime": "2015-09-14T00:59:58Z"
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Getting a list of sessions

"userId": "admin-user",
"ipAddress": "192.0.2.100",
"createdTime": "2015-09-14T00:59:53z2",
"lastAccessedTime": "2015-09-14T00:59:532"
}
]
}
Attribute Type Description
sessionld int Session ID
userld string User ID that was used to generate the
session
ipAddress string IP address of the REST API client that was
used to generate the session
If the REST API client accesses the REST
API server via another server, a character
string consisting of the concatenated IP
addresses of the client and of the server used
to access the REST API server (the content
of the X-Forwarded-For header received by
the REST API server) will be output.
createdTime ISO8601stri | Time the session was generated
ng
lastAccessedTime ISO8601stri | Time the session was last used
ng

Status codes

For details on the status codes of the request for this operation, see the description on HTTP

status codes.

Coding example

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H

"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" -X GET https://192.0.2.100/

ConfigurationManager/vl/objects/sessions/
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Getting information about a specific session

The following request gets information about a valid session on the REST API server by

specifying a session ID. For the Authorization header of the request, specify the token of the

session.

Execution permission

Storage Administrator (View Only)

Request line

GET base-URL/vl/objects/sessions/object-ID

Request message
Object ID

Specify the value of sessionId that was obtained when the session was generated.

Attribute

Type

Description

sessionld

int

(Required) Session ID

Query parameters
None.

Body
None.

Responselnessage

Body

"token": "97cl3b8082444b36bc2103026205fa64",

"sessionId": 9

Attribut
e Type

Description

sessionl | int
d

Session ID

token strin

Token
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Status codes

For details on the status codes of the request for this operation, see the description on HTTP
status codes.

Coding example

curl -v -H "Accept:application/json"™ -H "Content-Type:application/json" -H
"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" -X GET https://192.0.2.100/

ConfigurationManager/vl/objects/sessions/9

Generating sessions

The following request generates sessions and manages the sessions on the REST API
server. A maximum of 64 sessions can be generated for each storage system. When the
number of sessions exceeds the maximum number of sessions, the HTTP status code 503 is
returned. In this case, wait a while and then run the request again.

é Note: For remote copy, specify at least 60 seconds for the aliveTime attribute
of the sessions generated on the remote storage system. If you specify less than
60 seconds, the session on the remote storage system might time out, causing
the execution of a request to fail.

Execution permission
Storage Administrator (View Only)
Request line

POST base-URL/v1/objects/sessions

Request message

Object ID
None.

Query parameters
None.

Body
The following coding example specifies the time until a session timeout:

{

"aliveTime": 5

Chapter 2: Common operations in the REST API
REST API Reference Guide 78




Generating sessions

meout

Attribute Type Description
aliveTime long (Optional) Session timeout value (in seconds)
Specify a value in the range from 1 to 300%.
If this attribute is omitted, 300 is assumed.
authenticationTi | long (Optional) Timeout value for authentication processing

(in seconds)

Specify this value if an external authentication server is
being used to authenticate users.

Change the value according to the external
authentication settings of the storage system.

Specify a value in the range from 1 to 900.

If this attribute is omitted, 120 is assumed.

#: There might be a delay of up to five seconds after the specified amount of time has
elapsed, before the session times out.

Response message
Body

"token": "d7b673af189048468c5af9%cf3bbbb6f",

"sessionId": 3
}
Attribute Type Description

sessionld int Session ID
An ID that is used to manage sessions.

token string | Token
Information that is used to identify the source that issues
requests as a specific user.

Status codes

For details on the status codes of the request for this operation, see the description on HTTP

status codes.
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Coding example

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -u rest-
test:rest-api -X POST https://192.0.2.100/ConfigurationManager/vl/objects/sessions/ -
d mwn

Discarding sessions

The following request discards the sessions that are no longer required. If a session is
discarded, the lock obtained in that session is unlocked at the same time. For the
Authorization header of the request, specify the token for a session to be discarded.

Execution permission

Storage Administrator (View Only)

Request line

DELETE base-URL/vl/objects/sessions/object-ID

Request message

Object ID
Specify the value of sessionId that was obtained when the session was generated.
A user who belongs to the Administrator user group (built-in user group) can specify
the value of sessionId that was obtained by the processing to get information about

sessions.
Attribut
e Type Description
sessionl | int (Required) Session ID
d

Query parameters
None.

Body

"force": true
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Attribute | Type Description
force boolea | Specify whether to force discarding of the session generated
n by other users, in addition to the session you generated. Only a

user who belongs to the Administrator user group (built-in user
group) can specify this attribute.

* true: Forces discarding of the session generated by other
users, in addition to the session you generated.

* false: Forces discarding of only the session you
generated.

If you omit this value, false is used.

Response message

Body
None.

Status codes

For details on the status codes of the request for this operation, see the description on HTTP
status codes.

Coding example

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f"™ -X DELETE --data-binary @./
InputParameters.json https://192.0.2.100/ConfigurationManager/vl/objects/sessions/1

Getting a list of job information

The following request gets a list of information about jobs that were submitted by the user
from the REST API. Only a user who belongs to a user group with the Storage Administrator
(System Resource Management) role can get information about all the registered jobs. Job
information can be used to check APIs that were issued and to identify the cause of a
problem in the storage system.

Execution permission

No role is required to run this API request. Only the users authenticated by the storage
system can issue this API request.

Request line

GET base-URL/vl1/objects/jobs
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Request message
Object ID

None.

Query parameters

Getting a list of job information

If no query parameters are specified, the request gets information about 100 jobs that
can be referenced by the user and were submitted after the other jobs.

Parameter

Type

Filter Condition

startCreatedTi
me

1ISO8601strin
g

(Optional) Specify the submission start time of the
jobs for which you want to get information. Specify
the time in YYYY-MM-DDThh:mm:ssZ format.

The request gets information about jobs that were
submitted on and after the specified time.

endCreatedTim
e

1ISO8601strin
g

(Optional) Specify the submission end time of the
jobs for which you want to get information. Specify
the time in YYYY-MM-DDThh:mm:ssZ format.

The request gets information about jobs that were
submitted before the specified time.

count

int

(Optional) Specify a number from 1 to 100 for the
number of jobs for which you want to get
information.

The specified number is the maximum number of
jobs for which information will be obtained.

If this is omitted, 100 is assumed.

status

string

(Optional) Specify one of the following values for
the status of the jobs for which information is to be
obtained.

* Initializing: The jobs are being initialized.

If you also need to specify a value for "state",
you must specify Queued for "state".

* Running: The jobs are running.

If you also need to specify a value for "state",
you must specify Started for "state".

* Completed: The jobs have been completed.

If you also need to specify a value for "state",
you must specify Succeeded, Failed, or
Unknown for "state".
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Parameter Type Filter Condition

state string (Optional) Specify one of the following values for
the status (state) of the jobs for which information
is to be obtained.

* Queued: The jobs have been queued.

* Started: The jobs have been started.

* Succeeded: The jobs finished successfully.
* Failed: The jobs failed.

* Unknown: The state of the jobs is unknown.

The following example gets information about a maximum of 30 jobs that ended
normally and were submitted after other jobs during the period from "2015/05/01
08:00:00" to "2015/05/31 23:59:59".

?startCreatedTime=2015-05-01T08:00:00Z&endCreatedTime=2015-05~-
31T23:59:59Z&count=30&state=Succeeded

Body
None.

Response message

Body
{
"data": [
{
"JjobId": 2,
"self": "/ConfigurationManager/vl/objects/jobs/2",
"userId": "rest-test",
"status": "Completed",
"state": "Succeeded",
"createdTime": "2015-09-14T02:08:132",
"updatedTime": "2015-09-14T02:08:137Z",
"completedTime": "2015-09-14T02:08:13zZ",
"request": {

"requestUrl": "/ConfigurationManager/vl/services/resource-group-
service/actions/lock/invoke",
"requestMethod": "POST",
"requestBody": {
"parameters": {

"waitTime": null
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}l
"affectedResources": [

"/ConfigurationManager/vl/objects/resource-groups"

"jobId": 1,
"self": "/ConfigurationManager/vl/objects/jobs/1",
"userId": "rest-test",
"status": "Completed",
"state": "Failed",
"createdTime": "2015-09-14T02:04:11z",
"updatedTime": "2015-09-14T02:04:122",
"completedTime": "2015-09-14T02:04:12z2",
"request": {
"requestUrl": "/ConfigurationManager/vl/services/resource-group-

service/actions/lock/invoke",

"requestMethod": "POST",
"requestBody": {
"parameters": {
"waitTime": null
}
}
br
"error": {
"errorSource": "/ConfigurationManager/vl/services/resource-group-—

service/actions/lock/invoke",
"message": "An error occurred in the storage system. (message =

Access denied with Lock/Unlock)",

"cause": "An error occurred during execution of a CCI command.",
"solution": "See the manual of the CCI and remove the cause of the
error.",
"solutionType": "SEE ERROR DETAIL",
"messageId": "KART30000-E",
"errorCode": {
"errorCode": "EX EACCES"
}
}
}
]
}
Attribute | Type Description
data object[] | Job information (job objects) created by the user from the
REST API.
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Attribute | Type Description

The maximum number of jobs for which you can get
information at one time is 100.

For details on the job object schema, see the section explaining job objects.

Status codes

For details on the status codes of the request for this operation, see the description on HTTP
status codes.

Coding example

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f"™ -X GET https://192.0.2.100/

ConfigurationManager/vl/objects/jobs

Getting job information

The following request gets, at a specific timing, information about a specified job that was
submitted by the user from the asynchronous API. Only a user who belongs to a user group
with the Storage Administrator (System Resource Management) role can also obtain
information about jobs submitted by other users. The obtained information can be used to
check the job status.

Execution permission
No role is required to run this API request. Only the users authenticated by the storage
system can issue this API request.

Request line

GET base-URL/vl/objects/jobs/object-ID

Request message

Object ID
Specify the jobId value obtained by getting information about the job list or the
response message of the asynchronous API.

Attribute Type Description

jobld long (Required) Job object ID
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Query parameters

None.
Body
None.
Responselnessage
Body
{
"jobId": 3,
"self": "/ConfigurationManager/vl/objects/jobs/3",
"userId": "rest-test",
"status": "Completed",
"state": "Succeeded",
"createdTime": "2015-09-14T02:08:13z2",
"updatedTime": "2015-09-14T02:08:13z2",
"completedTime": "2015-09-14T02:08:13zZ",
"request": {
"requestUrl": "/ConfigurationManager/vl/services/resource-group-service/

actions/lock/invoke",

b

"requestMethod": "POST",
"requestBody": {
"parameters": {
"waitTime": null

"affectedResources": [

"/ConfigurationManager/vl/objects/resource-groups"

For details on the job object schema, see the description on job objects.

Status codes

The following table describes the meaning of the status code of the request for this operation.

For details on other status codes, see the section explaining HTTP status codes.

Status Messag
codes e Description
404 Not * There is no information corresponding to the specified job ID.
Found * The user who issued the API request is not the user who
submitted the job corresponding to the specified job ID.
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Coding example

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" -X GET https://192.0.2.100/
ConfigurationManager/vl/objects/jobs/3

Locking a resource group

The following request locks resources of a resource group allocated to the user who runs API
requests, preventing other users from performing operations on the resources. Exclusive
control by locking is performed on a session basis. To run requests on the locked resources,
specify as the Authorization header the token of the session that was specified when the
resources were locked.

Execution permission

Storage Administrator (View Only)

Request line

POST base-URL/vl/services/resource-group-service/actions/lock/invoke

Request message

Object ID
None.

Query parameters

None.
Body
{
"parameters": {
"waitTime": 30
}

}

Attribut
e Type Description

waitTime | int The time that elapses before a lock timeout (in seconds)

Specify a value from 0 to 7200 for the maximum wait time that
elapses before a lock timeout occurs, for cases such as when the
target resource is already locked by other sessions.

Chapter 2: Common operations in the REST API
REST API Reference Guide 87




Unlocking a resource group

Attribut
e Type Description

If this value is omitted, 0 is specified.

Response message

Body

A job object is returned. For details on attributes other than affectedResources,
see the description on job objects.

Attribute Description

affectedResourc | URL of the resource group that obtained a lock
es

Status codes

For details on the status codes of the request for this operation, see the description on HTTP
status codes.

Status code Message Description
503 Service The operation cannot be performed because an API
unavailable operation that locks or unlocks resources is being
run by using the same session.

Coding example

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" -X POST --data-binary Q./
InputParameters.json https://192.0.2.100/ConfigurationManager/vl/services/resource-

group-service/actions/lock/invoke

Unlocking a resource group

The following request unlocks a resource group. For the Authorization header of the request
for releasing the lock, specify the token of the session that got the lock.

Execution permission

Storage Administrator (View Only)
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Request line

Unlocking a resource group

POST base-URL/vl/services/resource-group-service/actions/unlock/invoke

Request message

Object ID
None.

Query parameters

None.

Body
None.

Responselnessage

Body

A job object is returned. For details on attributes other than affectedResources,
see the section explaining job objects.

Attribute

Description

es

affectedResourc

URL of the resource group that was unlocked

Status codes

For details on the status codes of the request for this operation, see the section explaining
HTTP status codes.

Status code Message Description
503 Service The operation cannot be performed because an API
unavailable operation that locks or unlocks resources is being

run by using the same session.

Coding example

curl -v -H "Accept:application/json"

-H "Content-Type:application/json" -H

"Authorization:Session d7b673af189048468c5af9bcf3bbbb6£f" -X POST https://192.0.2.100/

ConfigurationManager/vl/services/resource-group-service/actions/unlock/invoke -d ""
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Chapter 3: User management and access
control

This chapter describes how to manage users and control access to storage system resources
by using the REST API.

Overview of user management and access control

To perform operations on storage system resources, users must have the appropriate roles
(execution permissions) and access permissions for the resources on which the operations
are to be performed. Before using the REST API, users with the required roles and access
permissions must be created.

For storage systems, resource groups and user groups are used to manage the roles and
access permissions of users.

Resource group
Resource groups are used to classify and manage resources in the storage system.
Only users who have access permissions for a resource group can perform operations
on the resources (such as parity groups, LDEVs, and ports) that are added to that
resource group.

User group
User groups are used to group users who have the same roles and access
permissions for the resources in the storage system. To specify the operations that
users in a user group can perform, assign a role to the user group. To specify the
resources that the users in a user group can access, assign a resource group to the
user group.

Role
Roles are execution permissions for resources. Roles are already set up, and the
operations that users of each role can perform on resources are already defined. For
details on the roles required to run a particular API request, see the description on that
API request.

Users whose accounts were created by using the maintenance utility or Hitachi Device
Manager - Storage Navigator can also execute REST API requests. If you want to use other
storage management software to create user accounts that can execute REST API requests,
specify the user IDs and passwords in accordance with the rules for the REST API.

If you are using Hitachi Device Manager - Storage Navigator, any users, user groups, and
resource groups that were created by using the REST API can also be used from Hitachi
Device Manager - Storage Navigator.
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Workflow for user management and access control

For details about user management and access control for storage systems, see the System
Administrator Guide.

5 Note:

= If a user uses the REST API to lock the resources of a storage system,
operations on the users, user groups, or resource groups will no longer be
able to be performed. In such a case, unlock the resources before performing
these operations.

* Forthe VSP 5000 series, it takes several minutes for the latest information to
be applied to the cache after you create or delete a resource group or add or
delete resources belonging to a resource group. For this reason, if you attempt
to perform operations on user groups or users after performing any of these
operations related to resource groups, the request might fail. If the request
fails, wait for a while, and then run the request again.

Workflow for user management and access control

This section describes the workflow for creating users who will perform operations on storage
systems and for setting access permissions for the resources necessary for those operations.

When using the REST API to create a user, specify a user group to which the user will
belong. Assign, in advance, resource groups and roles to the user group based on the types
of resources on which the users in that user group can operate and the operation
permissions of users in that user group.

The following figure shows the workflow for specifying user and access control settings. If you
are using the meta_resource group or built-in user group, you do not need to configure the
resource group or the user group.

Create & resource group.

Set resource groups (optional) Add resources

+  Create & user group
Set user groups {optional) «  Assign roles
«  Assign resource groups

«  Creale & user,

Set users «  Addthe user o a user group

Set resource groups
Create a resource group, and then add resources such as parity groups, LDEVs, and
ports. Group resources by business or organization into units for controlling access.

Set user groups
Create a user group. Assign resource groups and roles based on the types of
resources on which the users in that user group can operate and the operation
permissions of users in that user group.
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Set users

Input rules for user IDs and passwords

Create a user. Specify the user group to which the user will belong, and then add the
user to that user group. The user then can use the resources in the resource groups
assigned to the user group according to the assigned roles.

Input rules for user IDs and passwords

When creating users who will perform operations on storage systems from the REST API,
specify user IDs and passwords consisting of the characters described in the following table.

If you want to include symbols in a request body, be sure to escape the symbols as required
for JSON format.

Number of
Item characters Specifiable characters
User ID 1to0 63 You can use the following characters.
characters = Alphanumeric characters
= The following symbols:
P#ESSE  + - /=20 " { ]}~
* User IDs that contain forward slashes (/) cannot be
used as object IDs.
* User IDs that contain percent signs (%) or plus signs
(+) cannot be used as object IDs for the following API
requests:
API request for adding users to user groups
API request for removing users from user groups
Password 6 to 63 You can use the following characters.
characters = Alphanumeric characters
= ASCII symbols which can be keyed in except space:
P#ESSE () 4, -/ <=>2@[\N]"_
{1y~
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5 Note:

= When creating a user account that will not be used for the REST API but will
be used for other products such as Storage Navigator, you can use the
number of characters in the user1d and userPassword attributes of the API
function for creating a user account, and in the userPassword attribute of the
API function for changing the password of the user.Specify the user ID and
password according to input restrictions (specifiable characters and the
required number of characters) of the software for which the user account will
be used. Note that, if you create an account for which the user ID or password
does not adhere to the input restrictions in the preceding table, you will not be
able to use the account to run the REST API.

° The userId attribute: 1 to 256 characters
° The userPassword attribute: 6 to 256 characters

* If you use Storage Navigator or another product to create a user account
whose password includes a double quotation mark ("), you can use that user
account to run the REST API. However, you cannot use the REST API to
create a user account whose password includes a double quotation mark or to
change a password to one that includes a double quotation mark.

Getting a list of resource groups

The following request gets information about resource groups registered in the storage
system. You can also use a query parameter to get information about only certain resources
of interest.

0 Important:

Pay attention to the number of concurrent executions of this API request. For
details, see "Implementing retry processing".

Execution permission
Storage Administrator (View Only)
Request line

GET base-URL/vl1/objects/resource-groups

Request message

Object ID
None.

Query parameters
To filter execution results:
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Parameter | Type Filter condition

lockStatus | string | (Optional) Lock status of the resource group
* Locked: Gets information about the locked resource

groups

* Unlocked: Gets information about the unlocked resource
groups

To get information about only certain types of resources in resource groups:

If you try to get information for a large number of resource groups, processing might
take a long time. You can reduce the request processing time by using the following
query parameter to get information about only certain resources of interest.

Paramete
r Type Filter condition

attributes | string | (Optional) Type of resource for which information is to be
obtained

Information will be obtained about only resources corresponding
to the specified attributes.

To specify multiple attributes, separate the attributes by using
commas.

You can use this parameter in combination with the
lockStatus parameter.

* ldeviIds: LDEV numbers
* parityGroupIds: Parity group numbers

* externalParityGroupIds: External parity group
numbers

* portIds: Port numbers
* hostGroupIds: Object IDs of host groups or iSCSI targets

If this parameter is omitted, information will be obtained about
all of the attributes listed above.

Information about attributes other than those listed above will be
obtained regardless of the specification of this parameter.

The following are examples of how to specify these query parameters in various
situations.
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To get the LDEV numbers of locked resource groups:

?lockStatus=Locked&attributes=1ldevIds

To get the port numbers, and the object IDs of host groups or iSCSI targets for
all resource groups:

?attributes=portIds,hostGrouplds

Body
None.
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Response message

Body
The following is an example of output when a request is run to get information about
all types of resource groups:

"data": [

"resourceGroupId": 4,

"resourceGroupName": "devResourceGroup",
"lockStatus": "Locked",

"lockOwner": "devUser",

"lockHost": "hostOl",

"virtualStorageId": O,
"ldevIds": [

12,

13

1,

"parityGroupIds": [
Fil=1W
ni_on

i

"externalParityGroupIds": [
Til=5%",
ni_gn

1,

"portIds": [
"CL1-A",

"CL1-B"

1,

"hostGroupIds": [
"CL1-A,4",
"CL1l-A,5",

"CL1-A, 6"

"resourceGroupId": 5,
"resourceGroupName": "sales group resource",
"lockStatus": "Unlocked",
"virtualStorageId": O,
"ldevIds": [

32,

33
1,
"parityGroupIds": [

W2=1%,

no_om
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] r

"externalParityGroupIds":

"i-7",
ni_gn

1,

"portIds": [
"CL3-A"

i

"hostGroupIds": [
"CL3-A,1",
"CL3-A,2"

[

Getting a list of resource groups
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The following is an example of output when a request is run with the attributes
query parameter specified, to get only information about port numbers and the object
IDs of host groups or iSCSI targets:

"data": [
{
"resourceGroupId": 4,
"resourceGroupName": "devResourceGroup",
"lockStatus": "Locked",
"lockOwner": "devUser",
"lockHost": "hostOl",
"virtualStorageId": O,
"portIds": [
"CL1l-A",
"CL1-B"
1,
"hostGroupIds": [
"CL1-A,4",
"CL1l-A,5",
"CL1-A,6"

"resourceGroupId": 5,
"resourceGroupName": "sales group resource",
"lockStatus": "Unlocked",
"virtualStorageId": O,
"portIds": [
"CL3-A"
1,
"hostGroupIds": [
"CL3-A,1",
"CL3-A,2"

Attribute Type Description

resourceGroupNam | string | Resource group name
e

resourceGroupld int Resource group ID
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Attribute

Type

Description

lockStatus

string

Lock status of the resource group
* TLocked: The resource group is locked.

* Unlocked: The resource group is unlocked.

selfLock

boole
an

Whether the session specified in the Authorization

header locked the resource group

* true: The specified session locked the resource
group

* false: Another session locked the resource
group

This attribute is output if the resource group is locked

by a session that was generated by the same user
who runs the API.

lockOwner

string

User ID that locked the resource group

This attribute is not output if the resource group is
unlocked.

lockHost

string

IP address or name of the host that locked the
resource group

If the resource group has been locked by the REST
API, IP address or the host name of the SVP or
GUM is output.

This attribute is output only when the resource group
is locked.

lockSessionld

int

Session ID that locked the resource group

This attribute is output only when the resource group
is locked and when a user who belongs to the
Administrator user group (built-in user group) runs
the API.

virtualStorageld

int

ID of the virtual storage machine that corresponds to
the resource group

Idevlds

int[]

LDEV number

parityGrouplds

string[

]

Parity group number

externalParityGroupl
ds

string[
]

External parity group number
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Attribute Type Description
portlds string[ | Port number
]
hostGrouplds string[ | Object ID of the host group or iISCSI target
]

Status codes
For details on the status codes of the request for this operation, see the description on HTTP
status codes.

Coding example

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" -X GET https://192.0.2.100/

ConfigurationManager/vl/objects/resource-groups

Getting information about a specific resource group

The following request gets information about the specified resource group. The obtained
information can be used to check the lock status of a resource group, the user ID of the user
who locked the resource group, or the name of the host that locked the resource group.

Execution permission

Storage Administrator (View Only)

Request line

GET base-URL/vl/objects/resource-groups/object—ID

Request message

Object ID
Specify the value of resourceGroupId that was obtained by the processing to get
information about resource groups.

Typ
Attribute e Description

resourceGroup | int (Required) Resource group ID
Id

Chapter 3: User management and access control
REST API Reference Guide 100




Getting information about a specific resource group

Attribute

Typ

Description

Specify a decimal (base 10) number in the range from 0 to

1023.

Query parameters
None.

Body
None.

Response message
Body

"resourceGroupId":

"resourceGroupName" :

"lockStatus": "Locked",

"lockOwner": "devUser",

"lockHost": "hostOl",

"virtualStorageId":

"ldevIds": [
12,
13

1,

"parityGroupIds": [

wl-1v,
n]_pmn
]r

0,

"externalParityGroupIds": [

Hil=B,
ni_gn

i

"portIds": [
"CL1-A",
"CL1-B"

1,

"hostGroupIds":
"CL1-A,4",
"CL1l-A,5",
"CL1-A,6"

[

"devResourceGroup",
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Attribute

Type

Description

resourceGroupName

string

Resource group name

resourceGroupld

int

Resource group ID

lockStatus

string

Lock status of the resource group
* Locked: The resource group is locked.

* Unlocked: The resource group is unlocked.

selfLock

boolea

Whether the resource group was locked by the
session specified in the Authorization header

* true: The specified session locked the
resource group.

= false: Another session locked the resource
group.
This attribute is output when the resource group is

locked by a session that was generated by the
same user who runs the API.

lockOwner

string

User ID of the user who locked the resource group

This attribute is output only when the resource
group is locked.

lockHost

string

IP address or name of the host that locked the
resource group

If the resource group has been locked by the REST
API, IP address or the host name of the SVP or
GUM is output.

This attribute is output only when the resource
group is locked.

lockSessionld

int

Session ID of the session that locked the resource
group

This attribute is output only when the resource
group is locked and the API was run by one of the
following users: the user who belongs to the
Administrator user group (built-in user group).

virtualStorageld

int

ID of the virtual storage machine that corresponds
to the resource group

Idevids

int[]

LDEV number

parityGrouplds

string[]

Parity group number
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Attribute Type Description
externalParityGroupl | string[] | External parity group number
ds
portlds string[] | Port number
hostGrouplds string[] | Object ID of the host group or iISCSI target

Status codes
For details on the status codes of the request for this operation, see the description on HTTP
status codes.

Coding example

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" -X GET https://192.0.2.100/

ConfigurationManager/vl/objects/resource-groups/4

Creating a resource group

The following request creates resource groups. To add a resource group to a virtual storage
machine, you must also specify the virtualStorageDeviceId attribute.

5 Note:

If you locked any resources of the target storage system by using the REST API,
you will not be able to use this API function. In such cases, unlock the resources
before running the API function.

Execution permission

Security Administrator (View & Modify)

Request line

POST base-URL/vl/objects/resource-groups

Request message

Object ID
None.

Query parameters
None.
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Body

"resourceGroupName" : "devResourceGroup",

"virtualStorageDeviceId":"900000050001"

Attribute Type Description

resourceGroupNa | string | (Required) Resource group name

me Specify a name consisting of 1 to 32 characters.

virtualStorageDevi | string | (Optional) Storage device ID of the virtual storage
celd machine

This attribute cannot be specified at the same time as
the virtualStorageId attribute.

If this attribute is omitted, the default storage device ID
(the same storage device ID as that of the target
physical storage system) will be set.

virtualStorageld int (Optional) ID of the virtual storage machine that
corresponds to the resource group

This attribute cannot be specified at the same time as
the virtualStorageDevicelId attribute.

If this attribute is omitted, 0 will be set.

Responselnessage

Body
A job object is returned. For details on attributes other than affectedResources,
see the description on job objects.

Attribute Description

affectedResources URL of the created resource group

Status codes

For details on the status codes of the request for this operation, see the description on HTTP
status codes.
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Coding example

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" -X POST --data-binary Q./
InputParameters.json https://192.0.2.100/ConfigurationManager/vl/objects/resource-

groups

Adding a resource to a resource group

The following request adding resources to resource groups.

5 Note:

If you locked any resources of the target storage system by using the REST API,
you will not be able to use this API function. In such cases, unlock the resources
before running the API function.

Execution permission

Security Administrator (View & Modify)

Request line

POST base-URL/vl1/objects/resource-groups/object-ID/actions/add-resource/invoke

Request message

Object ID
Specify the value of resourceGroupId that was obtained by the processing to get
information about resource groups.

Attribute Type Description

resourceGroupl | int (Required) Resource group ID

d Specify a decimal (base 10) number in the range from 1 to

1023.

Query parameters
None.

Body
The following coding example shows how to specify an LDEV number:

{

"parameters": {
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"ldevIds": [

2,
3

1,

"parityGroupIds": [
Fil=1W,
ni_on

i

"externalParityGroupIds": [
Til=5%",
ni_gn

1,

"portIds": [
"CL1l-A",

"CL1-B"

1,

"hostGroupIds": [
"CL1l-A,4",
"CL1-A,5",
"CL1-A, 6"

The following coding example shows how to specify a range of LDEV numbers:

"parameters": {
"startLdevId": 2,
"endLdevId": 5,
"parityGroupIds": [

Fil=1,
ni_on

1,

"externalParityGroupIds": [
Til=5%,
ni_gn

1,

"portIds": [
"CL1l-A",
"CL1-B"

i

"hostGroupIds": [
"CL1-A,4",
"CL1l-A,5",
"CL1-A, 6"
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Attribute

Type

Description

parityGrouplds

string[]

(Optional) Parity group number

externalParityGroupl
ds

string(]

(Optional) External parity group number

portlds

string(]

(Optional) Port number

hostGrouplds

string(]

(Optional) Object ID of the host group or iSCSI
target

Specify the value of hostGroupId that was
obtained by the processing to get information about
host groups or iSCSI targets.

Idevlds

int[]

(Optional) LDEV number

Specify a value in the range from 0 to 652709. If you
specify this attribute, you cannot specify the
startLdevId attribute or the endLdevId
attribute.

startLdevld

int

(Optional) First LDEV number

When specifying a range of LDEVs, specify a value
in the range from 0 to 65278. If you specify this
attribute, you must also specify the endLdevid
attribute. If you specify the 1devId attribute, you
cannot specify this attribute.

endLdevld

int

(Optional) Last LDEV number

When specifying a range of LDEVs, specify a value
in the range from 1 to 65279. If you specify this
attribute, you must also specify the startLdevId
attribute. If you specify the 1devId attribute, you
cannot specify this attribute.

Response message
Body

A job object is returned. For details on attributes other than affectedResources,
see the description on job objects.
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Attribute Description

affectedResourc | URL of the resource group to which resources are added
es

Action template

GET base-URL/vl/objects/resource-groups/object-ID/actions/add-resource

Status codes

For details on the status codes of the request for this operation, see the description on HTTP
status codes.

Coding example

To get an action template:

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H

"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" -X GET https://192.0.2.100/

ConfigurationManager/vl/objects/resource-groups/4/actions/add-resource

To run the request after getting an action template:

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" —--data-binary Q./
InputParameters.json -X POST https://192.0.2.100/ConfigurationManager/vl/objects/

resource—-groups/4/actions/add-resource/invoke

Removing a resource from a resource group

The following request removes resources that are no longer necessary from resource groups.

5 Note:

If you locked any resources of the target storage system by using the REST API,
you will not be able to use this API function. In such cases, unlock the resources
before running the API function.

Execution permission

Security Administrator (View & Modify)

Request line

POST base-URL/vl/objects/resource-groups/object-ID/actions/remove-resource/invoke
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Request message
Object ID

Removing a resource from a resource group

Specify the value of resourceGroupId that was obtained by the processing to get

information about resource groups.

Attribute

Type

Description

resourceGroupl
d

int

1023.

(Required) Resource group ID

Specify a decimal (base 10) number in the range from 1 to

Query parameters
None.

Body

The following coding example shows how to specify an LDEV number:

"parameters":

"ldevIds": [

2’
3
]I

{

"parityGroupIds":

W=qT,
n]_omn
1,

[

"externalParityGroupIds":

wl-5v,
nl—g"
]r

"portIds": [

"CL1-A",
"CL1-B"
] ’

"hostGroupIds": [

"CL1-A, 4",
"CL1-A, 5",
"CL1-A, 6"
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The following coding example shows how to specify a range of LDEV numbers:

{

"parameters": {
"startLdevId": 2,
"endLdevId": 5,
"parityGroupIds": [

Pil=1w,
ni_pn

1,

"externalParityGroupIds": [
Pi=7W,
ni_gw

1,

"portIds": [
"CL1-A",

"CL1-B"

1,

"hostGroupIds": [
"CL1-A,4",
"CL1l-A,5",
"CL1-A,6"

Attribute Type Description

parityGrouplds string[] | (Optional) Parity group number

externalParityGroupl | string[] | (Optional) External parity group number
ds

portlds string[] | (Optional) Port number
hostGrouplds string[] | (Optional) Object ID of the host group or iISCSI
target

Specify the value of hostGroupId that was
obtained by the processing to get information about
host groups or iISCSI targets.

Idevlds int[] (Optional) LDEV number

Specify a value in the range from 0 to 65279. If you
specify this attribute, you cannot specify the
startLdevId attribute or the endLdevId
attribute.

startLdevld int (Optional) First LDEV number
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Attribute Type Description

When specifying a range of LDEVs, specify a value
in the range from 0 to 65278. If you specify this
attribute, you must also specify the endl.devid
attribute. If you specify the 1dev1d attribute, you
cannot specify this attribute.

endLdevld int (Optional) Last LDEV number

When specifying a range of LDEVs, specify a value
in the range from 1 to 65279. If you specify this
attribute, you must also specify the startLdevId
attribute. If you specify the 1dev1d attribute, you
cannot specify this attribute.

Response message

Body
A job object is returned. For details on attributes other than affectedResources,
see the description on job objects.

Attribute Description

affectedResourc | URL of the resource group from which resources were removed
es

Action template

GET base-URL/vl/objects/resource-groups/object-ID/actions/remove-resource

Status codes

For details on the status codes of the request for this operation, see the description on HTTP
status codes.

Coding example

To get an action template:

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H

"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" -X GET https://192.0.2.100/

ConfigurationManager/vl/objects/resource-groups/4/actions/remove-resource
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To run the request after getting an action template:

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" —--data-binary Q./
InputParameters.json -X POST https://192.0.2.100/ConfigurationManager/vl/objects/

resource-groups/4/actions/remove-resource/invoke

Deleting a resource group

The following request deletes unnecessary resource groups.

a Note:

If you locked any resources of the target storage system by using the REST API,
you will not be able to use this API function. In such cases, unlock the resources
before running the API function.

Execution permission

Security Administrator (View & Modify)

Request line

DELETE base-URL/vl/objects/resource-groups/object-ID

Request message

Object ID
Specify the value of resourceGroupId that was obtained by the processing to get
information about resource groups.

Attribute Type Description

resourceGroupl | int (Required) Resource group ID

d Specify a decimal (base 10) number in the range from 1 to

1023.

Query parameters
None.

Body
None.
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Response message

Body
A job object is returned. For details on attributes other than affectedResources,
see the description on job objects.

Attribute Description

affectedResources URL of the deleted resource group

Status codes

For details on the status codes of the request for this operation, see the description on HTTP
status codes.

Coding example
curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H

"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f"™ -X DELETE https://
192.0.2.100/ConfigurationManager/vl/objects/resource-groups/4

Getting a list of user groups

The following request gets a list of user groups registered in the target storage system.

Execution permission

Security Administrator (View Only)

Request line

GET base-URL/vl1/objects/user-groups

Request message

Object ID
None.

Query parameters
None.

Body
None.
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Response message

Getting a list of user groups

Body
{
"data": [
{
"userGroupObjectId": "devGroup",
"userGroupId": "devGroup",
"roleNames": [
"Audit Log Administrator (View & Modify)"
i
"resourceGroupIds": [
1,
2,
3
1,
"isBuiltIn": false,
"hasAllResourceGroup": false
by
{
"userGroupObjectId": "adminGroup",
"userGroupId": "adminGroup",
"roleNames": [

"Audit Log Administrator

"Security Administrator

(View & Modify)™,
(View & Modify)™,

"Storage Administrator (Initial Configuration)",
"Storage Administrator (Local Copy)",
"Storage Administrator (Performance Management)",
"Storage Administrator (Provisioning)",
"Storage Administrator (Remote Copy)",
"Storage Administrator (System Resource Management)"
1,
"isBuiltIn": false,

"hasAllResourceGroup":

true

Attribute Type Description
userGroupObijectld | string | The object ID for a user group ID
An encoded character string is output if the user
group ID includes reserved characters defined in
RFC3986.
userGroupld string | The user group ID
roleNames string[] | The role name assigned to the user group
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Attribute Type Description
resourceGrouplds | int[] The IDs of the resource groups assigned to the user
group
isBuiltin boolea | Information about whether the user group is a built-in
n user group.
= true: A built-in user group.
* false: A user group created by a user.
hasAllResourceGr | boolea | Information about whether all the resource groups are
oup n assigned to the target.

* true: All the resource groups are assigned.

= false: The specified resource groups are
assigned.

Status codes

For details on the status codes of the request for this operation, see the description on HTTP

status codes.

Coding example

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H

"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f"™ -X GET https://192.0.2.100/

ConfigurationManager/vl/objects/user-groups

Getting information about a specific user group

The following request gets information about the specified user group.

Execution permission

Security Administrator (View Only)

Request line

GET base-URL/vl/objects/user-groups/object-ID
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Request message

Object ID
Set the userGroupObjectId value obtained by getting the information about the
user group.
Attribute Type Description
userGroupObjectld string (Required) The object ID for a user group ID
The object ID is case sensitive.

Query parameters
None.

Body
None.

Response message

Body
{
"userGroupObjectId": "devGroup",
"userGroupId": "devGroup",
"roleNames": [

"Security Administrator (View Only)"
i
"resourceGroupIds": [
1,
2,
3
1,
"isBuiltIn":false,

"hasAllResourceGroup":false

Attribute Type Description

userGroupObijectld | string | The object ID for a user group ID

An encoded character string is output if the user
group ID includes reserved characters defined in RFC

3986.
userGroupld string | The user group ID
roleNames string[] | The role name assigned to the user group
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Attribute Type Description
resourceGrouplds | int[] The IDs of the resource groups assigned to the user
group
isBuiltin boolea | Information about whether the user group is a built-in
n user group.

= true: A built-in user group.

* false: A user group created by a user.

hasAllResourceGr | boolea | Information about whether all the resource groups are
oup n assigned to the target.

* true: All the resource groups are assigned.

= false: The specified resource groups are
assigned.

Status codes

For details on the status codes of the request for this operation, see the description on HTTP
status codes.

Coding example

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f"™ -X GET https://192.0.2.100/

ConfigurationManager/vl/objects/user-groups/devGroup

Creating a user group

The following request creates a user group and assigns an appropriate role and resource
groups.

g Note:

If you locked any resources of the target storage system by using the REST API,
you will not be able to use this API function. In such cases, unlock the resources
before running the API function.

Execution permission

Security Administrator (View & Modify)
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Request line

POST base-URL/vl/objects/user-groups

Request message

Object ID
None.

Query parameters

None.
Body
{
"userGroupId":"devGroup",
"roleNames": [
"Storage Administrator (Provisioning)"
1,
"resourceGroupIds": [
8!
9
] 4
"hasAllResourceGroup":false
}
Attribute Type Description
userGroupld string | (Required) The user group ID
Specify an ID consisting of 1 to 64 characters.
roleNames string[] | (Required) The role name

Specify one or more of the following role names. The
role names are case sensitive. If you specify multiple
role names, delimit the names by commas.

You must specify Storage Administrator (View
Only).

= Audit Log Administrator (View &
Modify)#

= Audit Log Administrator (View Only)#

" Security Administrator (View &
Modify)#

" Security Administrator (View Only)#
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Creating a user group

Attribute Type Description

" Storage Administrator (Initial
Configuration)

» Storage Administrator (Local Copy)

= Storage Administrator (Performance
Management)

= Storage Administrator (Provisioning)
» Storage Administrator (Remote Copy)

= Storage Administrator (System
Resource Management)

= Storage Administrator (View Only)
= Support Personnel®
#

= User Maintenance

#: If you specify this role, be sure to specify true for
hasAllResourceGroup.

resourceGrouplds | int[] (Optional) The resource group IDs

Specify one or more decimal (base 10) numbers
within the range of 0 to 1023. If you specify multiple
IDs, delimit the IDs by commas. This cannot be
specified if the hasAl1ResourceGroup attribute is
true.

hasAllResourceGr | boolea | (Required) Information about whether all the resource
oup n groups are assigned to the target.

If the roles specified for roleNames include any of
the following roles, be sure to specify true for this
attribute.

= Audit Log Administrator (View &
Modify)

= Audit Log Administrator (View Only)

" Security Administrator (View &
Modify)

= Security Administrator (View Only)
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Changing the user group settings

Attribute Type Description

» Support Personnel
= User Maintenance

If the roles specified for roleNames does not include
any of these roles, be sure to specify false for this
attribute.

Responselnessage

Body
A job object is returned. For details on attributes other than affectedResources,
see the section explaining job objects.

Attribute Description

affectedResources URL of the created user group

Status codes
For details on the status codes of the request for this operation, see the description on HTTP
status codes.

Coding example

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" -X POST --data-binary Q./
InputParameters.json https://192.0.2.100/ConfigurationManager/vl/objects/user-groups

Changing the user group settings

The following request sets a user group ID and a role of the specified user group.

5 Note:

If you locked any resources of the target storage system by using the REST API,
you will not be able to use this API function. In such cases, unlock the resources
before running the API function.

Execution permission

Security Administrator (View & Modify)
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Changing the user group settings

Request line

PATCH base-URL/vl/objects/user-groups/object-ID

Request message

Object ID
Set the userGroupObjectId value obtained by getting the information about the
user group.
Attribute Type Description
userGroupObjectld string (Required) The object ID for a user group ID
The object ID is case sensitive.

Query parameters
None.

Body
The following coding example shows how to change the user group ID:

{

"userGroupId":"adminGroup"

The following coding example shows how to change a role:

{
"roleNames": [
"Storage Administrator (Provisioning)",

"Storage Administrator (Local Copy)"

Only one attribute can be specified in one request.

Attribute Type Description

userGroupld string | (Optional) The user group ID

Specify an ID consisting of 1 to 64 characters.

hasAllResourceGr | boolea | (Optional) Information about whether all the resource
oup n groups are assigned to the target.
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Changing the user group settings

Attribute Type Description

If the roles specified for roleNames include any of
the following roles, be sure to specify true for this
attribute.

= Audit Log Administrator (View &
Modify)

= Audit Log Administrator (View Only)

" Security Administrator (View &
Modify)

" Security Administrator (View Only)
= Support Personnel
= User Maintenance

If the roles specified for roleNames does not include
any of these roles, be sure to specify false for this
attribute.

roleNames string[] | (Optional) The role name

Specify one or more of the following role names. The
role names are case sensitive. If you specify multiple
role names, delimit the names by commas.

You must specify Storage Administrator (View
Only).

= Audit Log Administrator (View &
Modify)#

= Audit Log Administrator (View Only)#

* Security Administrator (View &
Modify)#

" Security Administrator (View Only)#

" Storage Administrator (Initial
Configuration)

* Storage Administrator (Local Copy)

" Storage Administrator (Performance
Management)
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Changing the user group settings

Attribute Type Description

" Storage Administrator (Provisioning)
* Storage Administrator (Remote Copy)

* Storage Administrator (System
Resource Management)

= Storage Administrator (View Only)
= Support Personnel®
#

= User Maintenance

#: If you specify this role, be sure to specify true for
hasAllResourceGroup.

Response message

Body
A job object is returned. For details on attributes other than affectedResources,
see the section explaining job objects.

Attribute Description

affectedResources URL of the user group on which settings are
changed

Action template

None.

Status codes

For details on the status codes of the request for this operation, see the description on HTTP
status codes.

Coding example
curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H

"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" -X PATCH https://192.0.2.100/

ConfigurationManager/vl/objects/user-groups/devGroup
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Assigning resource groups to a user group

Assigning resource groups to a user group

The following request assigns resource groups to a created user group.

5 Note:

If you locked any resources of the target storage system by using the REST API,
you will not be able to use this API function. In such cases, unlock the resources
before running the API function.

Execution permission

Security Administrator (View & Modify)

Request line

POST base-URL/vl/objects/user-groups/object-ID/actions/add-resource-group/invoke

Request message

Object ID
Set the userGroupObjectId value obtained by getting the information about the

user group.

Attribute Type Description

userGroupObiject | string | (Required) The object ID for a user group ID
Id

The object ID is case sensitive.

Query parameters

None.
Body
{
"parameters": {
"resourceGroupIds": [
1!
2
]
}
}
Attribute Type Description
resourceGrouplds int[] (Required) The resource group IDs
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Assigning resource groups to a user group

Attribute Type Description

Specify one or more decimal (base 10)
numbers within the range of 0 to 1023. If you
specify multiple IDs, delimit the IDs by
commas.

Response message

Body
A job object is returned. For details on attributes other than affectedResources,
see the section explaining job objects.

Attribute Description

affectedResourc | URL of the user group to which resource groups are assigned
es

Action template

GET base-URL/vl/objects/user-groups/object-ID/actions/add-resource-group

Status codes

For details on the status codes of the request for this operation, see the description on HTTP
status codes.

Coding example

To get an action template:

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H

"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" -X GET https://192.0.2.100/

ConfigurationManager/vl/objects/user—-groups/devGroup/actions/add-resource-group

To run the request after getting an action template:

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" —--data-binary Q./
InputParameters.json -X POST https://192.0.2.100/ConfigurationManager/vl/objects/user—

groups/devGroup/actions/add-resource-group/invoke
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Releasing resource groups assigned to a user group

Releasing resource groups assigned to a user group

The following request releases resource groups assigned to a user group.

5 Note:

If you locked any resources of the target storage system by using the REST API,
you will not be able to use this API function. In such cases, unlock the resources
before running the API function.

Execution permission

Security Administrator (View & Modify)

Request line

POST base-URL/vl/objects/user-groups/object-ID/actions/remove-resource-group/invoke

Request message

Object ID
Set the userGroupObjectId value obtained by getting information about the user
group.
Attribute Type Description
userGroupObijectld string (Required) The object ID for a user group ID

The object ID is case sensitive.

Query parameters

None.
Body
{
"parameters": {
"resourceGroupIds": [
1!
2
]
}
}
Attribute Type Description
resourceGrouplds int[] (Required) The resource group IDs
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Releasing resource groups assigned to a user group

Attribute Type Description

Specify one or more decimal (base 10)
numbers within the range of 0 to 1023. If you
specify multiple IDs, delimit the IDs by
commas.

Response message

Body
A job object is returned. For details on attributes other than affectedResources,
see the section explaining job objects.

Attribute Description

affectedResourc | URL of the user group where assignment of resource groups is
es released

Action template

GET base-URL/vl1/objects/user-groups/object-ID/actions/remove-resource-group

Status codes

For details on the status codes of the request for this operation, see the description on HTTP
status codes.

Coding example

To get an action template:

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H

"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" -X GET https://192.0.2.100/

ConfigurationManager/vl/objects/user—-groups/devGroup/actions/remove-resource-group

To run the request after getting an action template:

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" —--data-binary Q./
InputParameters.json -X POST https://192.0.2.100/ConfigurationManager/vl/objects/user—

groups/devGroup/actions/remove-resource-group/invoke
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Deleting a user group

Deleting a user group

The following request deletes an unneeded user group. The request cannot delete a user
group if the user group is assigned to a user.

a Note:

If you locked any resources of the target storage system by using the REST API,
you will not be able to use this API function. In such cases, unlock the resources
before running the API function.

Execution permission

Security Administrator (View & Modify)

Request line

DELETE base-URL/vl/objects/user-groups/object-ID

Request message

Object ID
Set the userGroupObjectId value obtained by getting the information about the
user group.
Attribute Type Description
userGroupObjectld string (Required) The object ID for a user group ID
The object ID is case sensitive.

Query parameters
None.

Body
None.

Response message

Body
A job object is returned. For details on attributes other than affectedResources,
see the section explaining job objects.

Attribute Description

affectedResources URL of the deleted user group
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Getting a list of users

Status codes

For details on the status codes of the request for this operation, see the description on HTTP
status codes.

Coding example
curl -v -H "Accept:application/json"™ -H "Content-Type:application/json" -H

"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f™ -X DELETE https://
192.0.2.100/ConfigurationManager/vl/objects/user-groups/devGroup

Getting a list of users

The following request gets a list of user information registered on the target storage system.

Execution permission

Security Administrator (View Only)

Request line

GET base-URL/vl/objects/users

Request message

Object ID
None.

Query parameters
None.

Body
None.

Responselnessage

Body
{
"data": [
{
"userObjectId": "devUser",
"userId": "devUser",
"authentication": "local",
"userGroupNames": [

"Audit Log Administrator (View Only) User Group",
"Storage Administrator (View & Modify) User Group"

] 4
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Getting a list of users

"isBuiltIn": false,

"isAccountStatus": true

"userObjectId": "adminUser",

"userId": "adminUser",

"authentication": "local",

"userGroupNames": [
"Administrator User Group"

] 4

"isBuiltIn": false,

"isAccountStatus": true

Attribute Type Description

userObjectld string Object ID of the user ID

If the user ID contains a reserved character defined in
RFC 3986, the encoded character string is output.

userld string User ID

userGroupNam | string[] | User group name
es

isBuiltIn boolean | Whether the user account is built-in

= true: Indicates a built-in user account

* false: Indicates that the account is created by the
user

isAccountStatus | boolean | Status of the user account

* true: The user account is valid

= false: The user account is invalid

authentication string Set authentication

* local: Authorized by the storage system

* external: Authorized by the external
authentication server
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Getting information about a specific user

Status codes

For details on the status codes of the request for this operation, see the description on HTTP
status codes.

Coding example
curl -v -H "Accept:application/json"™ -H "Content-Type:application/json" -H

"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" -X GET https://192.0.2.100/

ConfigurationManager/vl/objects/users

Getting information about a specific user

The following request gets information about the specified user.

Execution permission

Security Administrator (View Only)

Request line

GET base-URL/vl1/objects/users/object-ID

Request message

Object ID
Specify the userObject1d value obtained by getting information about the user.

Attribute Type Description

userObjectld string (Required) Object ID of the user ID

The name is case sensitive.

Query parameters
None.

Body
None.

Response message
Body

"userObjectId": "devUser",

"userId": "devUser",
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Getting information about a specific user

"authentication": "local",
"userGroupNames": [
"Audit Log Administrator (View Only) User Group",
"Storage Administrator (View & Modify) User Group"
1,
"isBuiltIn": false,

"isAccountStatus": true

Attribute Type Description

userObjectld string Object ID of the user ID

If the user ID contains a reserved character defined in
RFC 3986, the encoded character string is output.

userld string User ID

userGroupNam | string[] | User group name
es

isBuiltIn boolean | Whether the user account is built-in

* true: Indicates a built-in user account

* false: Indicates that the account is created by the
user

isAccountStatus | boolean | Status of the user account

* true: The user account is valid

» false: The user account is invalid

authentication string Set authentication

* local: Authorized by the storage system

* external: Authorized by the external
authentication server

Status codes

For details on the status codes of the request for this operation, see the description on HTTP
status codes.
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Creating a user account

Coding example

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" -X GET https://192.0.2.100/

ConfigurationManager/vl/objects/users/devUser

Creating a user account

The following request creates a user account and assigns the user to user groups where
appropriate permissions are specified. User accounts created by using the REST API can be
used in Hitachi Device Manager - Storage Navigator.

5 Note:

If you locked any resources of the target storage system by using the REST API,
you will not be able to use this API function. In such cases, unlock the resources
before running the API function.

Execution permission

Security Administrator (View & Modify)

Request line

POST base-URL/vl1/objects/users

Request message

Object ID
None.

Query parameters

None.
Body
{
"userId": "devUser",
"authentication": "local",

"userPassword" :"devPassword",
"userGroupNames": [
"Audit Log Administrator (View Only) User Group",

"Storage Administrator (View & Modify) User Group"
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Creating a user account

Attribute Type Description

userld string | (Required) User ID

For details about the number of characters that can be
specified for user IDs and the characters that can be
used, see the description about input rules for user IDs
and passwords.

userPassword string | (Optional) Password

The password cannot be specified if the
authentication attribute is external.

For details about the number of characters that can be
specified for passwords and the characters that can be
used, see the description about input rules for user IDs
and passwords.

userGroupNam | string[] | (Required) User group name

es Specify a name consisting of 1 to 64 characters. You

can specify up to 8 group names.

authentication string (Required) Set authentication

* local: Authorized by the storage system

* external: Authorized by the external authentication
server

Response message

Body
A job object is returned. For details on attributes other than affectedResources,
see the section explaining job objects.

Attribute Description

affectedResources URL of the created user

Status codes

For details on the status codes of the request for this operation, see the description on HTTP
status codes.
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Changing the password of the user

Coding example

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" -X POST --data-binary Q./
InputParameters.json https://192.0.2.100/ConfigurationManager/vl/objects/users/

Changing the password of the user

The following request changes the password of a user account that performs operations on
the storage system resources. The password cannot be changed for the user who is
authorized by the external authentication server.

5 Note:

If you locked any resources of the target storage system by using the REST API,
you will not be able to use this API function. In such cases, unlock the resources
before running the API function.

Execution permission

Security Administrator (View & Modify)

Request line

PATCH base-URL/vl/objects/users/object-ID

Request message

Object ID
Specify the userObject1d value obtained by getting information about the user.

Attribute Type Description

userObjectld string (Required) Object ID of the user ID

The name is case sensitive.

Query parameters
None.

Body

"userPassword":"userPass"
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Adding users to user groups

Attribute Type

Description

userPasswo | string
rd

(Required) New password

For details about the number of characters that can be
specified for passwords and the characters that can be
used, see the description about input rules for user IDs and
passwords.

Response message

Body

A job object is returned. For details on attributes other than affectedResources,
see the section explaining job objects.

Attribute

Description

affectedResources

URL of the user whose password was changed

Action template

None.

Status codes

For details on the status codes of the request for this operation, see the description on HTTP

status codes.

Coding example

curl -v -H "Accept:application/json"™ -H "Content-Type:application/json" -H

"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f™ -X PATCH https://192.0.2.100/

ConfigurationManager/vl/objects/users/devUser

Adding users to user groups

To add a user to a user group, assign the user group to the user object.

a Note:

If you locked any resources of the target storage system by using the REST API,
you will not be able to use this API function. In such cases, unlock the resources
before running the API function.
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Adding users to user groups

Execution permission
Security Administrator (View & Modify)
Request line

POST base-URL/vl/objects/users/object-ID/actions/add-user-group/invoke

Request message

Object ID
Specify the userObjectId value obtained by getting information about the user.

Attribute Type Description

userObjectld string (Required) Object ID of the user ID

The name is case sensitive.

Query parameters

None.
Body
{
"parameters": {
"userGroupNames": [
"System User Group"
]
}
}
Attribute Type Description
userGroupNames string[] | (Required) User group name

Specify a name consisting of 1 to 64
characters.

One user can belong to a maximum of You
can specify up to 8 user groups.

Response message

Body
A job object is returned. For details on attributes other than affectedResources,
see the section explaining job objects.
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Removing users from user groups

Attribute Description

affectedResources URL of the user who was added to the user group

Action template

GET base-URL/vl1/objects/users/object-ID/actions/add-user-group

Status codes

For details on the status codes of the request for this operation, see the description on HTTP
status codes.

Coding example
To get an action template:
curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H

"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" -X GET https://192.0.2.100/

ConfigurationManager/vl/objects/users/devUser/actions/add-user—-group

To run the request after getting an action template:

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" —--data-binary @./
InputParameters.json -X POST https://192.0.2.100/ConfigurationManager/vl/objects/

users/devUser/actions/add-user-group/invoke

Removing users from user groups

To remove a user from a user group, specify the user group that is associated with that user,
and then release that user group from the user object. If only one user group is associated
with a particular user, the user cannot be removed from that user group.

5 Note:

If you locked any resources of the target storage system by using the REST API,
you will not be able to use this API function. In such cases, unlock the resources
before running the API function.

Execution permission

Security Administrator (View & Modify)
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Removing users from user groups

Request line

POST base-URL/vl1l/objects/users/object-ID/actions/remove-user-group/invoke

Request message

Object ID
Specify the userObject1d value obtained by getting information about the user.

Attribute Type Description

userObjectld string (Required) Object ID of the user ID

The name is case sensitive.

Query parameters

None.
Body
{
"parameters": {
"userGroupNames": [
"System User Group"
]
}
}
Attribute Type Description
userGroupNames string[] | (Required) User group name

Specify a name consisting of 1 to 64
characters.

One user can belong to a maximum of You
can specify up to 8 user groups.

Response message

Body
A job object is returned. For details on attributes other than affectedResources,

see the section explaining job objects.
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Deleting a user account

Attribute Description

affectedResources URL of the user who was removed from the user
group

Action template

GET base-URL/vl/objects/users/object-ID/actions/remove-user-group

Status codes

For details on the status codes of the request for this operation, see the description on HTTP
status codes.

Coding example
To get an action template:
curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H

"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" -X GET https://192.0.2.100/

ConfigurationManager/vl/objects/users/devUser/actions/remove-user-group

To run the request after getting an action template:

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" —--data-binary Q./
InputParameters.json -X POST https://192.0.2.100/ConfigurationManager/vl/objects/

users/devUser/actions/remove-user-group/invoke

Deleting a user account

The following request deletes unnecessary user accounts. Built-in user accounts of the
storage system cannot be deleted.

5 Note:

If you locked any resources of the target storage system by using the REST API,
you will not be able to use this API function. In such cases, unlock the resources
before running the API function.

Execution permission

Security Administrator (View & Modify)
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Deleting a user account

Request line

DELETE base-URL/vl1l/objects/users/object-ID

Request message

Object ID
Specify the userObject1d value obtained by getting information about the user.

Attribute Type Description

userObjectld string (Required) Object ID of the user ID

The name is case sensitive.

Query parameters
None.

Body
None.

Response message

Body
A job object is returned. For details on attributes other than affectedResources,
see the section explaining job objects.

Attribute Description

affectedResources URL of the deleted user account

Status codes

For details on the status codes of the request for this operation, see the description on HTTP
status codes.

Coding example
curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H

"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f™ -X DELETE https://
192.0.2.100/ConfigurationManager/vl/objects/users/devUser
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Chapter 4: Parity group management

This chapter describes how to manage parity groups by using the REST API.

Overview of a parity group

A parity group is a set of physical drives that configure a RAID in a storage system.

A logical storage area extracted from a parity group is used as an LDEV (basic volume). To
create an LDEV to be used for operations such as volume allocation or pool creation, you
need to create a parity group in advance.
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Parity group operations performed by the REST API vary depending on the type of storage
system.

For VSP E series
= Creating a parity group

You can create a parity group when installing a new storage system or adding
drives. You can configure a distributed parity group, or specify settings to encrypt a
parity group or specify copy-back mode.

* Changing the drive settings

You can assign a specified drive as a spare drive, or release the assignment. The
spare drive is used when a failure occurs in a drive that configures a parity group.

* Formatting a parity group

You can format all volumes created from a parity group. When you create multiple
volumes at the time a new storage system is installed or drives are added, you can
collectively format the volumes.

* Deleting a parity group

You can delete a parity group. If the specified parity group is a parity group making
up a distributed parity group, all concatenated parity groups are deleted.

Chapter 4: Parity group management
REST API Reference Guide 142




Getting information about parity groups

For VSP G350, G370, G700, G900, VSP F350, F370, F700, F900
= Creating a parity group

You can create a parity group when installing a new storage system or adding
drives. You can configure a distributed parity group, or specify settings to encrypt a
parity group or specify copy-back mode.

* Changing the drive settings

You can assign a specified drive as a spare drive, or release the assignment. The
spare drive is used when a failure occurs in a drive that configures a parity group.

* Changing the accelerated compression setting of a parity group

You can enable or disable the accelerated compression setting for a parity group
for which the accelerated compression function is supported.

* Formatting a parity group

You can format all volumes created from a parity group. When you create multiple
volumes at the time a new storage system is installed or drives are added, you can
collectively format the volumes.

* Deleting a parity group

You can delete a parity group. If the specified parity group is a parity group making
up a distributed parity group, all concatenated parity groups are deleted.

For VSP 5000 series
* Changing the accelerated compression setting of a parity group

You can enable or disable the accelerated compression setting for a parity group
for which the accelerated compression function is supported.

* Formatting a parity group

You can format all volumes created from a parity group. When you create multiple
volumes at the time a new storage system is installed or drives are added, you can
collectively format the volumes.

For details on parity groups, see the Provisioning Guide, or the Provisioning Guide for Open
Systems.

Getting information about parity groups

The following request obtains information about all parity groups.

a Note:

If you are using SCM drives, see the usage notes in the manual for the relevant
storage system.

Execution permission

Storage Administrator (View Only)
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Request line

Getting information about parity groups

GET base-URL/vl1/objects/parity-groups

Request message

Object ID

None.

Query parameters
You can filter execution results by the specified condition and also collect additional
detailed information about parity groups.

When filtering execution results

Typ

Parameter | e Filtering condition
clprid int | (Optional) CLPR number
driveTypeN | stri | (Optional) Drive type
ame "9 | For VSP 5000 series:

= SAS

= SSD(MLC)

= SSD(FMC)

= SSD

= SCM

For VSP E series:

= SAS

= SSD(MLC)

= SSD

For VSP G350, G370, G700, G900, VSP F350, F370, F700,

F900:

= SAS

= SSD(MLC)

= SSD(FMC)

" SSD(RI)
driveSpeed |int | (Optional) Drive rotation speed (rpm)
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* When collecting additional detailed information

Typ
Parameter e Description

detaillnfoTy | stri | (Optional) Type of information to be collected
pe "9 1o specify multiple values, separate the values by using

commas.

This parameter can be used together with the parameter for
filtering execution results.

= FMC

For the parity groups whose drive type is SSD (FMC) , add
detailed information about accelerated compression.

= class

Adds additional information from the storage system's
cache.

You can specify this item for VSP 5000 series.

To get up-to-date information, you must run the API
request that refreshes the storage system's cache before
running this request. For details, see "Updating the
cache of storage system configuration information".

Body
None.

Response message
Body

"data" : [

"parityGroupId" : "1-1",
"numOfLdevs" : 267,
"usedCapacityRate" : 96,
"availableVolumeCapacity" : 24,
"raidLevel" : "RAID5",
"raidType" : "3D+1P",
"clprId" : O,

"driveType" : "DKR5C-K300Ss",
"driveTypeName" : "SAS",
"driveSpeed" : 15000,
"totalCapacity" : 805,
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"physicalCapacity"

"availablePhysicalCapacity"

24,

"isAcceleratedCompressionEnabled"

"availableVolumeCapacityInKB"

oo Ao
"parityGroupId"
"numOfLdevs" : 8,

"usedCapacityRate"

"availableVolumeCapacity"
"raidLevel™ : "RAID1",
"raidType" : "2D+2D",

"clprId" : O,

"l-2m,

499,

"driveType" : "DKR5C-K300Ss",

"driveTypeName"

"physicalCapacity"

"availablePhysicalCapacity"

"SASY,
"driveSpeed" : 15000,
"totalCapacity" : 518,

499,

"isAcceleratedCompressionEnabled"

"availableVolumeCapacityInKB"

boo A

"parityGroupId" : "2-1",

"numOfLdevs" : 90,

"usedCapacityRate"

"availableVolumeCapacity"
"raidLevel™ : "RAID6",
"raidType" : "6D+2P",

"clprId" : O,

191,

"driveType" : "DKR5C-K300SS",

"driveTypeName" : "SAS",
"driveSpeed" : 15000,
"totalCapacity" : 1610,

"physicalCapacity"

"availablePhysicalCapacity"

191,

"isAcceleratedCompressionEnabled"

"availableVolumeCapacityInKB"

Getting information about parity groups

false,

26103552

false,

523737912

false,

201149952

Attribute Type Description
parityGroupld string | Parity group number
numOfLdevs int Number of assigned LDEVs
usedCapacityRate int Usage rate of the parity group
availableVolumeCapacity long Available capacity (GB)
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Attribute Type Description
The amount of free space is output.
If the capacity is below 1 GB, the value
is ignored and 0 is assumed.
availableVolumeCapacityInKB long Available capacity (KB)
The amount of free space is output.
raidLevel string | RAID level
raidType string | RAID type
clprld int CLPR number
driveType string | Code indicating the drive type of the
drive belonging to the parity group
driveTypeName string | Drive type of the drive belonging to the
parity group
driveSpeed int Rotation speed (rpm) of the drive
belonging to the parity group
totalCapacity long Logical capacity of the parity group
(GB)
If the accelerated compression setting
is enabled, the expanded capacity is
output.
physicalCapacity long Physical capacity of the parity group
(GB)
For this attribute, 1 GB is equal to
1,0243 bytes.
If the value of this attribute is less than
1 GB, 0 is displayed.
availablePhysicalCapacity long Total available physical capacity of the

parity group (GB)

For this attribute, 1 GB is equal to
1,0243 bytes.

If the value of this attribute is less than
1 GB, 0 is displayed.
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Attribute Type Description

isAcceleratedCompressionEnabl | boolea | Value of the accelerated compression
ed n of the parity group

* true: Accelerated compression for
the parity group is enabled.

= false: Accelerated compression for
the parity group is disabled.

If you obtained detailed information about accelerated compression

When the drive type of the parity group is SSD (FMC) , if you specify FMC for the
detailInfoType query parameter and then run the request, the following additional
information is obtained.

Attribute Type Description

totalPhysicalCapacity long An invalid value is displayed.

isExpandedSpaceUsed boolean | Whether LDEVs in parity groups use the
expanded area

= true: LDEVs use the expanded area

* false: LDEVs use the physical area or
are not implemented

If you run this request with c1ass specified for detailInfoType in the query
parameters, additional information from the storage system's cache is also obtained.

Attribute Type Description
diskAdapterPairld int DKB pair number of the parity group
largestAvailableCapacity | long Maximum capacity of the non-volume areas

in the parity group (KB)

The maximum capacity of the continuously
free areas is output.

emulationType string Emulation type

totalOpenVolumeCapacity | long Total LDEV capacity of the open volumes in
the parity group (KB)
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Attribute

Type

Description

unallocatedOpenVolumeC
apacity

long

From among the open volumes in the parity
group, the total capacity of volumes to which
paths are not allocated (KB)

allocatedOpenVolumeCap
acity

long

From among the open volumes in the parity
group, the total capacity of volumes to which
paths are allocated (KB)

allocatableOpenVolumeC
apacity

long

From among the open volumes in the parity
group, the total capacity of volumes to which
paths can be allocated (KB)

The total capacity of volumes that meet all of
the following conditions is output.

* No path is allocated to the volume.
= The volume is not a pool volume.

= The volume is not a system disk.

reservedOpenVolumeCap
acity

long

From among the open volumes in the parity
group, the total capacity of volumes which are
reserved (KB)

The total capacity of volumes that meet all of
the following conditions is output.

* No path is allocated to the volume.

* The volume is either a pool volume or a
system disk.

totalUsablePhysicalCapac
ity

long

The capacity of the space that can be used
for writing to the parity group or reading from
the parity group (KB)

This information is output if the accelerated
compression function is supported for the

parity group.

Status codes

For details on the status codes of the request for this operation, see the description of HTTP

status codes.

Coding example

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H

"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" -X GET https://192.0.2.100/

ConfigurationManager/vl/objects/parity-groups
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Getting information about a specific parity group

The following request gets information about a specific parity group by specifying the parity
group number. You can get detailed information about individual parity groups.

Execution permission

Storage Administrator (View Only)

Request line

GET base-URL/vl/objects/parity-groups/object-ID

Request message

Object ID
Specify the parityGroupId value obtained by getting information about the parity
group.
Parameter | Type Description

parityGroupl | string | (Required) Parity group humber

d Specify concatenated parity groups in the same way as the

above.

If the concatenated parity groups are 1-3-1, 1-3-2, or 1-3-3,
specify as follows:

"parityGroupId": "1-3"

Query parameters
None.

Body
None.

Response message

Body

"parityGroupId": "1-2",
"numOfLdevs": 8,
"usedCapacityRate": 3,
"availableVolumeCapacity": 499,
"raidLevel": "RAIDL1",
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"raidType": "2D+2D",
"clprId": O,

"driveType": "DKR5C-K300SS",
"driveTypeName": "SAS",

"driveSpeed": 15000,
"isCopyBackModeEnabled": true,
"isEncryptionEnabled": false,
"totalCapacity": 518,
"physicalCapacity": 518,
"availablePhysicalCapacity": 499,

"isAcceleratedCompressionEnabled": false,
"spaces": [
{
"partitionNumber": O,

"ldevId": 8672,
"status": "NML",
"lbaLocation": "0x000000000000",
"lbaSize": "0x000000039180"
oo Ao
"partitionNumber": 1,
"ldevId": 8673,
"status": "NML",
"lbaLocation": "0x000000039180",
"lbaSize": "0x0000010a7000"
foooo
1,
"availableVolumeCapacityInKB": 523737912

Attribute Type Description
parityGroupld string | Parity group number
numOfLdevs int Number of LDEVs in the parity group
usedCapacityRate int Usage rate of the parity group
availableVolumeCapacity long Available capacity (GB)

The amount of free space is output.

If the capacity is below 1 GB, the value
is ignored and 0 is assumed.

availableVolumeCapacityInKB long Available capacity (KB)

The amount of free space is output.

raidLevel string | RAID level

raidType string | RAID type
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Attribute Type Description

clprid int CLPR number

driveType string | Code indicating the drive type of the
drive belonging to the parity group is
output.

driveTypeName string | Drive type of the drive that belongs to
the parity group

driveSpeed int Rotation speed (rpm) of the drive
belonging to the parity group

isCopyBackModeEnabled boolea | Value of the copy back mode setting of

n the parity group

* true: Copy back mode is enabled.

= false: Copy back mode is

disabled.
isEncryptionEnabled boolea | Value of the encryption setting of the
n parity group

= true: Encryption is enabled.

* false: Encryption is disabled.

totalCapacity long Logical capacity of the parity group
(GB)

physicalCapacity long Physical capacity of the parity group
(GB)

For this attribute, 1 GB is equal to
1,0243 bytes.

If the value of this attribute is less than
1 GB, 0 is displayed.

availablePhysicalCapacity long Total available physical capacity of the
parity group (GB)

For this attribute, 1 GB is equal to
1,0243 bytes.

If the value of this attribute is less than
1 GB, 0 is displayed.
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Attribute Type Description

isAcceleratedCompressionEnabl | boolea | Value of the accelerated compression
ed n setting of the parity group

* true: Accelerated compression for
the parity group is enabled.

= false: Accelerated compression for
the parity group is disabled.

spaces object[] | The following attributes related to free
space and the LDEV defined in the
parity group are output:

= partitionNumber (long)

Partition number of the partition
created by partitioning the parity

group
= |devld (int)
LDEV number
= status (string)
LDEV status

° NML: The LDEV is implemented,
or the free space is determined.

° REG: An LDEV is being created.
° DEL: An LDEV is being deleted.
* |baLocation (string)

Starting location of the LBA of the
partition in the parity group (in a
multiple of 512 bytes)

= |baSize (string)

Size of the partition in the parity
group (in a multiple of 512 bytes)

Status codes

For details on the status codes of the request for this operation, see the description on HTTP
status codes.
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Coding example

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" -X GET https://192.0.2.100/
ConfigurationManager/vl/objects/parity-groups/1-1

Getting a list of drive information

The request below gets a list of drive information.

5 Note:

= |f you are using SCM drives, see the usage notes in the manual for the
relevant storage system.

Execution permission

Storage Administrator (View Only)

Request line

GET base-URL/vl/objects/drives

Request message

Object ID
None.

Query parameters
You can filter the execution results by specifying conditions and obtain additional
detailed information about the drive.

= To filter the execution results:

Typ
Parameter e Filter condition

parityGroupld | strin | (Optional) The parity group number of the parity group to

g which the drive belongs
usageType strin | (Optional) Purpose for which the drive is used
g
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Typ
Parameter e Filter condition

You can specify the following values as filter conditions:
* DATA: Data drive
" SPARE: Spare drive

* FREE: Unused drive

driveTypeNam | strin | (Optional) Drive type

e 9 You can specify the following values as filter conditions:
= SAS
= SSD(MLC)
= SSD(FMC)
= SSD
= SSD(RI)
= SCM
SSD can be specified only for VSP 5000 series or VSP E
series storage systems.
SSD (RI) can be specified only for VSP G350, G370,
G700, G900 and VSP F350, F370, F700, F900 storage
systems. You cannot specify this value for VSP E series.
scM can be specified only for VSP 5000 series storage
systems.

driveSpeed int (Optional) Drive rotation speed (rpm)

totalCapacity | long [ (Optional) Physical capacity of the drive (GB)
For this attribute, 1 GB is equal to 1,0003 bytes.

To obtain additional detailed information:

Attribute Type Description

detaillnfoType | string (Optional) Type of information to be collected

To specify multiple drive types, delimit them by
using commas.
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Attribute Type Description
You can use this parameter in combination with
the query parameters that are used to filter the
execution results.
= usedEnduranceIndicator
If the drive type is SSD (MLC), SSD (FMC),
SSD, SSD (RI), or SCM, additional detailed
information about the drive's life expectancy
is collected.
= usageType
Additional detailed information about the
usage of the drive is collected.
= class
Adds additional information from the storage
system's cache.
You can specify this item for VSP 5000
series.
To get up-to-date information, you must run
the API request that refreshes the storage
system's cache before running this request.
For details, see "Updating the cache of
storage system configuration information".
Body
None.
Response message
Body
{
"data": [
{
"driveLocationId": "0-0",
"driveTypeName": "SAS",
"driveSpeed": 10000,
"totalCapacity": 600,
"driveType": "DKR5D-J600SS",
"usageType": "DATA",
"status": "NML",
"parityGroupId": "1-6",
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"serialNumber":

"driveLocationId":
"driveTypeName" :
"driveSpeed":
"totalCapacity":
"driveType":
"usageType":
"status":
"parityGroupId":

"serialNumber":

"driveLocationId":
"driveTypeName" :
"driveSpeed":
"totalCapacity":
"driveType":
"usageType":
"status":
"parityGroupId":

"serialNumber":

"driveLocationId":
"driveTypeName":
"driveSpeed":
"totalCapacity":
"driveType":
"usageType":
"status":
"parityGroupId":

"serialNumber":

"123456789012345678901"

"0-1",
"SAS",
10000,
600,
"DKR5D-J600SS",
"DATA",
"NML",
"1-6",
"123456789012345678902"

"p-2",
"SAS",
10000,
600,
"DKR5D-J600SS",
"DATA",
"NML",
"l-6",
"123456789012345678903"

"0-3",
"SAS",
10000,
600,
"DKR5D-J600SS",
"DATA",
"NML",
"1-6",
"123456789012345678904"

Getting a list of drive information

Attribute

Type

Description

driveLocationl
d

strin

Drive location (location of the drive box)

driveTypeNa
me

strin | Drive type

driveSpeed

int Drive rotation speed (rpm)

totalCapacity

long | Drive capacity (GB)
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Attribute Type Description
For this attribute, 1 GB is equal to 1,000 bytes.

driveType strin | Drive type code
g

usageType strin | Purpose for which the drive is used
9 = DATA: Data drive

* SPARE: Spare drive

» FREE: Unused drive

status strin | Status of the drive
9 * NML: Normal

* WAR: Part of the drive is blocked

= CPY: Copying is in progress

= CPI: Copying is incomplete

* RSV: The spare drive cannot be used

* FATI: The drive is blocked because of a failure

* BLK: The drive is blocked because maintenance is being
performed

* Unknown or UNK: The status is unknown

parityGroupld | strin | Parity group number

This item is hidden when the drive does not belong to any
parity group.

serialNumber | strin | Serial number of the drive

The following is an example of the detailed information that can be output about the
drive's life expectancy.

"data": [
{

"driveLocationId": "4-0",
"driveTypeName": "SSD(FMC)",
"totalCapacity": 1600,
"driveType": "NFHAE-QIR6SS",
"usageType": "DATA",
"status": "NML",
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"parityGroupId": "3-1",
"serialNumber": "12345670",
"usedEndurancelIndicator": 0,
"usedEnduranceIndicatorThreshold": 99,

"usedEnduranceIndicatorWarningSIM": 95

"driveLocationId": "4-1",
"driveTypeName": "SSD(FMC)",
"totalCapacity": 1600,

"driveType": "NFHAE-QI1R6SS",
"usageType": "DATA",
"status": "NML",

"parityGroupId": "3-1",
"serialNumber": "12345671",
"usedEndurancelIndicator": O,
"usedEnduranceIndicatorThreshold": 99,

"usedEnduranceIndicatorWarningSIM": 95

"driveLocationId": "4-2",
"driveTypeName": "SSD(FMC)",
"totalCapacity": 1600,

"driveType": "NFHAE-QLR6SS",
"usageType": "DATA",
"status": "NML",

"parityGroupId": "3-1",
"serialNumber": "12345672",
"usedEndurancelIndicator": 0,
"usedEnduranceIndicatorThreshold": 99,

"usedEnduranceIndicatorWarningSIM": 95

To obtain detailed information about the drive's life expectancy:

If the drive type is SSD (MLC), SSD (FMC), SSD, SSD (RI), or SCM, you can obtain the
following information by executing the request with usedEnduranceIndicator
specified for the detailInfoType query parameter.

Attribute Type Description

usedEndurancelndicator | int Life expectancy of the drive (%)

A value in the range from 0 to 100 is
displayed.
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Attribute

Type

Description

A large value indicates that the drive is near
the end of its life expectancy.

hreshold

usedEndurancelndicatorT

(%)

nt Threshold value of the drive's life expectancy

If the value of the drive's life expectancy
exceeds this value, data on the drive will be
automatically copied to a spare drive.

WarningSIM

usedEndurancelndicator

nt Threshold value of the warning SIM (%)

If the value of the drive's life expectancy
exceeds this value, error information (SIM) will
be displayed.

The following is an example of the detailed information that can be output about the

drive usage.

"data": [
{

"driveLocationId": "0-0",

"driveTypeName": "SAS",
"driveSpeed": 10000,
"totalCapacity": 600,

"driveType": "DKS5H-J600SS",
"usageType": "DATA",
"detailUsageType": "DATA",
"status": "NML",
"parityGroupId": "1-1",
"serialNumber": "12345670"
by
{
"driveLocationId": "0-1",
"driveTypeName": "SAS",

"driveSpeed": 10000,
"totalCapacity": 600,
"driveType": "DKS5H-J600SS",

"usageType": "DATA",

"detailUsageType": "DATA",

"status": "NML",

"parityGroupId": "1-1",
"serialNumber": "12345671"
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"driveLocationId": "0-2",

"driveTypeName": "SAS",
"driveSpeed": 10000,

"totalCapacity": 600,

"driveType": "DKS5H-J600SS",
"usageType": "DATA",
"detailUsageType": "DATA",
"status": "NML",
"parityGroupId": "1-1",
"serialNumber": "12345671"
"driveLocationId": "0-3",
"driveTypeName": "SAS",

"driveSpeed": 10000,

"totalCapacity": 600,
"driveType": "DKS5H-J600SS",

"usageType": "DATA",

"detailUsageType": "DATA",

"status":

"NML",

"parityGroupId": "1-1",
"serialNumber": "12345671"

To obtain detailed information about the drive usage:

You can obtain the following information by specifying usageType for the
detailInfoType query parameter.

Typ
Attribute e Description
detailUsage | stri | Details about the usage of the drive
Type ng

= DATA: Data drive
* SPARE: Spare drive
= FREE: Unused drive

= SWAP: the drive that is swapped a spare drive for a data
drive

= RESERVE: the unused drive that is swapped a data drive for
a spare drive
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If you run this request with c1ass specified for detailInfoType in the query
parameters, additional information from the storage system's cache is also obtained.

Attribute Type Description

totalLogicalCapacity long | Logical capacity of the drive (GB)

Status codes

For details on the status codes of the request for this operation, see the description of HTTP
status codes.

Coding example

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" -X GET https://192.0.2.100/

ConfigurationManager/vl/objects/drives

Getting information about a specific drive

The request below allows you to get information about a specific drive by specifying the drive
location (the location of the drive box).

Execution permission

Storage Administrator (View Only)

Request line

GET base-URL/vl/objects/drives/object-ID

Request message

Object ID
Specify the driveLocationId value obtained by getting information about the drive
list.
Attribute Type Description
driveLocationl | string (Required) Drive location (location of the drive box)
d

Query parameters
None.
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Body
None.

Response message
Body

Getting information about a specific drive

"driveLocationId": "0-0",
"driveTypeName": "SAS",
"driveSpeed": 10000,
"totalCapacity": 600,
"driveType": "DKR5D-J600SS",
"usageType": "DATA",
"status": "NML",
"parityGroupId": "1-6",
"serialNumber": "123456789012345678901"
}
Attribute Type Description
driveLocationl | strin | Drive location
d g
driveTypeNa | strin | Drive type
me g
driveSpeed int Drive rotation speed (rpm)
totalCapacity |long | Drive capacity (GB)
For this attribute, 1 GB is equal to 1,0003 bytes.
driveType strin | Drive type code
g
usageType strin | Purpose for which the drive is used
9 = DATA: Data drive
* SPARE: Spare drive
* FREE: Unused drive
status strin | Status of the drive
9 = NML: Normal
= WAR: Part of the drive is blocked
* CPyY: Copying is in progress
= CPI: Copying is incomplete
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Attribute Type Description
= RSV: The spare drive cannot be used
= FATI: The drive is blocked because of a failure
= BLK: The drive is blocked because maintenance is being
performed
* Unknown or UNK: The status is unknown
parityGroupld | strin | The parity group number of the parity group to which the
g drive belongs
This item is hidden when the drive does not belong to any
parity group.
serialNumber | strin | Serial number of the drive
g

Status codes

For details on the status codes of the request for this operation, see the description of HTTP

status codes.

Coding example

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H

"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" -X GET https://192.0.2.100/

ConfigurationManager/vl/objects/drives/0-0

Creating a parity group

The request below creates a parity group.

5 Note:

You can use this API function for VSP E series, VSP G350, G370, G700, G900,
VSP F350, F370, F700, F900.

Execution permission

Storage Administrator (Provisioning)

Request line

POST base-URL/vl/objects/parity-groups
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Request message

Object ID
None.

Query parameters
None.

Body
The following coding example creates a parity group:

"parityGroupId": "2-10",

"driveLocationIds": ["1-1","1-2","1-3","1-4"],
"raidType": "3D+1P",

"isEncryptionEnabled": false,
"isCopyBackModeEnabled": true,
"isAcceleratedCompressionEnabled": true,

"clprId": 1

The following coding example creates a distributed parity group by concatenating two

parity groups:

{
"concatenatedParityGroupIds": ["2-9","2-10"],
"driveLocationIds": ["1_1", "1—2", "1—3", "1—4", "1—5", "1—6", "1—7", "1—8"] ,
"raidType": "2D+2D",

"isEncryptionEnabled": false,
"isCopyBackModeEnabled": true,
"isAcceleratedCompressionEnabled": true,

"clprId": 1

Attribute Type Description

parityGroupld string | (Optional) Parity group number
Specify the number in gno-sgno format.

Be sure to specify the parityGroupId
attribute or the
concatenatedParityGroupIds
attribute.

concatenatedParityGrouplds string[] | (Optional) To configure a distributed
parity group, specify the parity group
numbers of concatenated parity groups.
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Attribute Type Description

The concatenated parity groups will be
created in the order in which the
driveLocationIds attribute is
specified.

Be sure to specify the parityGroupId
attribute or the
concatenatedParityGroupIds
attribute.

driveLocationlds string[] | (Required) Drive location

Specify the locations of the drives to be
used to create to the parity group.

raidType string | (Required) RAID type
Specify one of the following values:
= 2D+2D
= 3D+1P
"= 4D+1P
= 6D+1P
= 7D+1P
= 6D+2P
= 12D+2P
= 14D+2P
isEncryptionEnabled boolea | (Optional) Specify whether to enable
n the encryption function for the parity
group.
= true: Enable the encryption
function.

* false: Disable the encryption
function.

You cannot specify true if you specify
true for the
isAcceleratedCompressionEnabl
ed attribute.

If you omit this item, false will be set.
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Attribute

Type Description

isCopyBackModeEnabled

boolea | (Optional) Specify whether to enable
n copy back mode for the parity group.

= true: Enable copy back mode.
= false: Disable copy back mode.

If you omit this item, true will be set.

isAcceleratedCompressionEnabl
ed

boolea | (Optional) Specify whether to enable
n accelerated compression for the parity

group.
= true: Enable accelerated
compression.

= false: Disable accelerated
compression.

You cannot specify true if you specify
true for the isEncryptionEnabled
attribute.

If you omit this item, false will be set.

clprid

int (Optional) CLPR number

Specify a CLPR number in the range
from 0 to 31.

If you omit this item, 0 will be set.

Response message
Body

A job object is returned. For details on the attributes other than
affectedResources, see the section explaining job objects.

Attribute

Description

affectedResources

URL of the created parity group

Status codes

The following table describes the meaning of the status code of the request for this operation.
For details on other status codes, see the section explaining HTTP status codes.
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Status
codes Message Description
409 Conflict The parity group is already created with the specified
parity group number or the concatenated parity group
number.

Coding example
curl -v -H "Accept:application/json"™ -H "Content-Type:application/json" -H

"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" -X POST --data-binary Q./
InputParameters.json https://192.0.2.100/ConfigurationManager/vl/objects/parity-groups

Changing the drive settings

The request below configures a drive. You can use this request to assign a specified drive as
a spare drive and to release the assignment of a specified drive.

5 Note:

You can use this API function for VSP E series, VSP G350, G370, G700, G900,
VSP F350, F370, F700, F900.

Execution permission

Storage Administrator (Provisioning)

Request line

PATCH base-URL/vl/objects/drives/object-ID

Request message

Object ID
Specify the drivelocationId value obtained by getting information about the drive
list.
Attribute Type Description
driveLocationl | string (Required) Drive location (location of the drive box)
d

Query parameters
None.
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Body

"isSpareEnabled": false

Attribute Type Description

isSpareEnable | boolean | (Required) Spare drive setting

d * true: Assigns the specified drive as a spare drive.

* false: Releases the assignment as a spare drive.

Responselnessage

Body
A job object is returned. For details on the attributes other than
affectedResources, see the section explaining job objects.

Attribute Description

affectedResources URL of the drive whose setting was changed

Status codes
For details on the status codes of the request for this operation, see the description of HTTP
status codes.

Action template

None.

Coding example

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f" -X PATCH --data-binary @./
InputParameters.json https://192.0.2.100/ConfigurationManager/vl/objects/drives/0-0

Changing the accelerated compression setting of a parity
group

The request below enables or disables accelerated compression for a parity group. You can
use this API request for parity groups for which accelerated compression is supported.
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Changing the accelerated compression setting of a parity group

5 Note:

You can use this API function for VSP 5000 series, VSP G350, G370, G700,
G900, VSP F350, F370, F700, F900.

Execution permission

Storage Administrator (Provisioning)

Request line

PATCH base-URL/vl/objects/parity-groups/object-ID

Request message

Object ID
Specify the parityGroupId value obtained by getting information about the parity
group.
Attribute Type Description

parityGroupl | string | (Required) Parity group number

d Specify concatenated parity groups in the same way as the

above.
If the concatenated parity groups are 1-3-1, 1-3-2, or 1-3-3,
specify as follows:

"parityGroupId": "1-3"

Query information
None.

Body

"isAcceleratedCompressionEnabled": true
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Formatting a parity group

Attribute Type Description
isAcceleratedCompressionEnabl | boolea | (Required) Specify whether to enable
ed n accelerated compression for the parity

group.

* true: Enable accelerated
compression.

* false: Disable accelerated
compression.

Responselnessage

Body

A job object is returned. For details on the attributes other than
affectedResources, see the section explaining job objects.

Attribute

Description

affectedResources

URL of the parity group whose setting was changed

Status codes

For details on the status codes of the request for this operation, see the description of HTTP

status codes.

Coding example

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f"™ -X PATCH --data-binary @./

InputParameters.json https://192.0.2.100/ConfigurationManager/vl/objects/parity-

groups/1-7

Formatting a parity group

The request below formats all volumes created from a parity group. Before running this
request, make sure that the status of each volume in the parity group is blocked (BLK).

Execution permission

Storage Administrator (Provisioning)
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Request line

POST base-URL/vl/objects/parity-groups/object-ID/actions/format/invoke

Request message

Object ID

Formatting a parity group

Specify the parityGroupId value obtained by getting information about the parity

group.

Attribute Type

Description

d

above.

specify as follows:

"parityGroupId":

n]_3mn

parityGroupl | string | (Required) Parity group number

Specify concatenated parity groups in the same way as the

If the concatenated parity groups are 1-3-1, 1-3-2, or 1-3-3,

Query parameters
None.

Body
None.

Response message
Body

A job object is returned. For details, see the section explaining job objects. This API
function does not display the affectedResources attribute. Formatting is performed

when the state attribute of the job object is Succeeded. To check whether the
formatting of each volume is complete, use the following URL. For parity-group-
number, specify the parity group number that was specified for the object ID.

GET base-URL/vl/objects/ldevs?parityGroupld=parity-group-number

If the status of each volume in the specified parity group is normal (NML), formatting is

complete.

Action template

None.
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Status codes

Deleting a parity group

For details on the status codes of the request for this operation, see the description of HTTP

status codes.

Coding example

curl -v -H "Accept:application/json"™ -H "Content-Type:application/json" -H

"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f"™ -X POST https://192.0.2.100/

ConfigurationManager/vl/objects/parity-groups/1-7/actions/format/invoke -d ""

Deleting a parity group

The request below deletes a parity group. If the specified parity group is concatenated with
other parity groups, all of the concatenated parity groups are deleted.

5 Note:

You can use this API function for VSP E series, VSP G350, G370, G700, G900,
VSP F350, F370, F700, F900.

Execution permission

Storage Administrator (Provisioning)

Request line

DELETE base-URL/vl/objects/parity-groups/object-ID

Request message
Object ID

Specify the parityGroupId value obtained by getting information about the parity

group.

Attribute Type

Description

parityGroupl | string
d

(Required) Parity group number

Specify concatenated parity groups in the same way as the
above.

If the concatenated parity groups are 1-3-1, 1-3-2, or 1-3-3,
specify as follows:

"parityGroupId": "1-3"
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Deleting a parity group

Query parameters
None.

Body
None.

Response message

Body
A job object is returned. For details on the attributes other than
affectedResources, see the section explaining job objects.

Attribute Description

affectedResources URL of the deleted parity group

Status codes

For details on the status codes of the request for this operation, see the description of HTTP
status codes.

Coding example
curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H

"Authorization:Session d7b673af189048468c5af9bcf3bbbb6f"™ -X DELETE https://
192.0.2.100/ConfigurationManager/vl/objects/parity-groups/1-1
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Chapter 5: Volume allocation

This chapter describes how to allocate volumes to hosts by using the REST API.

Overview of volume allocation

Volume allocation means setting LU paths to allow the host to access volumes in the storage
system.

In the REST API, allocate a volume by performing the following procedure:

1.

Create a volume that meets the host requirements.

You can either use a volume that meets the requirements from an existing LDEV or
create an LDEV from the parity group or pool.

When the host is connected to the external storage system by using Universal Volume
Manager, you can create an e