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Chapter 1 Introduction

This document will cover the many replication configurations of the Hitachi Content Platform Gateway. It is

not the intent of this document to provide complete step-by-step instructions but rather high-level guidance

to configuring the various replication scenarios.

All examples in this document will use the following IP addresses:

hcpgl 10.1.1.11
hcpg2 10.1.1.12
hcpg3 10.1.1.13
hcpgd 10.1.1.14

In addition, the internal database replication commands will use a generic fixed name called 'nodeX', where

the 'X' is 1-4. These names directly correspond to the database server.id. Therefore, nodel is the database

for hcpgl and so forth.

There are two 'server.id' properties, they are independent of each other, although in most cases they use

the same number. First is the HCP Gateway (hcpg) sam.properties server.id that identifies the HCP Gateway

device. Second there is a database server.id that distinguishes the database instances.

This document covers the following database replication configurations:

1.

2.

Two Node: Master node to Replica node replication for Read-only copy on second site (Single Node)
Two Node: Master node to Master node replication for Manual DR Failover (Single Node)

Three Node: Master node to 2 separate Replica nodes replication for Read-only copy on second and
third sites (Single Node)

Three Node: Master to Master replication for HA Cluster and optional Replica for Read-only copy on
second site (Cluster Node)

Four Node: Master to Master replication for HA Cluster and Master to Master HA Cluster nodes on
the DR failover site (Cluster Node)

Please note that the following configuration is not supported at this time:

> Three Nodes: Master to Master Replication for HA Cluster on Site A with DR Failover to Single

Gateway on Site B (Master-Master-Master replication).
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Production DR Failoverto Read Accesson Read Access on

Site A Site B Site B Site C
Two Node: Vi
Master to Replica DB copy (Read-only Single (Single Node)
access on Site B) Node
Two Node: v Vi
Master to Master DB copy Single (Single Node) (optional)
(DR Hot Standby on Site B) Node
Two or Three Node: W Vi
Master to Master HA Cluster on Site A Cluster (Single Node - (optional)
with optional Replica DB copy on Site B Nodes Manual)
(Read-only access on Site B)
Three Node: v v
Master to Replica DB copy on 2 sites Single (Single Node) (Single Node)
(Read-only access on Site B and Site C) Node
Four Node: v v
Master to Master HA Cluster on Site A Cluster (Cluster (optional)
and Master to Master HA Cluster on Site Nodes Nodes)

B (DR Hot standby on Site B)

Regardless of the configuration type used the replication process is basically the same. When a file is
written to the primary node the metadata is immediately replicated to the other node(s). In the cases
where there is no shared cache between the node(s) the data will not be accessible on the other node(s)
until the original file data is copied to the storage. This is usually a short delay*.

*Be aware that HCP Gateway user Policies can be configured that could cause long delays before the data
can be accessible on the alternate node(s).

WARNING: After creating a share on the active node in a pair of replicated or clustered HCP Gateways, on
the passive node, open a MySQL Client Window, login to the database and issue the command show all
slaves status\G. If you see a Last Error line that shows that a table does not exist, for example, it contains
Error 'Table sam.X_migration' doesn't exist' on query, then wait for a time when nobody is writing files to
the active node of the HCP Gateway. Then fail over the SAM VFS service from the active node to the
passive node so that all of the tables will be created on the passive node. Then, before any files are written
to or updated on the passive node, fail the SAM VFS service back to the active node. Then on the passive
node, in the MySQL Client Window, issue the command stop slave 'nodeX'; where X is the Connection
name of the node that displayed the Last Error line that contains Error 'Table sam.X_migration' doesn't
exist' on query. Then issue the command start slave 'nodeX'; Then issue the command show all slaves
status\G to verify that there are no Last Error lines containing Error 'Table sam.X_migration' doesn't exist'
on query. If using a 4 node replication with cluster, with 2 cluster nodes in Site A and 2 cluster nodes in
Site B, after following these steps in Site A, then start the shares on the active node in Site B and follow the
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steps above to ensure that the tables for the new share replicate to all the nodes in Site B. Beginning with
the Windows version 4.1.4 of HCP Gateway, there is a new registry.shares parameter that needs to be
added to the C:\SAM\etc\sam\sam.properties file.

e For aclustered pair of HCP Gateways with a shared cache, add the line registry.shares=yes to
both nodes of the cluster. This will configure HCP Gateway to look in Windows Registry for
the share configuration.

e When using database replication with or without cluster, on the active node, add the line
registry.shares=yes. On all the other nodes that do not have a shared cache with the active
node, add the line registry.shares=no. When using database replication without a shared
cache, only 1 node can have this parameter set to yes.

IMPORTANT NOTE: When using more than 1 Windows HCP Gateway with database replication or
more than 1 clustered pair of Windows HCP Gateways, when the HCP Gateway active node is not
available and the replica node becomes the active node, change the registry.shares parameter from
no to yes on the new active node and restart the SAM VFS service. When the original active node
then becomes available again and is promoted to the active node, change the registry.shares

parameter from yes to no on the new passive replica node and restart the SAM VFS service.

Refer to the HCP Gateway Admin Guide Shares Chapter Section 10.2 for more details about setting the
Replicated parameter in a Replication configuration.

There are four configurations documented below, choose the one that best fits your configuration.

1) In all configurations when NOT using a cluster or a shared cache, then these common database tables
are not replicated and need to be added to, or uncommented out of, the D:\MariaDB\data\my.ini file.
The my.ini should look like the following:

# ignore tables when replicate SAM database
replicate-wild-ignore-table = SAM.%event
replicate-wild-ignore-table = SAM.license
replicate-wild-ignore-table = SAM.report_status
replicate-wild-ignore-table = SAM.archive_state

replicate-wild-ignore-table = sam.%event
replicate-wild-ignore-table = sam.license
replicate-wild-ignore-table = sam.report_status
replicate-wild-ignore-table = sam.archive_state
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# ignore more tables when replicate SAM database to DR HCP Gateway server(replication mode
without sharing cache)

replicate-wild-ignore-table = SAM.%backfill

replicate-wild-ignore-table = SAM.%restoration

#replicate-wild-ignore-table = SAM.%protection

replicate-wild-ignore-table = SAM.%ntfs

replicate-wild-ignore-table = SAM.%migration

replicate-wild-ignore-table = SAM.%purge

replicate-wild-ignore-table = sam.%backfill
replicate-wild-ignore-table = sam.%restoration
#Hreplicate-wild-ignore-table = sam.%protection
replicate-wild-ignore-table = sam.%ntfs
replicate-wild-ignore-table = sam.%migration
replicate-wild-ignore-table = sam.%purge

2) When using a pair of clustered Gateways with a shared cache, then these common database tables are
not replicated and need to be added to the D:\MariaDB\data\my.ini file. The my.ini should look like the
following (note that the # at the beginning of a line signifies the line contains a comment so the text in
the line will be ignored):

# ignore tables when replicate SAM database (cluster mode)
replicate-wild-ignore-table = SAM.%event
replicate-wild-ignore-table = SAM.license
#replicate-wild-ignore-table = SAM.report_status
#replicate-wild-ignore-table = SAM.archive_state

replicate-wild-ignore-table = sam.%event
replicate-wild-ignore-table = sam.license
#replicate-wild-ignore-table = sam.report_status
#replicate-wild-ignore-table = sam.archive_state

# ignore more tables when replicate SAM database to DR HCP Gateway server (replication mode
with sharing cache)

#replicate-wild-ignore-table = SAM.%backfill

#replicate-wild-ignore-table = SAM.%restoration

#Hreplicate-wild-ignore-table = SAM.%protection

#replicate-wild-ignore-table = SAM.%ntfs

#replicate-wild-ignore-table = SAM.%migration

#replicate-wild-ignore-table = sam.%backfill
#replicate-wild-ignore-table = sam.%restoration
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#replicate-wild-ignore-table = sam.%protection
#replicate-wild-ignore-table = sam.%ntfs
#replicate-wild-ignore-table = sam.%migration

3) When using a pair of clustered Gateways with a shared cache in site 1 and a single Gateway in site 2,
then these common database tables are not replicated and need to be added to the
D:\MariaDB\data\my.ini file. The my.ini ignore table statements should look like the following on nodel
in site 1:

# ignore tables when replicate SAM database (cluster mode)
node2.replicate-wild-ignore-table = SAM.%event
node3.replicate-wild-ignore-table = SAM.%event

node2.replicate-wild-ignore-table = SAM.license
node3.replicate-wild-ignore-table = SAM.license

node3.replicate-wild-ignore-table = SAM.report_status

node3.replicate-wild-ignore-table = SAM.archive_state

node2.replicate-wild-ignore-table = sam.%event
node3.replicate-wild-ignore-table = sam.%event

node2.replicate-wild-ignore-table = sam.license
node3.replicate-wild-ignore-table = sam.license

node3.replicate-wild-ignore-table = sam.report_status

node3.replicate-wild-ignore-table = sam.archive_state

# ignore more tables when replicate SAM database to DR HCP Gateway server (replication mode
without sharing cache)

node3.replicate-wild-ignore-table = SAM.%backfill

node3.replicate-wild-ignore-table = SAM.%restoration

#node3.replicate-wild-ignore-table = SAM.%protection

node3.replicate-wild-ignore-table = SAM.%ntfs

node3.replicate-wild-ignore-table = SAM.%migration

node3.replicate-wild-ignore-table = SAM.%purge

node3.replicate-wild-ignore-table = sam.%backfill
node3.replicate-wild-ignore-table = sam.%restoration
#node3.replicate-wild-ignore-table = sam.%protection
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node3.replicate-wild-ignore-table = sam.%ntfs
node3.replicate-wild-ignore-table = sam.%migration
node3.replicate-wild-ignore-table = sam.%purge

The my.ini ignore table statements should look like the following on node2 in site 1:

# ignore tables when replicate SAM database (cluster mode)
nodel.replicate-wild-ignore-table = SAM.%event
node3.replicate-wild-ignore-table = SAM.%event

nodel.replicate-wild-ignore-table = SAM.license
node3.replicate-wild-ignore-table = SAM.license

node3.replicate-wild-ignore-table = SAM.report_status

node3.replicate-wild-ignore-table = SAM.archive_state

nodel.replicate-wild-ignore-table = sam.%event
node3.replicate-wild-ignore-table = sam.%event

nodel.replicate-wild-ignore-table = sam.license
node3.replicate-wild-ignore-table = sam.license

node3.replicate-wild-ignore-table = sam.report_status

node3.replicate-wild-ignore-table = sam.archive_state

# ignore more tables when replicate SAM database to DR HCP Gateway server (replication mode
without sharing cache)

node3.replicate-wild-ignore-table = SAM.%backfill

node3.replicate-wild-ignore-table = SAM.%restoration

#node3.replicate-wild-ignore-table = SAM.%protection

node3.replicate-wild-ignore-table = SAM.%ntfs

node3.replicate-wild-ignore-table = SAM.%migration

node3.replicate-wild-ignore-table = SAM.%purge

node3.replicate-wild-ignore-table = sam.%backfill
node3.replicate-wild-ignore-table = sam.%restoration
#node3.replicate-wild-ignore-table = sam.%protection
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node3.replicate-wild-ignore-table = sam.%ntfs
node3.replicate-wild-ignore-table = sam.%migration
node3.replicate-wild-ignore-table = sam.%purge

The my.ini ignore table statements should look like the following on node3 in site 2:

#ignore tables when replicate SAM database (cluster mode)
nodel.replicate-wild-ignore-table = SAM.%event
node2.replicate-wild-ignore-table = SAM.%event

nodel.replicate-wild-ignore-table = SAM.license
node2.replicate-wild-ignore-table = SAM.license

nodel.replicate-wild-ignore-table = SAM.report_status
node2.replicate-wild-ignore-table = SAM.report_status

nodel.replicate-wild-ignore-table = SAM.archive_state
node2.replicate-wild-ignore-table = SAM.archive_state

nodel.replicate-wild-ignore-table = sam.%event
node2.replicate-wild-ignore-table = sam.%event

nodel.replicate-wild-ignore-table = sam.license
node2.replicate-wild-ignore-table = sam.license

nodel.replicate-wild-ignore-table = sam.report_status
node2.replicate-wild-ignore-table = sam.report_status

nodel.replicate-wild-ignore-table = sam.archive_state
node2.replicate-wild-ignore-table = sam.archive_state

# ignore more tables when replicate SAM database to DR HCP Gateway server (replication mode
without sharing cache)

nodel.replicate-wild-ignore-table = SAM.%backfill

node2.replicate-wild-ignore-table = SAM.%backfill

nodel.replicate-wild-ignore-table = SAM.%restoration
node2.replicate-wild-ignore-table = SAM.%restoration

HCP Gateway Database Replication Setup for Windows _



#nodel.replicate-wild-ignore-table = SAM.%protection
#node2.replicate-wild-ignore-table = SAM.%protection

nodel.replicate-wild-ignore-table = SAM.%ntfs
node2.replicate-wild-ignore-table = SAM.%ntfs

nodel.replicate-wild-ignore-table = SAM.%migration
node2.replicate-wild-ignore-table = SAM.%migration

nodel.replicate-wild-ignore-table = SAM.%purge
node2.replicate-wild-ignore-table = SAM.%purge

nodel.replicate-wild-ignore-table = sam.%backfill
node2.replicate-wild-ignore-table = sam.%backfill

nodel.replicate-wild-ignore-table = sam.%restoration
node2.replicate-wild-ignore-table = sam.%restoration

#nodel.replicate-wild-ignore-table = sam.%protection
#node2.replicate-wild-ignore-table = sam.%protection

nodel.replicate-wild-ignore-table = sam.%ntfs
node2.replicate-wild-ignore-table = sam.%ntfs

nodel.replicate-wild-ignore-table = sam.%migration
node2.replicate-wild-ignore-table = sam.%migration

nodel.replicate-wild-ignore-table = sam.%purge
node2.replicate-wild-ignore-table = sam.%purge

4) When using a pair of clustered Gateways with a shared cache in site 1 and a pair of clustered Gateways
with a shared cache in site 2, then these common database tables are not replicated and need to be
added to the D:\MariaDB\data\my.ini file. The my.ini ignore table statements should look like the
following on nodel in site 1:

# ignore tables when replicate SAM database (cluster mode)
node2.replicate-wild-ignore-table = SAM.%event
node3.replicate-wild-ignore-table = SAM.%event
node4.replicate-wild-ignore-table = SAM.%event
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node2.replicate-wild-ignore-table = SAM.license
node3.replicate-wild-ignore-table = SAM.license
noded.replicate-wild-ignore-table = SAM.license

node3.replicate-wild-ignore-table = SAM.report_status
node4.replicate-wild-ignore-table = SAM.report_status

node3.replicate-wild-ignore-table = SAM.archive_state
node4.replicate-wild-ignore-table = SAM.archive_state

node2.replicate-wild-ignore-table = sam.%event
node3.replicate-wild-ignore-table = sam.%event
noded4.replicate-wild-ignore-table = sam.%event

node2.replicate-wild-ignore-table = sam.license
node3.replicate-wild-ignore-table = sam.license
node4.replicate-wild-ignore-table = sam.license

node3.replicate-wild-ignore-table = sam.report_status
node4.replicate-wild-ignore-table = sam.report_status

node3.replicate-wild-ignore-table = sam.archive_state
noded.replicate-wild-ignore-table = sam.archive_state

#ignore more tables when replicate SAM database to DR HCP Gateway server (replication mode
without sharing cache)

node3.replicate-wild-ignore-table = SAM.%backfill

noded4.replicate-wild-ignore-table = SAM.%backfill

node3.replicate-wild-ignore-table = SAM.%restoration
node4.replicate-wild-ignore-table = SAM.%restoration

#node3.replicate-wild-ignore-table = SAM.%protection
#noded.replicate-wild-ignore-table = SAM.%protection

node3.replicate-wild-ignore-table = SAM.%ntfs
node4.replicate-wild-ignore-table = SAM.%ntfs

node3.replicate-wild-ignore-table = SAM.%migration
noded.replicate-wild-ignore-table = SAM.%migration

node3.replicate-wild-ignore-table = SAM.%purge
node4.replicate-wild-ignore-table = SAM.%purge

node3.replicate-wild-ignore-table = sam.%backfill

HCP Gateway Database Replication Setup for Windows



node4.replicate-wild-ignore-table = sam.%backfill

node3.replicate-wild-ignore-table = sam.%restoration
node4.replicate-wild-ignore-table = sam.%restoration

#node3.replicate-wild-ignore-table = sam.%protection
#node4.replicate-wild-ignore-table = sam.%protection

node3.replicate-wild-ignore-table = sam.%ntfs
node4.replicate-wild-ignore-table = sam.%ntfs

node3.replicate-wild-ignore-table = sam.%migration
node4.replicate-wild-ignore-table = sam.%migration

node3.replicate-wild-ignore-table = sam.%purge
noded.replicate-wild-ignore-table = sam.%purge

The my.ini ignore table statements should look like the following on node2 in site 1:

# ignore tables when replicate SAM database (cluster mode)
nodel.replicate-wild-ignore-table = SAM.%event
node3.replicate-wild-ignore-table = SAM.%event
node4.replicate-wild-ignore-table = SAM.%event

nodel.replicate-wild-ignore-table = SAM.license
node3.replicate-wild-ignore-table = SAM.license
noded4.replicate-wild-ignore-table = SAM.license

node3.replicate-wild-ignore-table = SAM.report_status
node4.replicate-wild-ignore-table = SAM.report_status

node3.replicate-wild-ignore-table = SAM.archive_state
node4.replicate-wild-ignore-table = SAM.archive_state

nodel.replicate-wild-ignore-table = sam.%event
node3.replicate-wild-ignore-table = sam.%event
node4.replicate-wild-ignore-table = sam.%event

nodel.replicate-wild-ignore-table = sam.license
node3.replicate-wild-ignore-table = sam.license
noded.replicate-wild-ignore-table = sam.license

node3.replicate-wild-ignore-table = sam.report_status
node4.replicate-wild-ignore-table = sam.report_status
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node3.replicate-wild-ignore-table = sam.archive_state
node4.replicate-wild-ignore-table = sam.archive_state

# ignore more tables when replicate SAM database to DR HCP Gateway server (replication mode
without sharing cache)

node3.replicate-wild-ignore-table = SAM.%backfill

node4.replicate-wild-ignore-table = SAM.%backfill

node3.replicate-wild-ignore-table = SAM.%restoration
node4.replicate-wild-ignore-table = SAM.%restoration

#node3.replicate-wild-ignore-table = SAM.%protection
#node4.replicate-wild-ignore-table = SAM.%protection

node3.replicate-wild-ignore-table = SAM.%ntfs
node4.replicate-wild-ignore-table = SAM.%ntfs

node3.replicate-wild-ignore-table = SAM.%migration
node4.replicate-wild-ignore-table = SAM.%migration

node3.replicate-wild-ignore-table = SAM.%purge
node4.replicate-wild-ignore-table = SAM.%purge

node3.replicate-wild-ignore-table = sam.%backfill
node4.replicate-wild-ignore-table = sam.%backfill

node3.replicate-wild-ignore-table = sam.%restoration
noded.replicate-wild-ignore-table = sam.%restoration

#node3.replicate-wild-ignore-table = sam.%protection
#node4.replicate-wild-ignore-table = sam.%protection

node3.replicate-wild-ignore-table = sam.%ntfs
node4.replicate-wild-ignore-table = sam.%ntfs

node3.replicate-wild-ignore-table = sam.%migration
node4.replicate-wild-ignore-table = sam.%migration

node3.replicate-wild-ignore-table = sam.%purge
noded.replicate-wild-ignore-table = sam.%purge

The my.ini ignore table statements should look like the following on node3 in site 2:
#ignore tables when replicate SAM database (cluster mode)

nodel.replicate-wild-ignore-table = SAM.%event
node2.replicate-wild-ignore-table = SAM.%event
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node4.replicate-wild-ignore-table = SAM.%event

nodel.replicate-wild-ignore-table = SAM.license
node2.replicate-wild-ignore-table = SAM.license
node4.replicate-wild-ignore-table = SAM.license

nodel.replicate-wild-ignore-table = SAM.report_status
node2.replicate-wild-ignore-table = SAM.report_status

nodel.replicate-wild-ignore-table = SAM.archive_state
node2.replicate-wild-ignore-table = SAM.archive_state

nodel.replicate-wild-ignore-table = sam.%event
node2.replicate-wild-ignore-table = sam.%event
node4.replicate-wild-ignore-table = sam.%event

nodel.replicate-wild-ignore-table = sam.license
node2.replicate-wild-ignore-table = sam.license
node4.replicate-wild-ignore-table = sam.license

nodel.replicate-wild-ignore-table = sam.report_status
node2.replicate-wild-ignore-table = sam.report_status

nodel.replicate-wild-ignore-table = sam.archive_state
node2.replicate-wild-ignore-table = sam.archive_state

# ignore more tables when replicate SAM database to DR HCP Gateway server (replication mode
without sharing cache)

nodel.replicate-wild-ignore-table = SAM.%backfill

node2.replicate-wild-ignore-table = SAM.%backfill

nodel.replicate-wild-ignore-table = SAM.%restoration
node2.replicate-wild-ignore-table = SAM.%restoration

#nodel.replicate-wild-ignore-table = SAM.%protection
#node2.replicate-wild-ignore-table = SAM.%protection

nodel.replicate-wild-ignore-table = SAM.%ntfs
node2.replicate-wild-ignore-table = SAM.%ntfs

nodel.replicate-wild-ignore-table = SAM.%migration
node2.replicate-wild-ignore-table = SAM.%migration

nodel.replicate-wild-ignore-table = SAM.%purge
node2.replicate-wild-ignore-table = SAM.%purge
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nodel.replicate-wild-ignore-table = sam.%backfill
node2.replicate-wild-ignore-table = sam.%backfill

nodel.replicate-wild-ignore-table = sam.%restoration
node2.replicate-wild-ignore-table = sam.%restoration

#nodel.replicate-wild-ignore-table = sam.%protection
#node2.replicate-wild-ignore-table = sam.%protection

nodel.replicate-wild-ignore-table = sam.%ntfs
node2.replicate-wild-ignore-table = sam.%ntfs

nodel.replicate-wild-ignore-table = sam.%migration
node2.replicate-wild-ignore-table = sam.%migration

nodel.replicate-wild-ignore-table = sam.%purge
node2.replicate-wild-ignore-table = sam.%purge

The my.ini ignore table statements should look like the following on node4 in site 2:

# ignore tables when replicate SAM database (cluster mode)
nodel.replicate-wild-ignore-table = SAM.%event
node2.replicate-wild-ignore-table = SAM.%event
node3.replicate-wild-ignore-table = SAM.%event

nodel.replicate-wild-ignore-table = SAM.license
node2.replicate-wild-ignore-table = SAM.license
node3.replicate-wild-ignore-table = SAM.license

nodel.replicate-wild-ignore-table = SAM.report_status
node2.replicate-wild-ignore-table = SAM.report_status

nodel.replicate-wild-ignore-table = SAM.archive_state
node2.replicate-wild-ignore-table = SAM.archive_state

nodel.replicate-wild-ignore-table = sam.%event
node2.replicate-wild-ignore-table = sam.%event
node3.replicate-wild-ignore-table = sam.%event

nodel.replicate-wild-ignore-table = sam.license
node2.replicate-wild-ignore-table = sam.license
node3.replicate-wild-ignore-table = sam.license

nodel.replicate-wild-ignore-table = sam.report_status
node2.replicate-wild-ignore-table = sam.report_status
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nodel.replicate-wild-ignore-table = sam.archive_state

node2.replicate-wild-ignore-table = sam.archive_state

# ignore more tables when replicate SAM database to DR HCP Gateway server (replication mode
without sharing cache)

nodel.replicate-wild-ignore-table = SAM.%backfill

node2.replicate-wild-ignore-table = SAM.%backfill

nodel.replicate-wild-ignore-table = SAM.%restoration
node2.replicate-wild-ignore-table = SAM.%restoration

#nodel.replicate-wild-ignore-table = SAM.%protection
#node2.replicate-wild-ignore-table = SAM.%protection

nodel.replicate-wild-ignore-table = SAM.%ntfs
node2.replicate-wild-ignore-table = SAM.%ntfs

nodel.replicate-wild-ignore-table = SAM.%migration
node2.replicate-wild-ignore-table = SAM.%migration

nodel.replicate-wild-ignore-table = SAM.%purge
node2.replicate-wild-ignore-table = SAM.%purge

nodel.replicate-wild-ignore-table = sam.%backfill
node2.replicate-wild-ignore-table = sam.%backfill

nodel.replicate-wild-ignore-table = sam.%restoration
node2.replicate-wild-ignore-table = sam.%restoration

#nodel.replicate-wild-ignore-table = sam.%protection
#node2.replicate-wild-ignore-table = sam.%protection

nodel.replicate-wild-ignore-table = sam.%ntfs
node2.replicate-wild-ignore-table = sam.%ntfs

nodel.replicate-wild-ignore-table = sam.%migration
node2.replicate-wild-ignore-table = sam.%migration

nodel.replicate-wild-ignore-table = sam.%purge
node2.replicate-wild-ignore-table = sam.%purge

WARNING: No matter the number of HGP Gateways, when using replication, only one Gateway
may be active for user access at a time.

WARNING: If the Active node fails and the Passive nodes takes over as the new Active node, if a
Legal Hold was being applied to file(s) on the original Active node and the Passive node is not able
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to connect to the HCP storage, the Legal Hold may not be applied until the original Active node
comes back online and sets the Legal Hold on the file(s).

Important Notes:
1) Only 1 Gateway device can be active at a time.

2) The files must be written to the HCP and if there is a second HCP, replicated to the second HCP,
before the content will be available on the non-active node(s) that have a separate cache. For
example, if using a Copy or Tiering policy that waits 5 days before writing files to HCP storage, then
you must wait 5 days before you see the file content on the non-active node(s) that are not sharing
the cache.

3) For the "Two Node: Master to Replica node", "Three Node: Master to 2 Replica nodes” and "Three
Node: Master to Master HA Cluster with Replica for Read-only copy", if any data changes or writes
are made to the Gateway on Site B or Site C, manual intervention is required to replicate the
metadata back to Site A.

4) These instructions can be used to setup the initial replication and can also be used to reset
replication if one or more of the nodes encounters a replication error.
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Chapter 2 Two Node: Master Single node to Replica Single node
Replication (Read-only copy)

In this configuration, the database on hcpgl is copied to hcpg2. The two gateways have an independent
local cache, data written to hcpgl is available to hcpg?2 after a slight delay (one-way replication). The intent
with this configuration is that Site B (hcpg2) is a read-only copy of Site A, and also can be used to access
data if Site A is offline.

Note: It is the Administrators responsibility to ensure the Site B shares are configured as read-only.

Two Nodes: Master-Replica (Read-only Copy)

Site A Site B
10.1.1.11 10.1.1.12
hcpgl hcpg2
DB-Nodel  —=—==-—===|-=-—===--- > DB-Node2

g Cache g Cache

The gateway (hcpgl) on Site A is the active system and is accessible to users. Upon ingest the file name, path
and metadata is captured in the Nodel database and made available to the Virtual File System. The file
content is written to local cache, prior to being written to HCP. The caches on the 2 HCP Gateway devices are
independent. After a slight delay for database Nodel to replicate to Node2, the file metadata written to
hcpgl should become available on hcpg2. The actual data needs to be replicated separately using HCP
replication.

This configuration requires the server.ignore and cluster flags in the sam.properties file to be disabled. The
latter is accomplished by setting the flags equal to zero (0). This change must be made on both hcpg
systems.

WARNING:

1. You must stop the SAM VFS service before making any changes to the sam.properties file. Then restart
the SAM VFS service after saving the file.

2. You must stop the MariaDB service if any changes are made to the my.ini file. Then restart the MariaDB
service after saving the file.

HCP Gateway Database Replication Setup for Windows



Step 1 — Update the HCP Gateway properties file for each node.

Locate the file at: C:\SAM\etc\sam\sam.properties
Make the following edits:
On HCPG 1

server.id=1

server.ignore=0

cluster=0

binlog.name=hcpg-1-bin

On HCPG2
server.id=2
server.ignore=0
cluster=0
binlog.name=hcpg-2-bin

Step 2 - Edit the my.ini file on both HCPGs

The database configuration must be setup to allow seamless interleaving of database records. This has an
added benefit of preventing name collisions should the 'read-only' site have data written to it. This change
must be made on both hcpg systems, and, with the exact settings as shown for each hcpg system. Note the
entire my.ini file is not displayed in the instructions just the relevant part in the '[mariadb]' section of the

respective my.ini file.

Edit File D:\MariaDB\data\my.ini

Note: The following is added or changed in the '[mariadb]' section of the respective my.ini file.

Ensure the migration and ntfs tables are excluded from being replicated in addition to the common

list of excluded tables.

HCPG1 [mariadb]...
# Global Transaction ID
gtid-domain-id=1
gtid-ignore-duplicates=ON

## Unique Server ID
server-id =1

## Replication Configuration
auto-increment-offset =1

auto-increment-increment = 2

# ignore tables when replicate SAM database
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See chapter 1 for appropriate tables to ignore

## Binary Logging
log_bin = D:/MariaDB/binlog/hcpg-1-bin

# Relay Logging
relay-log = D:/MariaDB/relaylog/hcpg-1-relay

HCPG2 [mariadb]...
# Global Transaction ID
gtid-domain-id=2
gtid-ignore-duplicates=ON

## Unique Server ID
server-id = 2

## Replication Configuration
auto-increment-offset =2
auto-increment-increment = 2

# ignore tables when replicate SAM database
See chapter 1 for appropriate tables to ignore

## Binary Logging
log_bin = D:/MariaDB/binlog/hcpg-2-bin

# Relay Logging
relay-log = D:/MariaDB/relaylog/hcpg-2-relay

Step 3 — Common Replication Setup Steps
It is required to perform the replication setup before any data is written to any of the nodes in the HCP
Gateway. These steps need to be run on HCPG1 and HCPG2 with HCPG1 as the active node. If another
node is the active node, then adjust the instructions for the active node.
In this configuration step a replication user account will be created on all nodes;
Note: the password is the string immediately following 'IDENTIFIED BY'
This step requires the use of the MariaDB Command Prompt, which is available from the Windows Start
Menu.
MariaDB Command Prompt (MariaDB [(none)]>) run on HCPG1 and HCPG2

mysql -u root -p <press enter>
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Execute this command on each node to check if replication was previously configured and if so
that there are no errors listed in the output. Resolve any errors before continuing to setup the
replication.

MariaDB [(none)]> SHOW ALL SLAVES STATUS\G

Execute these commands on HCPG1 and HCPG2, you only need to execute these commands the
first time replication is setup. If replication is being reconfigured and the replication_user
already exists, skip these 4 commands.

MariaDB [(none)]> CREATE USER 'replication_user'@'%' IDENTIFIED BY 'OrganlcReplication’;

MariaDB [(none)]> GRANT REPLICATION SLAVE ON *.* TO 'replication_user'@'%";

MariaDB [(none)]> FLUSH PRIVILEGES;

MariaDB [(none)]> FLUSH TABLES;

In the MariaDB Command Prompt(MariaDB [(none)]>) run on HCPG1 and HCPG2
MariaDB [(none)]> stop all slaves;
MariaDB [(none)]> reset slave all;

Open Windows Services and if running, stop the SAM VFS, Wildfly and MariaDB services on HCPG1 and
HCPG2.

Open Windows File explorer and delete all the .info files in the D:\MariaDB\data folder on HCPG1 and
HCPG2.
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File Edit Jools Help
CRrew EMose + Hoeay ~ 1 B o1 v S v )
~
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Home  Share  View
« v » Local Disk (D) + MariaDB > data > v o
Name Date modified Type Size
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performance_schema M Filefolder
& Downlosds SAM M Filefolder
[&] Documents |1 aria_leg.00000001 00000001 File
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data [] hepg-single.err ERR File
(1 ib_buffer_pool M File
[ This PC
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Temp L bimp! M File
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Delete or rename the D:\MariaDB\data\*.err file on HCPG1 and HCPG2, where the name of the file is the
Windows computer name of the Gateway.
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in the D:\MariaDB\binlog folder that begin with hcpg* on HCPG1 and HCPG2.
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Delete all the files in the D:\MariaDB\relaylog folder that begin with hcpg* on HCPG1 and HCPG2.
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In Windows Services start the MariaDB service on HCPG1 and HCPG2.
Check the D:\MariaDB\data\*.err file in Notepad++ for any errors on HCPG1 and HCPG2, where the name
of the file is the Windows computer name of the Gateway. The expected output is shown below.

¥ Snipping Tool - o x
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Step 4 - Collect the replication positions
HCPG1 (the active node)
MariaDB [(none)]> RESET MASTER;
Open a new MariaDB Command Prompt and change directory to C:\Temp. Dump the SAM
database to a .sql file that will be copied to the other replication node. If the dump file is too
big to fit on the C: drive, dump the SAM database to a .sql file in E:\Storage\Backup.
Collect the names of the tables that are ignored from replication.
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MariaDB [(none)]> select group_concat(concat('--ignore-table=', TABLE_SCHEMA, ".",
table_name) SEPARATOR '') as " from information_schema.tables where
TABLE_SCHEMA = 'SAM' and (TABLE_NAMIE like '%event' or TABLE_NAME like 'license'
or TABLE_NAME like 'report_status' or TABLE_NAME like '%backfill' or TABLE_NAME
like '%restoration' or TABLE_ NAME like '%ntfs' or TABLE_NAME like '%migration' or
TABLE_NAME like '%archive_state' or TABLE_NAME like '%purge’) ;

| --ignore-table=SAM.license --ignore-table=SAM.archive_state --ignore-
table=SAM.event --ignore-table=SAM.report_status --ignore-table=SAM.1_backfill --
ignore-table=SAM.1_event --ignore-table=SAM.1_migration --ignore-
table=SAM.1_purge --ignore-table=SAM.1_restoration --ignore-
table=SAM.3_migration --ignore-table=SAM.3_purge --ignore-table=SAM.3_event --
ignore-table=SAM.3_restoration --ignore-table=SAM.3_backfill --ignore-
table=SAM.5_migration --ignore-table=SAM.5_purge --ignore-table=SAM.5_event --
ignore-table=SAM.5_restoration --ignore-table=SAM.5_backfill |

1 row in set (0.001 sec)

If needed, open a MariaDB Command Prompt

C:\Windows\system32>cd \temp

Copy the output of the command above in BOLD (start with the --ignore-
table=SAM.license and end with SAM.5_backfill) that collected the information about
the tables to ignore from replication and paste it before the --databases and after the --
hex-blob=1 parameters in the query below. Make sure there is a space before --
ignore-table=SAM.license and after --ignore-table=SAM.5_backfill.

C:\Temp>mysqldump -uroot -p --master-data --routines --hex-blob=1 --ignore-
table=SAM.license --ignore-table=SAM.archive_state --ignore-table=SAM.event --
ignore-table=SAM.report_status --ignore-table=SAM.1_backfill --ignore-
table=SAM.1_event --ignore-table=SAM.1_migration --ignore-table=SAM.1_purge --
ignore-table=SAM.1_restoration --ignore-table=SAM.3_migration --ignore-
table=SAM.3_purge --ignore-table=SAM.3_event --ignore-table=SAM.3_restoration --
ignore-table=SAM.3_backfill --ignore-table=SAM.5_migration --ignore-
table=SAM.5_purge --ignore-table=SAM.5_event --ignore-table=SAM.5_restoration --
ignore-table=SAM.5_backfill --databases SAM > pb-cl-train1.202102101130.sql

Enter password: ****#¥®*

Back in the MariaDB Command Prompt, execute the following commands:
MariaDB [(none)]> SHOW MASTER STATUS;
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o + + —e +
| File | Position | Binlog Do DB | Binlog Ignore DB |

Note: The output or result from the show master status command will be used in command
below ('hcpg-1-bin.000001', 329).
MariaDB [(none)]> SELECT BINLOG_GTID_POS('hcpg-1-bin.000001', 329);

| BINLOG GTID FPOS('hcpg-1-bin.000001', 329) |

HCPG2

WARNING: These commands will replace the database on HCPG2 with the data imported
from the database on HCPG1. If there is production data on HCPG2 that was not replicated
to HCPG1, then the production data on HCPG2 will be lost.

In the MariaDB Command Prompt (MariaDB [(none)]>) run on HCPG2 only
MariaDB [(none)]> drop database SAM;
MariaDB [(none)]> create database SAM;

Copy the pb-cl-train1.202102101130.sqgl from HCPG1 to the C:\Temp folder on HCPG2. Open a
new MariaDB Command Prompt and change directory to C:\Temp. Import the SAM database
.sql file to copy the database from HCPG1 to HCPG2.

If needed, open a MariaDB Command Prompt

C:\Windows\system32>cd \temp

C:\Temp>mysqgl -uroot -p < pb-cl-train1.202102101130.sql

Enter password: ********

Step 5 — Enable Replication

HCPG2
In the MariaDB Command Prompt, execute the following commands:
Note: The position information (e.g. 1-1-14) is from 'hcpgl' in this example) BINLOG_GTID POS
output above
If the result is empty or NULL, enter an empty string " (2 single quotes)
If the result is a string of numbers separated by dashes '-', for example: '1-1-14'
Then use the entire string enclosed by single quotes '1-1-14'
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MariaDB [(none)]> SET GLOBAL gtid_slave_pos ="; € This is for a NULL value (2 single
quotes).
MariaDB [(none)]> SET GLOBAL gtid_slave_pos = '1-1-14"; € This is value of 1-1-14.
MariaDB [(none)]> CHANGE MASTER 'nodel' TO master_host="10.1.1.11",
master_port=3306,
master_user="replication_user", master_password="'0rganlcReplication’,
master_use_gtid=slave_pos, master_ssl=1;

Step 6 — Start replication on both nodes HCPG1 and HCPG2
MariaDB [(none)]> START ALL SLAVES;
MariaDB [(none)]> SHOW ALL SLAVES STATUS\G

Step 7 — Start the Windows Services Wildfly and SAM VFS on all nodes and then start the shares in the
HCP Gateway Ul on HCPG1.

HCP Gateway Database Replication Setup for Windows



Chapter 3 Two Node: Master Single node to Master Single node
Replication (Manual DR Failover)

The intent of this configuration is that Site B (hcpg2) is a hot-standby copy of Site A (hcpgl) and can be used
to read/write data if Site A is offline. The two HCP Gateway devices do not have a shared cache. In
addition, the expectation is the inactive site will have the data automatically updated from the active site
without any intervention. This configuration does not support both sites being active at the same time, it
requires manual intervention to switch to the DR site, and to fail back from Site B to Site A.

Two Nodes: Master-Master (DR Failover)

Site A Site B
10.1.1.11 10.1.1.12
hcpgl hcpg2
OB - Hodel e T > DB-Hade2

:j Cache ?j Cache

The configuration requires the server.ignore and cluster flags in the sam.properties file to be disabled. The

latter is accomplished by setting the flags equal to zero (0). This change must be made on both hcpg
systems.

WARNING:

1. You must stop the SAM VFS service before making any changes to the sam.properties file. Then restart
the SAM VFS service after saving the file.

2. You must stop the MariaDB service if any changes are made to the my.ini file. Then restart the MariaDB
service after saving the file.

Step 1 - Update HCPG Gateway properties file
Locate the properties file at: File C:\SAM\etc\sam\sam.properties
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Make the following edits:
HCPG1
server.id=1
server.ignore=0
cluster=0
binlog.name=hcpg-1-bin

HCPG2
server.id=2
server.ignore=0
cluster=0
binlog.name=hcpg-2-bin

Step 2 — Edit the my.ini files on both HCPGs.

The database configuration must be setup to allow seamless interleaving of database records. This has an
added benefit of preventing name collisions should the 'hot-standby' site have data written to it. This
change must be made on both hcpg systems, and, with the exact settings as shown for each hcpg system.

Edit File D:\MariaDB\data\my.ini
Note: The following is added or changed in the '[mariadb]' section of the respective my.ini file.

Ensure the migration and NTFS tables are excluded from being replicated in addition to the
common list of excluded tables.

You must stop and restart the MariaDB service if any changes are made.

HCPG1 [mariadb]...
# Global Transaction ID
gtid-domain-id=1
gtid-ignore-duplicates=ON

## Unique Server ID
server-id=1

## Replication Configuration
auto-increment-offset =1
auto-increment-increment = 2

# ignore tables when replicate SAM database
See chapter 1 for appropriate tables to ignore
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## Binary Logging
log_bin = D:/MariaDB/binlog/hcpg-1-bin

# Relay Logging
relay-log = D:/MariaDB/relaylog/hcpg-1-relay

HCPG2 [mariadb]...
# Global Transaction ID
gtid-domain-id=2
gtid-ignore-duplicates=ON

## Unique Server ID
server-id = 2

## Replication Configuration
auto-increment-offset =2
auto-increment-increment = 2

#ignore tables when replicate SAM database
See chapter 1 for appropriate tables to ignore

## Binary Logging
log_bin = D:/MariaDB/binlog/hcpg-2-bin

# Relay Logging
relay-log = D:/MariaDB/relaylog/hcpg-2-relay

Step 3 — Common Replication Setup Steps

It is required to perform the replication setup before any data is written to any of the nodes in the HCP
Gateway. These steps need to be run on HCPG1 and HCPG2 with HCPG1 as the active node. If another
node is the active node, then adjust the instructions for the active node.

In this configuration step a replication user account will be created on all nodes;

Note: the password is the string immediately following 'IDENTIFIED BY'

This step requires the use of the MariaDB Command Prompt, which is available from the Windows Start
Menu.

MariaDB Command Prompt (MariaDB [(none)]>) run on HCPG1 and HCPG2
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mysql -u root -p <press enter>

Execute this command on each node to check if replication was previously configured and if so
that there are no errors listed in the output. Resolve any errors before continuing to setup the
replication.

MariaDB [(none)]> SHOW ALL SLAVES STATUS\G

Execute these commands on HCPG1 and HCPG2, you only need to execute these commands the
first-time replication is setup. If replication is being reconfigured and the replication_user
already exists, skip these 4 commands.

MariaDB [(none)]> CREATE USER 'replication_user'@'%' IDENTIFIED BY 'OrganlcReplication’;

MariaDB [(none)]> GRANT REPLICATION SLAVE ON *.* TO 'replication_user'@'%";

MariaDB [(none)]> FLUSH PRIVILEGES;

MariaDB [(none)]> FLUSH TABLES;

In the MariaDB Command Prompt (MariaDB [(none)]>) run on HCPG1 and HCPG2
MariaDB [(none)]> stop all slaves;
MariaDB [(none)]> reset slave all;

Open Windows Services and if running, stop the SAM VFS, Wildfly and MariaDB services on HCPG1 and
HCPG2.

Open Windows File explorer and delete all the .info files in the D:\MariaDB\data folder on HCPG1 and
HCPG2.
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Delete or rename the D:\MariaDB\data\*.err file on

Windows computer name of the Gateway.

HCPG1 and HCPG2, where the name of the file is the
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Delete all the files in the D:\MariaDB\binlog folder that begin with hcpg* on HCPG1 and HCPG2.
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Delete all the files in the D:\MariaDB\relaylog folder that begin with hcpg* on HCPG1 and HCPG2.
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In Windows Services start the MariaDB service on HCPG1 and HCPG2.
Check the D:\MariaDB\data\*.err file in Notepad++ for any errors on HCPG1 and HCPG2, where the name
of the file is the Windows computer name of the Gateway. The expected output is shown below.
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Step 4 — Collect the replication positions

HCPG1 (the active node)
MariaDB [(none)]> RESET MASTER,;
Open a new MariaDB Command Prompt and change directory to C:\Temp. Dump the SAM
database to a .sql file that will be copied to the other replication node. If the dump file is too
big to fit on the C: drive, dump the SAM database to a .sql file in E:\Storage\Backup.
Follow Option 1 below for a replicated pair of nodes that are NOT in a cluster and Option 2 for
a replicated pair of nodes that ARE in a cluster.

Option 1) Follow these steps for a replicated pair of nodes that are NOT in a cluster
Collect the names of the tables that are ignored from replication.

MariaDB [(none)]> select group_concat(concat('--ignore-table=', TABLE_SCHEMA, "',
table_name) SEPARATOR '') as " from information_schema.tables where
TABLE_SCHEMA = 'SAM' and (TABLE_NAME like '%event' or TABLE_NAME like 'license'
or TABLE_NAME like 'report_status' or TABLE_NAME like '%backfill' or TABLE_NAME
like '%restoration' or TABLE_ NAME like '%ntfs' or TABLE_ NAME like '%migration' or
TABLE_NAME like '%archive_state' or TABLE_ NAME like '%purge') ;

| --ignore-table=SAM.license --ignore-table=SAM.archive_state --ignore-
table=SAM.1_migration --ignore-table=SAM.1_purge --ignore-table=SAM.1_event --
ignore-table=SAM.event --ignore-table=SAM.report_status --ignore-
table=SAM.1_restoration --ignore-table=SAM.3_migration --ignore-
table=SAM.3_purge --ignore-table=SAM.3_event --ignore-table=SAM.1_backfill --
ignore-table=SAM.3_restoration --ignore-table=SAM.3_backfill --ignore-
table=SAM.5_migration --ignore-table=SAM.5_purge --ignore-table=SAM.5_event --
ignore-table=SAM.5_restoration --ignore-table=SAM.5_backfill |

HCP Gateway Database Replication Setup for Windows




1 row in set (0.001 sec)

If needed, open a MariaDB Command Prompt
C:\Windows\system32>cd \temp

Copy the output of the command above in BOLD (start with the --ignore-
table=SAM.license and end with SAM.5_backfill) that collected the information about
the tables to ignore from replication and paste it before the --databases and after the --
hex-blob=1 parameters in the query below. Make sure there is a space before --
ignore-table=SAM.license and after --ignore-table=SAM.5_backfill.

C:\Temp>mysgldump -uroot -p --master-data --routines --hex-blob=1 --ignore-
table=SAM.license --ignore-table=SAM.archive_state --ignore-table=SAM.1_migration -
-ignore-table=SAM.1_purge --ignore-table=SAM.1_event --ignore-table=SAM.event --
ignore-table=SAM.report_status --ignore-table=SAM.1_restoration --ignore-
table=SAM.3_migration --ignore-table=SAM.3_purge --ighore-table=SAM.3_event --
ignore-table=SAM.1_backfill --ignore-table=SAM.3_restoration --ignore-
table=SAM.3_backfill --ignore-table=SAM.5_migration --ignore-table=SAM.5_purge --
ignore-table=SAM.5_event --ignore-table=SAM.5_restoration --ignore-
table=SAM.5_backfill --databases SAM > pb-cl-train1.202102101130.sq]l

Enter password: **¥¥**x*

Option 2) Follow these steps for a replicated pair of nodes that ARE in a cluster
Collect the names of the tables that are ignored from replication.

MariaDB [(none)]> select group_concat(concat('--ignore-table=', TABLE_SCHEMA, ".",
table_name) SEPARATOR '') as " from information_schema.tables where
TABLE_SCHEMA = 'SAM' and (TABLE_NAME like '%event' or TABLE_ NAME like 'license’)
| --ignore-table=SAM.license --ignore-table=SAM.1_event --ignore-
table=SAM.event --ignore-table=SAM.3_event --ignore-table=SAM.5_event |
1 row in set (0.001 sec)

If needed, open a MariaDB Command Prompt
C:\Windows\system32>cd \temp

Copy the output of the command above in BOLD (start with the --ignore-
table=SAM.license and end with SAM.5_event) that collected the information about
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the tables to ignore from replication and paste it before the --databases and after the --
hex-blob=1 parameters in the query below. Make sure there is a space before --
ignore-table=SAM.license and after --ignore-table=SAM.5_event.

C:\Temp>mysqldump -uroot -p --master-data --routines --hex-blob=--ignore-
table=SAM.license --ignore-table=SAM.1_event --ignore-table=SAM.event --ignore-
table=SAM.3_event --ignore-table=SAM.5_event --databases SAM > pb-cl-
train1.202102101130.sql

Enter password: ***¥#k**

Back in the MariaDB Command Prompt, execute the following commands:
MariaDB [(none)]> SHOW MASTER STATUS;

+ + + + +
| File | Position | Binlog Do DB | Binlog Ignore DB |
+ + + T4 Z S
| hcpg-1-bin.000001 | 329 | | mysgl |
+ + + + +

Note: The output or result from this command will be used in 'hcpg2'

MariaDB [(none)]> SELECT BINLOG_GTID_POS('hcpg-1-bin.000001", 329);

+ +
| BINLOG GTID POS('hcpg-1-bin.000001', 329) |

+ +
| NULL |
+ +

HCPG2

WARNING: These commands will replace the database on HCPG2 with the data imported
from the database on HCPG1. If there is production data on HCPG2 that was not replicated
to HCPG1, then the production data on HCPG2 will be lost.

In the MariaDB Command Prompt (MariaDB [(none)]>) run on HCPG2 only
MariaDB [(none)]> drop database SAM;
MariaDB [(none)]> create database SAM;

Copy the pb-cl-train1.202102101130.sqgl from HCPG1 to the C:\Temp folder on HCPG2. Open a
new MariaDB Command Prompt and change directory to C:\Temp. Import the SAM database
.sql file to copy the database from HCPG1 to HCPG2.
If needed, open a MariaDB Command Prompt

C:\Windows\system32>cd \temp

C:\Temp>mysql -uroot -p < pb-cl-train1.202102101130.sql

Enter password: ****##x*
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In the MariaDB Command Prompt, execute the following commands:
MariaDB [(none)]> RESET MASTER;
MariaDB [(none)]> SHOW MASTER STATUS;

+ + —+ +—— +
| File | Position | Binlog Do DB | Binlog Ignore DB |
+ + —+ +—— +
| hcpg-2-bin.000001 | 328 | | mysgl |
+ + + —+ —+

Note: The output or result from this command will be used in 'hcpgl’

MariaDB [(none)]> SELECT BINLOG_GTID_POS('hcpg-2-bin.000001', 329);

 — —t
| BINLOG GTID POS('hcpg-2-bin.000001', 329) |
S — —t
| 2-1-3 |
+—— -+

Step 5 — Enable Replication
HCPG1

Note: The position information is from the 'hcpg2' SELECT BINLOG_GTID_POS output
If the result is empty or NULL, enter an empty string "' (2 single quotes)
If the result is a string of numbers separated by dashes '-/,
example: '2-1-3'

Use the entire string enclosed by single quotes '2-1-3'

MariaDB [(none)]> SET GLOBAL gtid_slave_pos ="; € This is for a NULL value (2 single quotes).
MariaDB [(none)]> SET GLOBAL gtid_slave_pos = '2-1-3'; € This is value for 2-1-3.

Note: The IP address below is for hcpg2
MariaDB [(none)]> CHANGE MASTER 'node2' TO master_host="10.1.1.12", master_port=3306,
master_user="replication_user", master_password="'0rganlcReplication’,
master_use_gtid=slave_pos, master_ssl=1;
HCPG2

Note: The position information is from the 'hcpgl' SELECT BINLOG_GTID_POS output

If the result is empty or NULL, enter an empty string "' (2 single quotes)
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If the result is a string of numbers separated by dashes '-',
For example: '1-1-3'
use the entire string enclosed by single quotes '1-1-3'

MariaDB [(none)]> SET GLOBAL gtid_slave_pos ="; € This is for a NULL value (2 single quotes).
MariaDB [(none)]> SET GLOBAL gtid_slave_pos ='1-1-3'; € This is value of 1-1-3.

Note: The IP address below is for hcpgl
MariaDB [(none)]> CHANGE MASTER 'nodel' TO master_host="10.1.1.11", master_port=3306,
master_user="replication_user", master_password='0rganlcReplication’,
master_use_gtid=slave_pos, master_ssl=1;
Step 6 — Start replication on both nodes HCPG1 and HCPG2
MariaDB [(none)]> START ALL SLAVES;

MariaDB [(none)]> SHOW ALL SLAVES STATUS\G

Step 7 — Start the Windows Services Wildfly and SAM VFS on all nodes and then start the shares in the
HCP Gateway Ul on HCPG1.
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Chapter 4 Three Node: Three Site with Master Single node to two Replica
Single nodes Replication (Read-only copies)

In this configuration, the database on Site A HCP Gateway (hcpgl) is copied to Site B (hcpg2) and Site C
(hcpg3). The three gateways have an independent local cache, data written to hcpgl is available to hcpg2
and hcpg3 after a slight delay (one-way replication). The intent with this configuration is that Site B (hcpg2)
and Site C (hcpg3) are read-only copies of Site A and can be used to read/write data if Site A is offline.

Note: It is the Administrators responsibility to ensure the Site B and Site C shares are configured as read-only.

Three Nodes: Three sites with Master and two Replicas (Read-only copies)
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The gateway (hcpgl) on Site A is the active system and is accessible to users. Upon ingest the file name,
path and metadata is captured in the Nodel database and made available to the Virtual File System. The
file content is written to local cache, prior to being written to HCP. The caches on the 3 HCP Gateway
devices are independent. After a slight delay for database Node1 to replicate to Node2 and Node3, the file
metadata written to hcpgl should become available on hcpg2 and hcpg3. The actual data needs to be
replicated separately using HCP replication.

This configuration requires the server.ignore and cluster flags in the sam.properties file to be disabled. The
latter is accomplished by setting the flags equal to zero (0). This change must be made on all hcpg systems.
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WARNING:

1. You must stop the SAM VFS service before making any changes to the sam.properties file. Then restart
the SAM VFS service after saving the file.

2. You must stop the MariaDB service if any changes are made to the my.ini file. Then restart the MariaDB
service after saving the file.

Step 1 — Update the HCP Gateway properties file for each node.

Locate the file at: C:\SAM\etc\sam\sam.properties
Make the following edits:
On HCPG 1
server.id=1
server.ignore=0
cluster=0
binlog.name=hcpg-1-bin

On HCPG2
server.id=2
server.ignore=0
cluster=0
binlog.name=hcpg-2-bin

On HCPG3
server.id=3
server.ignore=0
cluster=0
binlog.name=hcpg-3-bin

Step 2 — Edit the my.ini file on both HCPGs.

The database configuration must be setup to allow seamless interleaving of database records. This has an
added benefit of preventing name collisions should the 'read-only' site have data written to it. This change
must be made on all hcpg systems, and, with the exact settings as shown for each hcpg system. Note the
entire my.ini file is not displayed in the instructions just the relevant part in the '[mariadb]' section of the
respective my.ini file.

Edit File D:\MariaDB\data\my.ini

Note: The following is added or changed in the '[mariadb]' section of the respective my.ini file.

Ensure the migration and ntfs tables are excluded from being replicated in addition to the common
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list of excluded tables.

HCPG1 [mariadb]...
# Global Transaction ID
gtid-domain-id=1
gtid-ignore-duplicates=ON

## Unique Server ID
server-id =1

## Replication Configuration
auto-increment-offset =1
auto-increment-increment = 3

# ignore tables when replicate SAM database
See chapter 1 for appropriate tables to ignore

## Binary Logging
log_bin = D:/MariaDB/binlog/hcpg-1-bin

# Relay Logging
relay-log = D:/MariaDB/relaylog/hcpg-1-relay

HCPG2 [mariadb]...
# Global Transaction ID
gtid-domain-id=2
gtid-ignore-duplicates=ON

## Unique Server ID
server-id = 2

## Replication Configuration
auto-increment-offset =2
auto-increment-increment = 3

# ignore tables when replicate SAM database
See chapter 1 for appropriate tables to ignore

## Binary Logging
log_bin = D:/MariaDB/binlog/hcpg-2-bin
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# Relay Logging
relay-log = D:/MariaDB/relaylog/hcpg-2-relay

HCPG3 [mariadb]...
# Global Transaction ID
gtid-domain-id=3
gtid-ignore-duplicates=ON

## Unique Server ID
server-id = 3

## Replication Configuration
auto-increment-offset =3
auto-increment-increment =3

# ignore tables when replicate SAM database
See chapter 1 for appropriate tables to ignore

## Binary Logging
log_bin = D:/MariaDB/binlog/hcpg-3-bin

# Relay Logging
relay-log = D:/MariaDB/relaylog/hcpg-3-relay

Step 3 — Common Replication Setup Steps
It is required to perform the replication setup before any data is written to any of the nodes in the HCP
Gateway. These steps need to be run on HCPG1, HCPG2 and HCPG3 with HCPG1 as the active node. If
another node is the active node, then adjust the instructions for the active node.
In this configuration step a replication user account will be created on all nodes;
Note: the password is the string immediately following 'IDENTIFIED BY'
This step requires the use of the MariaDB Command Prompt, which is available from the Windows Start
Menu.
MariaDB Command Prompt (MariaDB [(none)]>) run on HCPG1, HCPG2 and HCPG3

MariaDB [(none)]> mysql -u root -p <press enter>

Execute this command on each node to check if replication was previously configured and if so
that there are no errors listed in the output. Resolve any errors before continuing to setup the
replication.

MariaDB [(none)]> SHOW ALL SLAVES STATUS\G
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Execute these commands on HCPG1, HCPG2 and HCPG3, you only need to execute these
commands the first time replication is setup. If replication is being reconfigured and the
replication_user already exists, skip these 4 commands.

MariaDB [(none)]> CREATE USER 'replication_user'@'%' IDENTIFIED BY 'OrganlcReplication’;

MariaDB [(none)]> GRANT REPLICATION SLAVE ON *.* TO 'replication_user'@'%';

MariaDB [(none)]> FLUSH PRIVILEGES;

MariaDB [(none)]> FLUSH TABLES;

In the MariaDB Command Prompt (MariaDB [(none)]>) run on HCPG1, HCPG2 and HCPG3
MariaDB [(none)]> stop all slaves;
MariaDB [(none)]> reset slave all;

Open Windows Services and if running, stop the SAM VFS, Wildfly and MariaDB services on HCPG1, HCPG2
and HCPG3.

Open Windows File explorer and delete all the .info files in the D:\MariaDB\data folder on HCPG1, HCPG2
and HCPG3.
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Delete or rename the D:\MariaDB\data\*.err file on HCPG1, HCPG2 and HCPG3, where the name of the file

is the Windows computer name of the Gateway.
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Delete all the files in the D:\MariaDB\binlog folder that begin with hcpg* on HCPG1, HCPG2 and HCPG3.
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= New Volume (G) | hepg-1-bin.000017 3/2/2021 1:40PM 000017 File
= test (Wlocalhost) (7). [ 7 hepg-1-bin cooo1e 3/25/2021 2:41 PM 18 File
= 52 (localhost) (X) [ ] hepg-1-bin. 000019 3/25/20212:51PM 000019 File
= sharetes (Wlocalhost [ ] hepg-1-bin 000020 3/26/20219:30AM 00020 File
= terget (19216242 [ hepg-1-bin.ndex 3/25/20212:52PM  INDEX File
< >

Delete all the files in the D:\MariaDB\relaylog folder that begin with hcpg* on HCPG1, HCPG2 and HCPG3.
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In Windows Services start the MariaDB service on HCPG1, HCPG2 and HCPG3.

Check the D:\MariaDB\data\*.err file in Notepad++ for any errors on HCPG1, HCPG2 and HCPG3, where the
name of the file is the Windows computer name of the Gateway. The expected output is shown below.

¥ Snipping Tool o x
Ele fdt Tools Help

Phew EMode - ooy - H [ 4 .‘,, oy ,‘,

Step 4 - Collect the replication positions
HCPG1 (the active node)
MariaDB [(none)]> RESET MASTER;
Open a new MariaDB Command Prompt and change directory to C:\Temp. Dump the SAM
database to a .sql file that will be copied to the other replication nodes. If the dump file is too
big to fit on the C: drive, dump the SAM database to a .sql file in E:\Storage\Backup.
Collect the names of the tables that are ignored from replication.
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MariaDB [(none)]> select group_concat(concat('--ignore-table=', TABLE_SCHEMA, ".",
table_name) SEPARATOR '') as " from information_schema.tables where
TABLE_SCHEMA = 'SAM' and (TABLE_NAMIE like 'archive_state' or TABLE_NAME like
'%event' or TABLE_NAME like 'license' or TABLE_NAMIE like 'report_status' or
TABLE_NAME like '%backfill' or TABLE_ NAME like '%restoration' or TABLE_ NAME like
'%ntfs' or TABLE_NAME like '%migration' or TABLE_NAME like '%purge') ;

| --ignore-table=SAM.license --ignore-table=SAM.1_migration --ignore-
table=SAM.1_purge --ignore-table=SAM.1_event --ignore-table=SAM.event --ignore-
table=SAM.report_status --ignore-table=SAM.1_restoration --ignore-
table=SAM.3_migration --ignore-table=SAM.3_purge --ignore-table=SAM.3_event --
ignore-table=SAM.1_backfill --ignore-table=SAM.3_restoration --ignore-
table=SAM.3_backfill --ignore-table=SAM.5_migration --ignore-table=SAM.5_purge --
ignore-table=SAM.5_event --ignore-table=SAM.5_restoration --ignore-
table=SAM.5_backfill |

1 row in set (0.001 sec)

If needed, open a MariaDB Command Prompt
C:\Windows\system32>cd \temp

Copy the output of the command above in BOLD (start with the --ignore-
table=SAM.license and end with SAM.5_backfill) that collected the information about
the tables to ignore from replication and paste it before the --databases and after the --
hex-blob=1 parameters in the query below. Make sure there is a space before --
ignore-table=SAM.license and after --ignore-table=SAM.5_backfill.

C:\Temp>mysqldump -uroot -p --master-data --routines --hex-blob=1 --ignore-
table=SAM.license --ignore-table=SAM.1_migration --ignore-table=SAM.1_purge --
ignore-table=SAM.1_event --ignore-table=SAM.event --ignore-
table=SAM.report_status --ignore-table=SAM.1_restoration --ignore-
table=SAM.3_migration --ignore-table=SAM.3_purge --ignore-table=SAM.3_event --
ignore-table=SAM.1_backfill --ignore-table=SAM.3_restoration --ignore-
table=SAM.3_backfill --ignore-table=SAM.5_migration --ignore-table=SAM.5 purge --
ignore-table=SAM.5_event --ignore-table=SAM.5_restoration --ignore-
table=SAM.5_backfill --databases SAM > pb-cl-train1.202102101130.sql

Enter password: ****#¥**

Back in the MariaDB Command Prompt, execute the following commands:
MariaDB [(none)]> SHOW MASTER STATUS;
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o + + —e +
| File | Position | Binlog Do DB | Binlog Ignore DB |

Note: The output or result from the show master status command will be used in command

below ('hcpg-1-bin.000001', 329).
MariaDB [(none)]> SELECT BINLOG_GTID_POS('hcpg-1-bin.000001', 329);

+ +
| BINLOG GTID POS('hcpg-1-bin.000001', 329) |

+ +
| NULL |
+ +

| BINLOG GTID PGS ('hcpg-1-bin.000001', 329) |

HCPG2

WARNING: These commands will replace the database on HCPG2 with the data imported
from the database on HCPGL1. If there is production data on HCPG2 that was not replicated
to HCPG1, then the production data on HCPG2 will be lost.

In the MariaDB Command Prompt (MariaDB [(none)]>) run on HCPG2 only
MariaDB [(none)]> drop database SAM;
MariaDB [(none)]> create database SAM;

Copy the pb-cl-train1.202102101130.sqgl from HCPG1 to the C:\Temp folder on HCPG2. Open a
new MariaDB Command Prompt and change directory to C:\Temp. Import the SAM database
.sql file to copy the database from HCPG1 to HCPG2.

If needed, open a MariaDB Command Prompt

C:\Windows\system32>cd \temp
C:\Temp>mysqgl -uroot -p < pb-cl-train1.202102101130.sq]!

Enter password: *******x*

HCPG3

WARNING: These commands will replace the database on HCPG3 with the data imported
from the database on HCPGL1. If there is production data on HCPG3 that was not replicated
to HCPG1, then the production data on HCPG3 will be lost.

In the MariaDB Command Prompt (MariaDB [(none)]>) run on HCPG3 only
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MariaDB [(none)]> drop database SAM;
MariaDB [(none)]> create database SAM;

Copy the pb-cl-train1.202102101130.sqgl from HCPG1 to the C:\Temp folder on HCPG3. Open a
new MariaDB Command Prompt and change directory to C:\Temp. Import the SAM database
.sql file to copy the database from HCPG1 to HCPG3.

If needed, open a MariaDB Command Prompt

C:\Windows\system32>cd \temp
C:\Temp>mysql -uroot -p < pb-cl-train1.202102101130.sql
Enter password: **#*****

Step 5 — Enable Replication
HCPG2

In the MariaDB Command Prompt, execute the following commands:

Note: The position information (e.g. 1-1-14) is from 'hcpgl' in this example) BINLOG_GTID_POS

output above
If the result is empty or NULL, enter an empty string " (2 single quotes)
If the result is a string of numbers separated by dashes '-', for example: '1-1-14'
Then use the entire string enclosed by single quotes '1-1-14'

MariaDB [(none)]> SET GLOBAL gtid_slave_pos ="; € This is for a NULL value (2 single
quotes).
MariaDB [(none)]> SET GLOBAL gtid_slave_pos = '1-1-14"; € This is value of 1-1-14.
MariaDB [(none)]> CHANGE MASTER 'nodel' TO master_host="10.1.1.11",
master_port=3306,
master_user="replication_user", master_password="'0rganlcReplication’,
master_use_gtid=slave_pos, master_ssl=1;

HCPG3
In the MariaDB Command Prompt, execute the following commands:
Note: The position information (e.g. 1-1-14) is from 'hcpgl' in this example) BINLOG_GTID_POS
output above
If the result is empty or NULL, enter an empty string "' (2 single quotes)
If the result is a string of numbers separated by dashes '-', for example: '1-1-14'
Then use the entire string enclosed by single quotes '1-1-14'

MariaDB [(none)]> SET GLOBAL gtid_slave_pos ="; € This is for a NULL value (2 single
quotes).
MariaDB [(none)]> SET GLOBAL gtid_slave_pos = '1-1-14'; € This is value of 1-1-14.
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MariaDB [(none)]> CHANGE MASTER 'nodel' TO master_host="10.1.1.11",
master_port=3306,
master_user="replication_user", master_password='0rganlcReplication’,
master_use_gtid=slave_pos, master_ssl=1;

Step 6 — Start replication on all nodes HCPG1, HCPG2 and HCPG3
MariaDB [(none)]> START ALL SLAVES;
MariaDB [(none)]> SHOW ALL SLAVES STATUS\G

Step 7 — Start the Windows Services Wildfly and SAM VFS on all nodes and then start the shares in the
HCP Gateway Ul on HCPG1.
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Chapter 5 Three Node: Master to Master Replication for HA Cluster with
optional Read-only Copy on secondary site

The two gateways on Site A are in a cluster and have a shared cache, only one gateway is active. The
gateway on Site B has an independent cache. Metadata written to Site A database, will be available on Site
B after a short delay. In this configuration:

» Database on hcpgl is replicated to hcpg2 and hcpg3 nodes

» Database on hcpg2 is replicated to hcpgl and hcpg3 nodes

The intent for this configuration is that Site B (hcpg3) is a read-only copy of Site A and could be used to
read/write data if Site A is offline. This configuration does not support both sites being active at the same

time.

Note: In the event that Site A is down, if data is written or modified on Site B, manual intervention will be
required to sync that data back to Site A when it is brought back online.

Three Nodes: Master-Master HA Cluster and optional Read-only copy

Site A Site B
10.1.1.11 10.1.1.12 10.1.1.13
hecpgl hcpg2 hcpg3
} } }
DB - Nodel +----- > DB-Node2  —-—-—---=~= > DB-Node3
}
L Sh, e J &

ared Cach _—
i g Cache

WARNING:

1. You must stop the SAM VFS service before making any changes to the sam.properties file. Then restart
the SAM VFS service after saving the file.

2. You must stop the MariaDB service if any changes are made to the my.ini file. Then restart the MariaDB
service after saving the file.

Step 1 — Update HCPG Gateway properties file
The configuration requires the server.ignore and cluster flags in the sam.properties file to be enabled for
hcpgl, hcpg2 and to be disabled for hcpg3. This change must be made on all respective hcpg systems.
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Edit the properties file at: File C:\SAM\etc\sam\sam.properties
Make the following edits:

HCPG1
server.id=1
server.ignore=1
cluster=1
binlog.name=hcpg-1-bin

HCPG2
server.id=2
server.ignore=1
cluster=1
binlog.name=hcpg-2-bin

HCPG3
server.id=3
server.ignore=0
cluster=0
binlog.name=hcpg-3-bin

Step 2 — Edit the my.ini files on the three HCP Gateways

The database configuration must be setup to allow seamless interleaving of database records. This has an
added benefit of prevent name collisions should the 'hot-standby' site have data written to it. This change
must be made on all 3 hcpg systems, and, with the exact settings as shown for each hcpg system.

Edit File D:\MariaDB\data\my.ini
Note: The following is added or changed in the '[mariadb]' section of the respective my.ini file.

Ensure the migration and NTFS tables are excluded from being replicated in addition to the
common list of excluded tables.

HCPG1 [mariadb]
# Global Transaction ID
gtid-domain-id=1
gtid-ignore-duplicates=ON

## Unique Server ID
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server-id =1

## Replication Configuration
auto-increment-offset =1
auto-increment-increment = 3

# ignore tables when replicate SAM database
See chapter 1 for appropriate tables to ignore

## Binary Logging
log_bin = D:/MariaDB/binlog/hcpg-1-bin

# Relay Logging
relay-log = D:/MariaDB/relaylog/hcpg-1-relay

HCPG2 [mariadb]
# Global Transaction ID
gtid-domain-id=2
gtid-ignore-duplicates=ON

## Unique Server ID
server-id = 2

## Replication Configuration
auto-increment-offset =2
auto-increment-increment = 3

# ignore tables when replicate SAM database
See chapter 1 for appropriate tables to ignore

## Binary Logging
log_bin = D:/MariaDB/binlog/hcpg-2-bin

# Relay Logging
relay-log = D:/MariaDB/relaylog/hcpg-2-relay

HCPG3 [mariadb]
# Global Transaction ID
gtid-domain-id=3
gtid-ignore-duplicates=ON
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## Unique Server ID
server-id = 3

## Replication Configuration
auto-increment-offset =3
auto-increment-increment = 3

# ignore tables when replicate SAM database
See chapter 1 for appropriate tables to ignore

## Binary Logging
log_bin = D:/MariaDB/binlog/hcpg-3-bin

# Relay Logging
relay-log = D:/MariaDB/relaylog/hcpg-3-relay

Step 3 — Common Replication Setup Steps

It is required to perform the replication setup before any data is written to any of the nodes in the HCP
Gateway. These steps need to be run on HCPG1, HCPG2 and HCPG3 with HCPG1 as the active node. If
another node is the active node, then adjust the instructions for the active node.
In this configuration step a replication user account will be created on all nodes.

Note: the password is the string immediately following 'IDENTIFIED BY'

This step requires the use of the MariaDB Command Prompt, which is available from the Windows Start
Menu.
MariaDB Command Prompt (MariaDB [(none)]>) run on HCPG1, HCPG2 and HCPG3

mysql -u root -p <press enter>

Execute this command on each node to check if replication was previously configured and if so
that there are no errors listed in the output. Resolve any errors before continuing to setup the
replication.

MariaDB [(none)]> SHOW ALL SLAVES STATUS\G

Execute these commands on HCPG1, HCPG2 and HCPG3, you only need to execute these
commands the first time replication is setup. If replication is being reconfigured and the
replication_user already exists, skip these 4 commands.
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MariaDB [(none)]> CREATE USER 'replication_user'@'%' IDENTIFIED BY 'OrganlcReplication’;
MariaDB [(none)]> GRANT REPLICATION SLAVE ON *.* TO 'replication_user'@'%";

MariaDB [(none)]> FLUSH PRIVILEGES;

MariaDB [(none)]> FLUSH TABLES;

In the MariaDB Command Prompt (MariaDB [(none)]>) run on HCPG1, HCPG2 and HCPG3
MariaDB [(none)]> stop all slaves;
MariaDB [(none)]> reset slave all;

Open Windows Services and if running, stop the SAM VFS, Wildfly and MariaDB services on HCPG1, HCPG2
and HCPG3.

Open Windows File explorer and delete all the .info files in the D:\MariaDB\data folder on HCPG1, HCPG2
and HCPG3.
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Delete or rename the D:\MariaDB\data\*.err file on
is the Windows computer name of the Gateway.

HCPG1,
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Delete all files in the D:\MariaDB\binlog folder that begin with hcpg* on HCPG1, HCPG2 and HCPG3. The
filenames on HCPG1 will be hcpg-1- *, hcpg-2-
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Delete all the files in the D:\MariaDB\relaylog folder that begin with hcpg* on HCPG1, HCPG2 and HCPG3.
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In Windows Services start the MariaDB service on HCPG1, HCPG2 and HCPG3.

Check the D:\MariaDB\data\*.err file in Notepad++ for any errors on HCPG1, HCPG2 and HCPG3, where the
name of the file is the Windows computer name of the Gateway. The expected output is shown below.
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wait ...

Step 4 - Collect the replication positions

HCPGL1 (the active node)
MariaDB [(none)]> RESET MASTER;
Open a new MariaDB Command Prompt and change directory to C:\Temp. Dump the SAM
database to a .sql file that will be copied to the other replication node. If the dump file is too
big to fit on the C: drive, dump the SAM database to a .sql file in E:\Storage\Backup.

Backup database on HCPG1 and this will be copied to and imported on HCPG2
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Collect the names of the tables that are ignored from replication.

MariaDB [(none)]> select group_concat(concat('--ignore-table=', TABLE_SCHEMA, "',
table_name) SEPARATOR '') as " from information_schema.tables where
TABLE_SCHEMA = 'SAM' and (TABLE_NAME like '%event' or TABLE_ NAME like
'license');

| --ignore-table=sam.1_event --ignore-table=sam.event --ignore-
table=sam.license |

1 row in set (0.001 sec)

If needed, open a MariaDB Command Prompt
C:\Windows\system32>cd \temp

Copy the output of the command above in BOLD (start with the --ignore-
table=sam.1_event and end with SAM.license) that collected the information about the
tables to ignore from replication and paste it before the --databases and after the --
hex-blob=1 parameters in the query below. Make sure there is a space before --
ignore-table=sam.1_event and after --ignore-table=sam.license.

C:\Temp>mysqldump -uroot -p --master-data --routines --hex-blob=--ignore-
table=sam.1_event --ignore-table=sam.event --ignore-table=sam.license --databases
SAM > pb-cl-train1.202102101130-hcpg2.sql

Enter password: ***#*¥xx

Backup database on HCPG1 and this will be copied to and imported on HCPG3)
Collect the names of the tables that are ignored from replication.

MariaDB [(none)]> select group_concat(concat('--ignore-table=', TABLE_SCHEMA, "',
table_name) SEPARATOR '') as " from information_schema.tables where
TABLE_SCHEMA = 'SAM' and (TABLE_NAME like '%event' or TABLE_NAME like 'license'
or TABLE_NAME like 'report_status' or TABLE_NAME like '%backfill' or TABLE_NAME
like '%restoration' or TABLE_NAME like '%ntfs' or TABLE_NAME like '%migration' or
TABLE_NAME like '%archive_state' or TABLE_ NAME like '%purge') ;

| --ignore-table=sam.1_backfill --ignore-table=sam.1_event --ignore-
table=sam.1_migration --ignore-table=sam.1_ntfs --ignore-table=sam.1_purge --
ignore-table=sam.1_restoration --ignore-table=sam.archive_state --ignore-
table=sam.event --ignore-table=sam.license --ignore-table=sam.report_status |

1 row in set (0.001 sec)
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If needed, open a MariaDB Command Prompt
C:\Windows\system32>cd \temp

Copy the output of the command above in BOLD (start with the --ignore-
table=sam.1_backfill and end with sam.report_status) that collected the information
about the tables to ignore from replication and paste it before the --databases and
after the --hex-blob=1 parameters in the query below. Make sure there is a space
before --ignore-table=sam.1_backfill and after --ignore-table=sam.report_status.

C:\Temp>mysgldump -uroot -p --master-data --routines --hex-blob=1 --ignore-
table=sam.1_backfill --ignore-table=sam.1_event --ignore-table=sam.1_migration --
ignore-table=sam.1_ntfs --ignore-table=sam.1_purge --ignore-
table=sam.1_restoration --ignore-table=sam.archive_state --ignore-table=sam.event -
-ignore-table=sam.license --ignore-table=sam.report_status --databases SAM > pb-cl-
train1.202102101130-hcpg3.sql

Enter password; *****x*x*

Back in the MariaDB Command Prompt, execute the following commands:

MariaDB [(none)]> SHOW MASTER STATUS;

- +—- —+ + —+
| File | Position | Binlog Do DB | Binlog Ignore DB |
[ +—— —+ + ——+
| hcpg-1-bin. 000001 | 329 | | mysgl |
S +—— —+ + ——+

Note: The output or result from the show master status command will be used in command
below (‘hcpg-1-bin.000001', 329).

MariaDB [(none)]> SELECT BINLOG_GTID_POS('hcpg-1-bin.000001', 329);

+ +
| BINLOG GTID POS('hcpg-1-bin.000001', 329) |

+ +
| NULL |
+ +

Note: The output or result from this command will be used in 'hcpg?'

HCPG2

WARNING: These commands will replace the database on HCPG2 with the data imported
from the database on HCPGL1. If there is production data on HCPG2 that was not replicated
to HCPG1, then the production data on HCPG2 will be lost.
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In the MariaDB Command Prompt (MariaDB [(none)]>) run on HCPG2 only
MariaDB [(none)]> drop database SAM;
MariaDB [(none)]> create database SAM;

Copy the pb-cl-train1.202102101130-hcpg2.sql from HCPG1 to the C:\Temp folder on HCPG2.
Open a new MariaDB Command Prompt and change directory to C:\Temp. Import the SAM
database .sql file to copy the database from HCPG1 to HCPG2.

If needed, open a MariaDB Command Prompt

C:\Windows\system32>cd \temp

C:\Temp>mysql -uroot -p < pb-cl-train1.202102101130-hcpg2.sql

Enter password: *******x*

In the MariaDB Command Prompt, execute the following commands:
MariaDB [(none)]> RESET MASTER;
MariaDB [(none)]> SHOW MASTER STATUS;

+ + + + +
| File | Position | Binlog Do DB | Binlog Ignore DB |
+ + + + +
| hcpg-2-bin. 000001 | 329 | | mysgl |
+ + + + +

Note: The output or result from the show master status command will be used in command

below (‘hcpg-2-bin.000001', 329).
MariaDB [(none)]> SELECT BINLOG_GTID_POS('hcpg-2-bin.000001', 329);
+

+
| BINLOG GTID POS('hcpg-2-bin.000001', 329) |
+

| NULL |
+ +

+

HCPG3

WARNING: These commands will replace the database on HCPG3 with the data imported
from the database on HCPG1. If there is production data on HCPG3 that was not replicated

to HCPG1, then the production data on HCPG3 will be lost.

In the MariaDB Command Prompt (MariaDB [(none)]>) run on HCPG3 only
MariaDB [(none)]> drop database SAM;
MariaDB [(none)]> create database SAM;
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Copy the pb-cl-train1.202102101130-hcpg3.sql from HCPG1 to the C:\Temp folder on HCPG3.
Open a new MariaDB Command Prompt and change directory to C:\Temp. Import the SAM
database .sql file to copy the database from HCPG1 to HCPG3.

If needed, open a MariaDB Command Prompt
C:\Windows\system32>cd \temp
C:\Temp>mysqgl -uroot -p < pb-cl-train1.202102101130-hcpg3.sql

Enter password: **#*****

Step 5 — Enable replication

HCPG1
Note: The position information is from the 'hcpg2' SELECT BINLOG_GTID_POS output

If the result is empty or NULL, enter an empty string " (2 single quotes)
If the result is a string of numbers separated by dashes '-/,

example: '2-1-3'
use the entire string enclosed by single quotes '2-1-3'

MariaDB [(none)]> SET GLOBAL gtid_slave_pos ="; € This is for a NULL value (2 single quotes).
MariaDB [(none)]> SET GLOBAL gtid_slave_pos = '2-1-3'; € This is value of 2-1-3.

Note: The IP address below is for hcpg2

MariaDB [(none)]> CHANGE MASTER 'node2' TO master_host="10.1.1.12", master_port=3306,
master_user="replication_user", master_password='0rganlcReplication’,
master_use_gtid=slave_pos, master_ssl=1;

HCPG2
Note: The position information is from the 'hcpgl' SELECT BINLOG_GTID_POS output

If the result is empty or NULL, enter an empty string " (2 single quotes)
If the result is a string of numbers separated by dashes '-,

example: '1-1-3'
use the entire string enclosed by single quotes '1-1-3'

MariaDB [(none)]> SET GLOBAL gtid_slave_pos ="; € This is for a NULL value (2 single quotes).
MariaDB [(none)]> SET GLOBAL gtid_slave_pos = '1-1-3'; € This is value of 1-1-3.

Note: The IP address below is for hcpgl

MariaDB [(none)]> CHANGE MASTER 'nodel' TO master_host="10.1.1.11", master_port=3306,
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master_user="replication_user", master_password='0rganlcReplication’,
master_use_gtid=slave_pos, master_ssl=1;

HCPG3
Note: The position information is from the 'hcpgl' and 'hcpg2' SELECT BINLOG_GTID_POS output
If the result is empty or NULL, enter an empty string "' (2 single quotes)
If the result is a string of numbers separated by dashes '-,
example: '1-1-3' from hcpgl and '2-1-3' from hcpg2
use the entire string from both hcpgl and hcpg2 enclosed by single quotes '1-1-3,2-1-3'

MariaDB [(none)]> SET GLOBAL gtid_slave_pos ="; € This is for a NULL value (2 single quotes).
MariaDB [(none)]> SET GLOBAL gtid_slave_pos ='1-1-3,2-1-3'; € This is value of 1-1-3 and 2-1-
3.

Note: The IP address below is for hcpgl

MariaDB [(none)]> CHANGE MASTER 'nodel' TO master_host="10.1.1.11", master_port=3306,
master_user="replication_user", master_password='0rganlcReplication’,
master_use_gtid=slave_pos, master_ssl=1;

Note: The IP address below is for hcpg2

MariaDB [(none)]> CHANGE MASTER 'node2' TO master_host="10.1.1.12", master_port=3306,
master_user="replication_user", master_password='0rganlcReplication’,
master_use_gtid=slave_pos, master_ssl=1;

Step 6 — Start replication

HCPG1
MariaDB [(none)]> START ALL SLAVES;
MariaDB [(none)]> SHOW ALL SLAVES STATUS\G

HCPG2
MariaDB [(none)]> START ALL SLAVES;
MariaDB [(none)]> SHOW ALL SLAVES STATUS\G

HCPG3
MariaDB [(none)]> START ALL SLAVES;
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MariaDB [(none)]> SHOW ALL SLAVES STATUS\G

Step 7 — Start the Windows Services Wildfly and SAM VFS on all nodes and then start the shares in the
HCP Gateway Ul on HCPG1.
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Chapter 6 Four Nodes: Master to Master Replication for HA Cluster with
DR Failover to HA Cluster

The intent for this configuration is that Site B is a hot-standby copy of Site A and can be used to read/write
data if Site A is offline. This configuration does not support both sites being active at the same time.
Manual intervention is required to fail back from Site B to Site A. In this configuration, the databases on all
gateways are replicated to each other. The two gateways on Site A are in a cluster and have a shared
cache, only one gateway is active. The two gateways on Site B are in a cluster and have a shared cache,
only one gateway is active. Data written to Site A, will be available on Site B after a short delay.

Four Nodes: Master-Master HA Cluster on both sites

Site A Site B
10.1.1.11 10.1.1.12 10.1.1.13 10.1.1.14
hepgl hepg2 hepg3 hcpg4
DB- Nodel +----- > DB-Node2 ~ —-—-o--== »> DE-Node3 *----- > DB-Noded

L Shared Cache J L Shared Cache J

WARNING:

1. You must stop the SAM VFS service before making any changes to the sam.properties file. Then restart
the SAM VFS service after saving the file.

2. You must stop the MariaDB service if any changes are made to the my.ini file. Then restart the MariaDB
service after saving the file.

Step 1 - Update HCPG Gateway properties file
The configuration requires the server.ignore and cluster flags in the sam.properties file to be enabled for
hcpgl, hcpg2, hcpg3, and hepgd. This change must be made on all respective hcpg systems.

Note: You must stop and restart the SAM VFS service if any changes are made.
Edit properties file at: C:\SAM\etc\sam\sam.properties
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Make the following edits:
HCPG1
server.id=1
server.ignore=1
cluster=1
binlog.name=hcpg-1-bin

HCPG2
server.id=2
server.ignore=1
cluster=1
binlog.name=hcpg-2-bin

HCPG3
server.id=3
server.ignore=1
cluster=1
binlog.name=hcpg-3-bin

HCPG4
server.id=4
server.ignore=1
cluster=1
binlog.name=hcpg-4-bin

Step 2 - Edit the my.ini files on the four HCP Gateways
The database configuration must be setup to allow seamless interleaving of database records. This change
must be made on all four hcpg systems, and, with the exact settings as shown for each hcpg system.

Note: The following is added or changed in the '[mariadb]' section of the respective my.ini file.

Ensure the migration and NTFS tables are excluded from being replicated in addition to the
common list of excluded tables.

You must stop and restart the MariaDB service if any changes are made.

Edit File D:\MariaDB\data\my.ini
HCPG1 [mariadb]
# Global Transaction ID
gtid-domain-id=1
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gtid-ignore-duplicates=ON

## Unique Server ID
server-id =1

## Replication Configuration
auto-increment-offset =1
auto-increment-increment = 4

# ignore tables when replicate SAM database
See chapter 1 for appropriate tables to ignore.

## Binary Logging
log_bin = D:/MariaDB/binlog/hcpg-1-bin

# Relay Logging
relay-log = D:/MariaDB/relaylog/hcpg-1-relay

HCPG2 [mariadb]
# Global Transaction ID
gtid-domain-id=2
gtid-ignore-duplicates=ON

## Unique Server ID
server-id =2

## Replication Configuration
auto-increment-offset =2
auto-increment-increment = 4

# ignore tables when replicate SAM database
See chapter 1 for appropriate tables to ignore.

## Binary Logging
log_bin = D:/MariaDB/binlog/hcpg-2-bin
relay-log = D:/MariaDB/relaylog/hcpg-2-relay

HCPG3 [mariadb]
# Global Transaction ID
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gtid-domain-id=3
gtid-ignore-duplicates=ON

## Unique Server ID
server-id = 3

## Replication Configuration
auto-increment-offset =3
auto-increment-increment = 4

# ignore tables when replicate SAM database
See chapter 1 for appropriate tables to ignore.

## Binary Logging
log_bin = D:/MariaDB/binlog/hcpg-3-bin

# Relay Logging
relay-log = D:/MariaDB/relaylog/hcpg-3-relay

HCPG4 [mariadb]
# Global Transaction ID
gtid-domain-id=4
gtid-ignore-duplicates=ON

## Unique Server ID
server-id =4

## Replication Configuration
auto-increment-offset =4
auto-increment-increment = 4

# ignore tables when replicate SAM database
See chapter 1 for appropriate tables to ignore.

## Binary Logging
log_bin = D:/MariaDB/binlog/hcpg-4-bin

# Relay Logging
relay-log = D:/MariaDB/relaylog/hcpg-4-relay
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Step 3 — Common Replication Setup Steps

It is required to perform the replication setup before any data is written to any of the nodes in the HCP
Gateway. These steps need to be run on HCPG1, HCPG2, HCPG3 and HCPG4 with HCPG1 as the active
node. If another node is the active node, then adjust the instructions for the active node.

In this configuration step a replication user account will be created on all nodes;

Note: the password is the string immediately following 'IDENTIFIED BY'

This step requires the use of the MariaDB Command Prompt, which is available from the Windows Start
Menu.

MariaDB Command Prompt (MariaDB [(none)]>) run on HCPG1, HCPG2, HCPG3 and HCPG4
mysql -u root -p <press enter>

Execute this command on each node to check if replication was previously configured and if so
that there are no errors listed in the output. Resolve any errors before continuing to setup the
replication.

MariaDB [(none)]> SHOW ALL SLAVES STATUS\G

Execute these commands on HCPG1, HCPG2, HCPG3 and HCPG4, you only need to execute these
commands the first time replication is setup. If replication is being reconfigured and the
replication_user already exists, skip these 4 commands.

MariaDB [(none)]> CREATE USER 'replication_user'@'%' IDENTIFIED BY 'OrganlcReplication’;

MariaDB [(none)]> GRANT REPLICATION SLAVE ON *.* TO 'replication_user'@'%";

MariaDB [(none)]> FLUSH PRIVILEGES;

MariaDB [(none)]> FLUSH TABLES;

In the MariaDB Command Prompt (MariaDB [(none)]>) run on HCPG1, HCPG2, HCPG3 and HCPG4
MariaDB [(none)]> stop all slaves;
MariaDB [(none)]> reset slave all;

In the MariaDB Command Prompt (MariaDB [(none)]>) run on HCPG1, HCPG2, HCPG3 and HCPG4
MariaDB [(none)]> show all slaves status\G

If there is any output showing replication status to any node, then on HCPG1 run the following commands
MariaDB [(none)]> reset slave 'node2' all;
MariaDB [(none)]> reset slave 'node3' all;
MariaDB [(none)]> reset slave 'node4’ all;

then on HCPG2 run the following commands
MariaDB [(none)]> reset slave 'nodel’ all;
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MariaDB [(none)]> reset slave 'node3' all;
MariaDB [(none)]> reset slave 'node4’ all;

then on HCPG3 run the following commands
MariaDB [(none)]> reset slave 'nodel’ all;
MariaDB [(none)]> reset slave 'node2’ all;
MariaDB [(none)]> reset slave 'node4' all;

then on HCPG4 run the following commands

MariaDB [(none)]> reset slave 'nodel’ all;

MariaDB [(none)]> reset slave 'node2’ all;

MariaDB [(none)]> reset slave 'node3' all;
Open Windows Services and if running, stop the SAM VFS, Wildfly and MariaDB services on HCPG1, HCPG2,
HCPG3 and HCPG4.
Open Windows File explorer and delete all the .info files in the D:\MariaDB\data folder on HCPG1, HCPG2,
HCPG3 and HCPG4.

‘ % Snipping Tool - [u] X
File Edit Tools Help

Ctew EMode ~ Goey v B o) 7| J - [
~
= < | data
« “ 4 | > Local Disk (D) > MariaDB > data > vo
Name Date modified Type Size
7 Quick access
M Deskiop mysql 2 AM  File folder
performance_schema M File folder
¥ Downloads sam File folder
[&| Documents [ aria_log.00000001 001 File 64KB
=] Pictures [] aria_log_control M File 1K8
deta [ hepg-single.err ERR File 6KB
[ ib_bufter_pool M File 2
=
This PC [1 ib_togfiten File
s Local Disk (D) [ ib_logfilet File
MariaDE. [ ibdatat File
Temp | oty M File g
| master-nodeZ.info M INFO File 1K8
= Local Disk (€) L] mester-node3.nfo M INFO File 1K8
& Network [7] master-noded.info M INFO File 1K8
= || muti-master.info INFO File 1K8
PE-CLTRAINT ] myini Configuration sett.. 4KB
5 sclient [ old.pb-cl-train.err ERR File 3,045 KB
[ older,pb-ch-traint.err ERR File 58.KB
[ pb-cl-traint.err M ERR File 3Ke
pb-cl-train. pid M PIDFile 1KE
] relay-log-node2info M INFO File 1K8
[] relay-log-node3info M INFO File 1K8
|1 refay-log-nadetinfo M INFO File 1K8

Delete or rename the D:\MariaDB\data\*.err file on HCPG1, HCPG2, HCPG3 and HCPG4, where the name of

the file is the Windows computer name of the Gateway.
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¥ snipping Teol - o X
File Edit Tools Help
G New [ Mode ~ peiay ~ [ 2 IRV 4C N )
~
= | data
Wome St view
« v 4 [l > Local Disk (D) > MariaDB > data > v
Name Date modified Type Size
# Quick access
mysql 2 File folder
I Deskto #
" performance schema 1 File folder
¥ Downloads  # SAM 211 File folder
5] Documents [] aria_log.00000001 21172 )01 File
=] Pictures # [ arie_log_control 2/11/20211207PM  File
data # [ hepg-single.ar 2/5/2021424PM  ERR File
[ ib_buffer_pool 2/11/20211207PM  File
[ ThisPC - N
=T [] ib_logfiled 2/11/20211208PM  File
s Local Disk (D) [7 ib_logfilel MT/20001:33 AM  File
ibdatal 2/11/20211208PM  File
MariaDB
Temp [ ibtmp1 2/11/202112:08PM  File
D master-node2.info 2/11/202112:07 INFO File
= Local Disk (E) [7] master-node3 info 2/11/20211207PM  INFOFile
& Network [7] master-nodedinfo 2/11/20211207PM  INFOFile
= [} mutti-master.info 27 INFO File
B PE-CL-TRAINY @] my.ini 2/8, Configuration sett...
2 9
3 tsclient [ old.pb-cl-traint.err 2110720 ERR File
[7] older.pb-cl-traint.er 2/11/20219:22 AM  ERR File
rain.err 21 ERR File
v
< >

Delete all the files in the D:\MariaDB\binlog folder that begin with hcpg* on HCPG1, HCPG2, HCPG3 and
HCPG4. The filenames on HCPG1 will be hcpg-1- *, hcpg-2- * on HCPG2, hcpg-3- * on HCPG3 and hcpg-4- *
on HCPG4.

% Snipping Tool - o x
! File Edit Tools Help

@éﬂaw B Mode ~ elay v IRV A N
~
| < | binlog
U o cut x IEE T New item = [3]open +  FHsele
= s Copy patn * £ tosy aceess - it seie
Copy Paste _ Move Copy Delete Rename  New Properties
5] Paste shorteut T || ol < Birwe
Clipboard Organize Hew Open s
« ~ 4 [ paMariaDBibinlog
log A Name Date modified Type Size
leg [ hepg-1-bin.000002 1/2/20217:33AM  0ODDOZ File 102,401 KB
logs3-9-21.20210308 [ hepg-1-bin.000004 1/6/2021 411 PM 000004 File 28,420 KB
= This pC ] hcpg-1-bin 000005 1/6/2021430PM 0000 File 1KB
; ek | ] hepg-1-bin.000006: 1/8/2021 10:20 AM  GODOO6 File 11,683 KB
=P [ hepg-1-bin.000007 1/8/2021 10:35AM 000007 File 31K
Documents ] hcpg-1-bin 000008 1/14/2021 10:18PM 00000 File 42986 K8
& Downloads [ hepg-1-bin.000009 2/19/20219:20AM 000003 File 100,211 KB
b Music [] hepg-1-bin 000010 2/19/2021 4D AM  0DOD1DFile 210kB
= Pictures | ] hcpg-1-bin.000011 2/24/20212:27TPM 000011 File 549 KB
B Video: [] hepg-1-bin.000012 2/24/20212:35PM 000012 File 313KB
Local Disk (€ [ hepg-1-bin.000013. 2/24/20212:38PM 000013 File 196 kB
Detabese | ] hepg-1-bin.000014. 2/25/20213:41PM 000014 File 536 KB
— Dat:

) 7 hepg-1-bin 000015 3/2/2021 122PM 000015 File 567KB
= Storage (E) 7 hcpg-1-bin 000016 3/2/2021 1:36PM ODOOIGFile 365 KB
= New Volume (G [ hepg-1-bin.000017 3/2/20211:40PM  000D17 File 209 kB
= test (\localhost) (P:) [ ] hepg-1-bin 000018 3/25/2021 2:41 PM 18 File 494 KB
% 52 Qlocethost) () [ hcpg-1-bin.000019 37252021251 PM 000019 File 546 KB
= sharetes (Wlocalhost [] hepg-1-bin.000020 3/26/2021%:30AM 000020 File e
= g qusnista | | hparl-bninde a2 2520 INDEX e e

v
< >
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Delete all the files in the D:\MariaDB\relaylog folder that begin with hcpg* on HCPG1, HCPG2, HCPG3 and

[ <% sopping oo x
Fle Edit Tools Help
Chew EMode ~ Qpeay ~HJ B 50 -|| ) - = | 9
~
& < | relaylog
Home  Shoe  iow
« “ 4 [ > LocalDisk (D) > MariaDB » relaylog v
Name Date modified Size
5 Quick access
hepg- 1-relay-node2.000002 KB
= Deer T hepg-1-relay-nox
[] hepg-1-relay-nede2.000003 K8
* Dovnloads | hepg-1-relay-node2.index 1KB,
[/ Documents [ hepg-1-relay-nade3.000028 kg
& Pictures | hepg-1-relay-node3.000029 KB
dota [ ] hepg-1-relay-noded.index 1kB
hepg-1-relay-node4,.000006 k8
5 This PC W ity
[] hepg-1-relay-noded. 000007 : 1KB
= Local Disk (D) ] hepg-1-relay-nodedindex 2/11/2021 1:16PM INDEX File
v
< >

In Windows Services start the MariaDB service on HCPG1, HCPG2, HCPG3 and HCPG4.

Check the D:\MariaDB\data\*.err file in Notepad++ for any errors on HCPG1, HCPG2, HCPG3 and HCPG4,
where the name of the file is the Windows computer name of the Gateway. The expected output is shown
below.

x
|

¥ Snipping Tool - o
Ele Edt Tools Help

Rtew Blrode - @y QB o) -|| - = |9

[Admiristrator] o x

Step 4 - Collect the replication positions

Note: The output or result from this command will be used in the other 3 hcpgs. For example, the
output from ‘hcpgl 'will be used in 'hcpg2','hcpg3’, 'hepgd’
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HCPGL1 (the active node)
MariaDB [(none)]> RESET MASTER;
Open a new MariaDB Command Prompt and change directory to C:\Temp. Dump the SAM
database to a .sql file that will be copied to the other replication node. If the dump file is too
big to fit on the C: drive, dump the SAM database to a .sql file in E:\Storage\Backup.

Backup database on HCPG1 and it will be copied to and imported on HCPG2
Collect the names of the tables that are ignored from replication.

MariaDB [(none)]> select group_concat(concat('--ignore-table=', TABLE_SCHEMA, "',
table_name) SEPARATOR '') as " from information_schema.tables where
TABLE_SCHEMA = 'SAM' and (TABLE_NAMIE like '%event' or TABLE_NAME like
'license');

| --ignore-table=sam.1_event --ignore-table=sam.event --ignore-
table=sam.license |

1 row in set (0.001 sec)
If needed, open a MariaDB Command Prompt
C:\Windows\system32>cd \temp

Copy the output of the command above in BOLD (start with the --ignore-
table=sam.1_event and end with sam.license) that collected the information about the
tables to ignore from replication and paste it before the --databases and after the --
hex-blob=1 parameters in the query below. Make sure there is a space before --
ignore-table=sam.1_event and after --ignore-table=sam.license .

C:\Temp>mysgldump -uroot -p --master-data --routines --hex-blob=1 --ignore-
table=sam.1_event --ignore-table=sam.event --ignore-table=sam.license --databases
SAM > pb-cl-train1.202102101130-hcpg?2.sql

Enter password: **¥#*#k*

Backup database on HCPG1 and it will be copied to and imported on HCPG3 and HCPG4
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Collect the names of the tables that are ignored from replication.

MariaDB [(none)]> select group_concat(concat('--ignore-table=', TABLE_SCHEMA, "',
table_name) SEPARATOR '') as " from information_schema.tables where
TABLE_SCHEMA = 'SAM' and (TABLE_NAME like '%event' or TABLE_NAME like 'license'
or TABLE_NAME like 'report_status' or TABLE_NAME like '%backfill' or TABLE_ NAME
like '%restoration' or TABLE_NAME like '%ntfs' or TABLE_NAME like '%migration' or
TABLE_NAME like '%archive_state' or TABLE_NAME like '%purge') ;

| --ignore-table=sam.1_backfill --ignore-table=sam.1_event --ignore-
table=sam.1_migration --ignore-table=sam.1_ntfs --ignore-table=sam.1_purge --
ignore-table=sam.1_restoration --ignore-table=sam.archive_state --ignore-
table=sam.event --ignore-table=sam.license --ignore-table=sam.report_status |

1 row in set (0.001 sec)
If needed, open a MariaDB Command Prompt
C:\Windows\system32>cd \temp

Copy the output of the command above in BOLD (start with the --ignore-
table=sam.1_backfill and end with sam.report_status) that collected the information
about the tables to ignore from replication and paste it before the --databases and
after the --hex-blob=1 parameters in the query below. Make sure there is a space
before --ignore-table=sam.1_backfill and after --ignore-table=sam.report_status.

C:\Temp>mysqldump -uroot -p --master-data --routines --hex-blob=1 --ignore-
table=sam.1_backfill --ignore-table=sam.1_event --ignore-table=sam.1_migration --
ignore-table=sam.1_ntfs --ignore-table=sam.1_purge --ignore-
table=sam.1_restoration --ignore-table=sam.archive_state --ignore-table=sam.event -
-ignore-table=sam.license --ignore-table=sam.report_status --databases SAM > pb-cl-
train1.202102101130-hcpg3_4.sql

Enter password: ****#k®*

Back in the MariaDB Command Prompt, execute the following commands:

MariaDB [(none)]> SHOW MASTER STATUS;

+ + + + +
| File | Position | Binlog Do DB | Binlog Ignore DB |
+ + + + +
| hcpg-1-bin.000001 | 329 | | mysqgl |
+ + + + +
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Note: The output or result from the show master status command will be used in command
below ('hcpg-1-bin.000001', 329).

MariaDB [(none)]> SELECT BINLOG_GTID_POS('hcpg-1-bin.000001', 329);
+ +
| BINLOG GTID POS('hcpg-1-bin.000001', 329) |
+ +
| 1-1-14 |
+ +

HCPG2

WARNING: These commands will replace the database on HCPG2 with the data imported
from the database on HCPGL1. If there is production data on HCPG2 that was not replicated
to HCPG1, then the production data on HCPG2 will be lost.

In the MariaDB Command Prompt (MariaDB [(none)]>) run on HCPG2 only
MariaDB [(none)]> drop database SAM;
MariaDB [(none)]> create database SAM;

Copy the pb-cl-train1.202102101130-hcpg2.sql from HCPG1 to the C:\Temp folder on HCPG2.
Open a new MariaDB Command Prompt and change directory to C:\Temp. Import the SAM
database .sql file to copy the database from HCPG1 to HCPG2.

If needed, open a MariaDB Command Prompt
C:\Windows\system32>cd \temp

C:\Temp>mysql -uroot -p < pb-cl-train1.202102101130-hcpg2.sql
Enter password: *******x*

In the MariaDB Command Prompt, execute the following commands:
MariaDB [(none)]> RESET MASTER;
MariaDB [(none)]> SHOW MASTER STATUS;
+ +

+ + +
| File | Position | Binlog Do DB | Binlog Ignore DB |
+ + + + +
| hcpg-2-bin.000001 | 329 | | mysgl |
+ + + + +

Note: The output or result from the show master status command will be used in command
below ('hcpg-2-bin.000001', 329).

MariaDB [(none)]> SELECT BINLOG_GTID_POS('hcpg-2-bin.000001', 329);

+ +
| BINLOG GTID_ POS('hcpg-2-bin.000001", 329) |

+ +
| NULL I
+ +
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HCPG3

WARNING: These commands will replace the database on HCPG3 with the data imported
from the database on HCPGL1. If there is production data on HCPG3 that was not replicated
to HCPG1, then the production data on HCPG3 will be lost.

In the MariaDB Command Prompt (MariaDB [(none)]>) run on HCPG3 only
MariaDB [(none)]> drop database SAM;
MariaDB [(none)]> create database SAM;

Copy the pb-cl-train1.202102101130-hcpg3_4.sql from HCPG1 to the C:\Temp folder on
HCPG3. Open a new MariaDB Command Prompt and change directory to C:\Temp. Import the
SAM database .sql file to copy the database from HCPG1 to HCPG3.

If needed, open a MariaDB Command Prompt

C:\Windows\system32>cd \temp

C:\Temp>mysqgl -uroot -p < pb-cl-train1.202102101130-hcpg3_4.sql

Enter password: *******x*

In the MariaDB Command Prompt, execute the following commands:
MariaDB [(none)]> RESET MASTER;
MariaDB [(none)]> SHOW MASTER STATUS;

+ + + + +
| File | Position | Binlog Do DB | Binlog Ignore DB |
+ + + + +
| hcpg-3-bin.000001 | 329 | | mysgl |
+ + + + +

Note: The output or result from the show master status command will be used in command
below (‘hcpg-3-bin.000001', 329).

MariaDB [(none)]> SELECT BINLOG_GTID_POS('hcpg-3-bin.000001', 329);

+ +
| BINLOG GTID POS('hcpg-3-bin.000001', 329) |

+ +
| 3-1-14 |
+ +

HCPG4

WARNING: These commands will replace the database on HCPG4 with the data imported
from the database on HCPGL1. If there is production data on HCPG4 that was not replicated
to HCPG1, then the production data on HCPG4 will be lost.
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In the MariaDB Command Prompt (MariaDB [(none)]>) run on HCPG4 only
MariaDB [(none)]> drop database SAM;
MariaDB [(none)]> create database SAM;

Copy the pb-cl-train1.202102101130-hcpg3_4.sql from HCPG1 to the C:\Temp folder on
HCPG4. Open a new MariaDB Command Prompt and change directory to C:\Temp. Import the
SAM database .sql file to copy the database from HCPG1 to HCPG4.

If needed, open a MariaDB Command Prompt
C:\Windows\system32>cd \temp
C:\Temp>mysql -uroot -p < pb-cl-train1.202102101130-hcpg3_4.sql
Enter password: *******x*

In the MariaDB Command Prompt, execute the following commands:
MariaDB [(none)]> RESET MASTER;
MariaDB [(none)]> SHOW MASTER STATUS;

+ + + + +
| File | Position | Binlog Do DB | Binlog Ignore DB |
+ + + + +
| hcpg-4-bin.000001 | 329 | | mysqgl |
+ + + + +

Note: The output or result from the show master status command will be used in command
below (‘hcpg-4-bin.000001', 329).

MariaDB [(none)]> SELECT BINLOG_GTID_POS (‘hcpg-4-bin.000001', 329);

+ +
| BINLOG GTID POS{'hcpg-2-bin.000001', 329%) |
+ +
\
n

| NULL
v
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Step 5 - Enable replication

HCPG1
Note: The position information is from the 'hcpg2’, 'hcpg3' and 'hcpgd'
SELECT BINLOG_GTID_POS output
If the result is empty or NULL, enter an empty string "' (2 single quotes)
If the result is a string of numbers separated by dashes '-,
example: '2-1-14' from hcpg2 and '3-1-14' from hcpg3, the hcpg4 result was empty or NULL.
Use the entire string from both hcpg2 and hcpg3 enclosed by single quotes '2-1-14,3-1-14', do
not enter a value from hcpg4 since the result was empty or NULL.

MariaDB [(none)]> SET GLOBAL gtid_slave_pos ="; € This is for a NULL value (2 single quotes).
MariaDB [(none)]> SET GLOBAL gtid_slave_pos = '2-1-14,3-1-14'; € This is value of 2-1-14 and
3-1-14.

Note: The IP address below is for hcpg2
MariaDB [(none)]> CHANGE MASTER 'node2' TO master_host="10.1.1.12", master_port=3306,
master_user="replication_user", master_password='0rganlcReplication’,
master_use_gtid=slave_pos, master_ssl=1;

Note: The IP address below is for hcpg3
MariaDB [(none)]> CHANGE MASTER 'node3' TO master_host="10.1.1.13", master_port=3306,
master_user="replication_user", master_password='0rgan1cReplication’,
master_use_gtid=slave_pos, master_ssl=1;

Note: The IP address below is for hcpgd
MariaDB [(none)]> CHANGE MASTER 'node4' TO master_host="10.1.1.14", master_port=3306,
master_user="replication_user", master_password="'0rganlcReplication’,
master_use_gtid=slave_pos, master_ssl=1;

HCPG2

Note: The position information is from the 'hcpgl’, 'hcpg3' and 'hcpgd'
SELECT BINLOG_GTID_POS output

If the result is empty or NULL, enter an empty string " (2 single quotes)

If the result is a string of numbers separated by dashes '-/,

example: '1-1-14' from hcpgl and '3-1-14' from hcpg3, the hcpg2 and hcpgd result was empty

or NULL.

Use the entire string from both hcpgl and hcpg3 enclosed by single quotes '1-1-14,3-1-14', do

not enter a value from hcpg4 since the result was empty or NULL.
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MariaDB [(none)]> SET GLOBAL gtid_slave_pos ="; € This is for a NULL value (2 single quotes).
MariaDB [(none)]> SET GLOBAL gtid_slave_pos ='1-1-14,3-1-14'; € This is value of 1-1-14 and
3-1-14.

Note: The IP address below is for hcpgl
MariaDB [(none)]> CHANGE MASTER 'nodel' TO master_host="10.1.1.11", master_port=3306,
master_user="replication_user", master_password='0rganlcReplication’,
master_use_gtid=slave_pos, master_ssl=1;

Note: The IP address below is for hcpg3
MariaDB [(none)]> CHANGE MASTER 'node3' TO master_host="10.1.1.13", master_port=3306,
master_user="replication_user", master_password="'0rganlcReplication’,
master_use_gtid=slave_pos, master_ssl=1;

Note: The IP address below is for hcpgd
MariaDB [(none)]> CHANGE MASTER 'node4' TO master_host="10.1.1.14", master_port=3306,
master_user="replication_user", master_password="'0rganlcReplication’,
master_use_gtid=slave_pos, master_ssl=1;

HCPG3

Note: The position information is from the 'hcpgl’, 'hcpg2' and 'hcpg4’
SELECT BINLOG_GTID_POS output
If the result is empty or NULL, enter an empty string " (2 single quotes)
If the result is a string of numbers separated by dashes '-/,
example: '1-1-14' from hcpgl and '2-1-14' from hcpg2, the hcpgé result was empty or NULL.
Use the entire string from both hcpgl and hcpg2 enclosed by single quotes '1-1-14,2-1-14",
do not enter a value from hcpg4 since the result was empty or NULL.

MariaDB [(none)]> SET GLOBAL gtid_slave_pos ="; € This is for a NULL value (2 single quotes).
MariaDB [(none)]> SET GLOBAL gtid_slave_pos ='1-1-14,2-1-14'; €< This is value of 1-1-14 and
2-1-14.

Note: The IP address below is for hcpgl
MariaDB [(none)]> CHANGE MASTER 'nodel' TO master_host="10.1.1.11", master_port=3306,
master_user="replication_user", master_password='0rganlcReplication’,
master_use_gtid=slave_pos, master_ssl=1;

Note: The IP address below is for hcpg2
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MariaDB [(none)]> CHANGE MASTER 'node2' TO master_host="10.1.1.12", master_port=3306,
master_user="replication_user", master_password='0rganlcReplication’,
master_use_gtid=slave_pos, master_ssl=1;

Note: The IP address below is for hcpgd
MariaDB [(none)]> CHANGE MASTER 'node4' TO master_host="10.1.1.14", master_port=3306,
master_user="replication_user", master_password='0rganlcReplication’,
master_use_gtid=slave_pos, master_ssl=1;

HCPG4

Note: The position information is from the 'hcpgl’, 'hcpg2' and 'hcpg3' SELECT BINLOG_GTID_POS
output
If the result is empty or NULL, enter an empty string "' (2 single quotes)
If the result is a string of numbers separated by dashes '-/,
example: '1-1-14' from hcpgl and '3-1-14' from hcpg3, the hcpg2 result was empty or NULL.
Use the entire string from both hcpgl and hcpg3 enclosed by single quotes '1-1-14,3-1-14', do
not enter a value from hcpg?2 since the result was empty or NULL.

MariaDB [(none)]> SET GLOBAL gtid_slave_pos ="; € This is for a NULL value (2 single quotes).
MariaDB [(none)]> SET GLOBAL gtid_slave_pos = '1-1-14,3-1-14'; € This is value of 1-1-14 and
3-1-14.

Note: The IP address below is for hcpgl
MariaDB [(none)]> CHANGE MASTER 'nodel' TO master_host="10.1.1.11", master_port=3306,
master_user="replication_user", master_password="'0rganlcReplication’,
master_use_gtid=slave_pos, master_ssl=1;

Note: The IP address below is for hcpg2
MariaDB [(none)]> CHANGE MASTER 'node2' TO master_host="10.1.1.12", master_port=3306,
master_user="replication_user", master_password='0rganlcReplication’,
master_use_gtid=slave_pos, master_ssl=1;

Note: The IP address below is for hcpg3
MariaDB [(none)]> CHANGE MASTER 'node3' TO master_host="10.1.1.13", master_port=3306,
master_user="replication_user", master_password='0rganlcReplication’,
master_use_gtid=slave_pos, master_ssl=1;
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Step 6 — Start replication
HCPG1
MariaDB [(none)]> START ALL SLAVES;
MariaDB [(none)]> SHOW ALL SLAVES STATUS\G

HCPG2
MariaDB [(none)]> START ALL SLAVES;
MariaDB [(none)]> SHOW ALL SLAVES STATUS\G

HCPG3
MariaDB [(none)]> START ALL SLAVES;
MariaDB [(none)]> SHOW ALL SLAVES STATUS\G

HCPG4
MariaDB [(none)]> START ALL SLAVES;
MariaDB [(none)]> SHOW ALL SLAVES STATUS\G

Step 7 — Start the Windows Services Wildfly and SAM VFS on all nodes and then start the shares in the
HCP Gateway Ul on HCPG1.
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Chapter 7 HCP Gateway Failover to Standby

1. On the standby HCP Gateway node or cluster pair of nodes, if the SMB shares have Read-only
permissions, change the permissions to Read-Write.

2. Make the following modifications to the “sam.properties” file:
a. Edit C:\SAM\etc\sam\sam.properties

b. On the standby site HCP Gateway single node or clustered HA pair of nodes that do not
have a shared cache (not a clustered HA pair with a shared cache) change setting from
“registry.shares=no” to “registry.shares=yes” and then restart SAM VFS service on the new
active node. If using HCP Gateway clustered HA pair of nodes with a shared cache, no
change is required.

c. If the primary site HCP Gateway single node or clustered HA pair of nodes that do not have
a shared cache (not a clustered HA pair with a shared cache) are still available change the
setting from “registry.shares=yes” to “registry.shares=no” (for example when patching the
0S) and then restart SAM VFS service on the original active node. If using HCP Gateway
clustered HA pair of nodes with a shared cache, no change is required.

3. If necessary, configure DNS or Load Balancer to point to the standby HCP Gateway on the standby
site.

To failback to primary Gateway, please contact Hitachi Vantara Support.
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Hitachi Vantara

®000

Corporate Headquarters
2535 Augustine Drive
Santa Clara, CA 95054 USA

HitachiVantara.com | community.HitachiVantara.com

Contact Information
USA: 1-800-446-0744
Global: 1-858-547-4526
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